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administrators, and engineers who want to demonstrate their expertise in implementing and managing Check Point security solutions.
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The Check Point Certified Security Expert R81 certification exam is a vendor-specific certification that is offered by Check Point
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CheckPoint Check Point Certified Security Expert R81 Sample Questions
(Q57-Q62):
NEW QUESTION # 57 
Which Check Point software blade provides Application Security and identity control?

A. Data Loss Prevention
B. Application Control
C. URL Filtering
D. Identity Awareness

Answer: B

Explanation:
Application Control is the software blade that provides Application Security and identity control. It allows administrators to define
granular policies based on users or groups to identify, block or limit the usage of web applications and widgets. Application Control
also integrates with Identity Awareness to provide user-level visibility and control. Reference: Training & Certification | Check Point
Software, Check Point Resource Library

NEW QUESTION # 58 
Which of the following processes pulls the application monitoring status from gateways?

A. cpd
B. cpm
C. fwm
D. cpwd

Answer: A

Explanation:
The process that pulls the application monitoring status from gateways is cpd1. The cpd process is responsible for the
communication between the Security Management Server and the Security Gateway2. It handles tasks such as policy installation,
status reporting, logging, and synchronization2. The cpd process also monitors the application status of the Security Gateway, such
as CPU, memory, disk space, and processes3. The cpd process sends this information to the Security Management Server, which
displays it in SmartConsole and SmartView Monitor3.
References: How to troubleshoot issues with Check Point Application Control and URL Filtering blades - Check Point Software,
Processes and Daemons in Gaia OS - Check Point Software, Monitoring Device Status
- Check Point Software

NEW QUESTION # 59 
Which statement is NOT TRUE about Delta synchronization?

A. Transfers changes in the Kernel tables between cluster members.
B. Using UDP Multicast or Broadcast on port 8161
C. Quicker than Full sync
D. Using UDP Multicast or Broadcast on port 8116

Answer: B

Explanation:
The statement that is not true about Delta synchronization is Using UDP Multicast or Broadcast on port 8161. Delta synchronization
is a mechanism that transfers only the changes in the kernel tables between cluster members, instead of sending the entire tables. It
uses UDP Multicast or Broadcast on port 8116, not 81612. The other statements are true about Delta synchronization. Reference:
Check Point R81 ClusterXL Administration Guide

NEW QUESTION # 60 
How do you enable virtual mac (VMAC) on-the-fly on a cluster member?



A. cphaprob set int fwha_vmac_global_param_enabled 1
B. clusterXL set int fwha_vmac_global_param_enabled 1
C. fw ctl set int fwha_vmac_global_param_enabled 1
D. cphaconf set int fwha_vmac_global_param_enabled 1

Answer: C

Explanation:
To enable VMAC mode on a cluster member, you need to set the value of the global kernel parameter
fwha_vmac_global_param_enabled to 1. This can be done on-the-fly using the command fw ctl set int
fwha_vmac_global_param_enabled 1 on all cluster members. This command does not require a reboot or a policy installation.
VMAC mode allows the cluster to use a virtual MAC address for its virtual IP addresses, which reduces the number of gratuitous
ARP packets sent upon failover and avoids ARP cache issues on some routers and switches. References: How to enable ClusterXL
Virtual MAC (VMAC) mode

NEW QUESTION # 61 
How is communication between different Check Point components secured in R81? As with all questions, select the BEST answer.

A. By using 3DES
B. By using IPSEC
C. By using SIC
D. By using ICA

Answer: C

Explanation:
Communication between different Check Point components is secured by using SIC, which stands for secure internal
communication. SIC is a certificate-based channel that uses standards-based TLS 1.2 for creating secure connections and AES128
for encryption. SIC ensures that only authorized components can communicate with each other and that the communication is
protected from eavesdropping and tampering.
SIC is established by using a one-time password (OTP) that is generated when a Check Point component is created or installed.
The OTP is used to initialize the trust relationship between the component and the Security Management Server, which acts as an
internal certificate authority (ICA) that issues and revokes certificates for the components.

NEW QUESTION # 62
......
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