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Fortinet FCSS_EFW_AD-7.6 시험요강:

주제 소개

주제 1

VPN: This section of the exam measures the skills of a VPN Solutions Engineer and covers the
implementation of various virtual private network technologies. It includes configuring IPsec VPN using
IKE version 2 protocols and implementing Automatic Discovery VPN solutions to establish on-demand
secure tunnels between multiple sites within an enterprise network infrastructure.

주제 2

Security Profiles: This section of the exam measures the skills of a Threat Prevention Specialist and covers
the configuration and management of comprehensive security profiling systems. It includes implementing
SSL
SSH inspection, combining web filtering and application control mechanisms, integrating intrusion
prevention systems, and utilizing the Internet Service Database to create layered security protections for
organizational networks.

주제 3
Central Management: This section of the exam measures the skills of a Security Operations Manager and
covers the implementation of centralized management systems for coordinated control and oversight of
distributed Fortinet security infrastructures across enterprise environments.

주제 4

System Configuration: This section of the exam measures the skills of a Network Security Architect and
covers the implementation and integration of core Fortinet infrastructure components. It includes deploying
the Security Fabric, enabling hardware acceleration, configuring high availability operational modes, and
designing enterprise networks utilizing VLANs and VDOM technologies to meet specific organizational
requirements.

주제 5

Routing: This section of the exam measures the skills of a Network Infrastructure Engineer and covers the
implementation of dynamic routing protocols for enterprise network traffic management. It includes
configuring both OSPF and BGP routing protocols to ensure efficient and reliable data transmission across
complex organizational networks.
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질문  # 21 
An administrator needs to install an IPS profile without triggering false positives that can impact applications and cause problems
with the user's normal traffic flow.
Which action can the administrator take to prevent false positives on IPS analysis?

A. Install missing or expired SSUTLS certificates on the client PC to prevent expected false positives.
B. Use the IPS profile extension to select an operating system, protocol, and application for all the network internal services
and users to prevent false positives.
C. Use an IPS profile with action monitor, however, the administrator must be aware that this can compromise network
integrity.
D. Enable Scan Outgoing Connections to avoid clicking suspicious links or attachments that can deliver botnet malware and
create false positives.

정답：B

설명：
False positives in Intrusion Prevention System (IPS) analysis can disrupt legitimate traffic and negatively impact user experience. To
reduce false positives while maintaining security, administrators can:
# Use IPS profile extensions to fine-tune the settings based on the organization's environment.
# Select the correct operating system, protocol, and application types to ensure that IPS signatures match the network's actual traffic
patterns, reducing false positives.
# Customize signature selection based on the network's specific services, filtering out unnecessary or irrelevant signatures.

질문  # 22 
A company's guest internet policy, operating in proxy mode, blocks access to Artificial Intelligence Technology sites using
FortiGuard. However, a guest user accessed a page in this category using port 8443.
Which configuration changes are required for FortiGate to analyze HTTPS traffic on nonstandard ports like 8443 when full SSL
inspection is active in the guest policy?

A. To analyze nonstandard ports in web filter profiles, use TLSv1.3 in the SSL/SSH Inspection Profile.
B. Administrators can block traffic on nonstandard ports by enabling the SNI check in the SSL/SSH Inspection Profile.
C. Add a URL wildcard domain to the website CA certificate and use it in the SSL/SSH Inspection Profile.
D. In the Protocol Port Mapping section of the SSL/SSH Inspection Profile, enter 443, 8443 to analyze both standard (443)
and non-standard (8443) HTTPS ports.

정답：D

설명：
When FortiGate is operating in proxy mode with full SSL inspection enabled, it inspects encrypted HTTPS traffic by default on port
443. However, some websites may use non-standard HTTPS ports (such as 8443), which FortiGate does not inspect unless
explicitly configured.
To ensure that FortiGate inspects HTTPS traffic on port 8443, administrators must manually add port 8443 in the Protocol Port
Mapping section of the SSL/SSH Inspection Profile. This allows FortiGate to treat HTTPS traffic on port 8443 the same as traffic
on port 443, enabling proper inspection and enforcement of FortiGuard category-based web filtering.

질문  # 23 
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Refer to the exhibit, which shows an ADVPN network.

An administrator must configure an ADVPN using IBGP and EBGP to connect overlay network 1 with 2.
What two options must the administrator configure in BGP? (Choose two.)

A. set ibgp-enforce-multihop advpn
B. set next-hop-self enable
C. set ebgp-enforce-multrhop enable
D. set attribute-unchanged next-hop

정답：B,C

설명：
In this ADVPN (Auto-Discovery VPN) network, there are two hubs (Hub A and Hub B) connected via EBGP, while IBGP is used
within each overlay. To ensure proper BGP routing between the overlays, the administrator must configure specific BGP options..
set ebgp-enforce-multihop enable
By default, EBGP requires directly connected neighbors. Since Hub A and Hub B are not directly connected but reach each other
over an IPsec tunnel, multihop must be enabled for EBGP sessions to work.
set next-hop-self enable
In IBGP, the next-hop attribute does not change by default. When an IBGP route is advertised from a spoke to another hub or
spoke, the next-hop needs to be updated to ensure proper reachability. Enabling next-hop-self forces the BGP speaker to advertise
itself as the next-hop, ensuring that all spokes properly reach routes across the overlays.

질문  # 24 
What is the initial step performed by FortiGate when handling the first packets of a session?

A. Data encryption and decryption
B. Offloading the packets directly to the content processor (CP)
C. Installation of the session key in the network processor (NP)
D. Security inspections such as ACL, HPE, and IP integrity header checking

정답：D

설명：
When FortiGate processes the first packets of a session, it follows a sequence of steps to determine how the traffic should be
handled before establishing a session. The initial step involves:
# Access Control List (ACL) checks: Determines if the traffic should be allowed or blocked based on predefined security rules.
# Hardware Packet Engine (HPE) inspections: Ensures that packet headers are valid and comply with protocol standards.
# IP Integrity Header Checking: Verifies if the IP headers are intact and not malformed or spoofed.
Once these security inspections are completed and the session is validated, FortiGate then installs the session in hardware (if
offloading is enabled) or processes it in software.



질문  # 25 
A vulnerability scan report has revealed that a user has generated traffic to the website example.com (10.10.10.10) using a weak
SSL/TLS version supported by the HTTPS web server.
What can the firewall administrator do to block all outdated SSL/TLS versions on any HTTPS web server to prevent possible
attacks on user traffic?

A. Enable auto-detection of outdated SSL/TLS versions in the SSL/SSH inspection profile to block vulnerable websites.
B. Install the required certificate in the client's browser or use Active Directory policies to block specific websites as defined
in the SSL/SSH inspection profile.
C. Use the latest certificate, Fortinet_SSL_ECDSA256, and replace the CA certificate in the SSL/SSH inspection profile.
D. Configure the unsupported SSL version and set the minimum allowed SSL version in the HTTPS settings of the SSL/SSH
inspection profile.

정답：D

설명：
The best way to block outdated SSL/TLS versions is to configure the SSL/SSH inspection profile to enforce a minimum SSL/TLS
version and disable weak SSL versions. By setting the minimum allowed SSL version in the HTTPS settings of the SSL/SSH
inspection profile, FortiGate will:
Block any connection using outdated SSL/TLS versions (such as SSLv3, TLS 1.0, or TLS 1.1).
Enforce secure communication using only strong SSL/TLS versions (such as TLS 1.2 or TLS
1.3). Protect users from man-in-the-middle (MITM) and downgrade attacks that exploit weak encryption.

질문  # 26
......
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