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Branchl # show system adwan
config sysatem sdwan
sat status enable
set load-balance-mode source-dest-ip-based
config zone
adit! "internet"”

next

edit "overlay”™

next

end
config members

adit 1

sst interface "wanl"
set zone "internat"

next

edit 2
set interface "wan2"

set zone "internet"

next

edit 3
set interface "vpnl-nat”
set zone "overlay"

next

edit 4
set interface "vpnZ-mpls"
sst zone "overlay”

nexc

and
config service

and
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NEW QUESTION # 180
Refer to the exhibit, which shows diagnostic output.
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FGT-3DW-1 § diagnose sys sdwan health-check status CZ.NIC_DNS3
Health Check (CZ.NIC_DNS):

Seq(l portl): state(alive), packet=loss(0.000%)
latency(79.164), jitter(2.861), bandwidth-up(45988), bandwidth-
dw(49975), bandwidth-bi (95963) sla_map=0x0

Seq(2 port2): state(alive), packet-loss(0.000%) latency(2.215),
jitter (0.701), bandwidth-up(9951), bandwidth-dw(9990),
bandwidth-bi (19981) sla_map=0x1

FGT-SDW-1 # diagnose sys sdwan service

Service(l): Address Mode (IPV4) flags=0x200 use-shortcut-sla
Gen(2), TOS(0x0/0x0), Protocol(0: 1->65535), Mode (priority),

link-cost-factor (latency), link-cost-threshold(10), heath-

chcck{CZ.HIC_ﬂlﬂ] 11
Members (2) : :-:HTInE
1: Seq num(2 port2), alive, latency: 2.343, selected
2: Seq_num(l portl), alive, latency: 107.004, selected
8rc address(l):
152.168.1.0-152.168.1.255

Dst address(l):
93.190.134.171-93.150.134.171

FGT-SDW-1 § diagnose firewall proute list
list route policy info(vf=root):

id=1l dscp tag=0Oxff Oxff flags=0x0 tos=0x00 tos_mask=0x00
protocol=0 sport=0-0 iif=7 dport=0-€5535 path(l) oif=3(portl)
gwy=198.18.11.254

source(l): 152.168.1.0-192.168.1.255

destination wildcard(1): 93.1590.134.0/255.255.255.0
hit_count=21 last_used=2022-07-14 16:59:42

id=2132082685(0x7£150001) vwl_service=l(Internet) vwl_mbr_seg=2
1 dscp_tag=0xff Oxff flags=0x0 tos=0x00 tos_mask=0x00 protococl=
0 sport=0-65535 iif=0 dport=1-€5535 path(2) oif=4 (port2) oif=

3 (portl)

scurce(l): 192.168.1.0-1592.168.1.255

destination(l): 53.150.134.171-93.190.134.171

hit_count=25 last_used=2022-07-14 16:59:23

A customer reports that ICMP traffic flow from 192.168.1.11 to 93.190.134.171 is not corresponding to the SD-WAN setup.
‘What is the problem in this scenario?

A. Portl is used because it has more available bandwidth.
B. Traffic is matched by policy route.

C. Route for the destination IP is missing in the routing table.
D. SD-WAN Rule is matching only DNS traffic.

Answer: B

Explanation:

From the exhibit:

1. SD-WAN Diagnostic Information:

* The SD-WAN service setup has two interfaces (portland port2) and selects the path based on latency (link-cost-factor: latency).
* port2has lower latency (2.343 ms) compared to port1(107.004 ns), so traffic should ideally flow through port2.

2. Firewall Route Information:

* The diagnose firewall route listoutput indicates that traffic is being routed through portlusing a policy route (oif=3corresponds to
portl).



* This suggests that the traffic is not following the SD-WAN decision, but instead being overridden by a policy route.

3. Conclusion:

* The policy route is taking precedence over the SD-WAN configuration, causing the traffic to use portldespite the lower latency
on port2.

NEW QUESTION # 181

A Hub FortiGate is connecting multiple branch FortiGate devices separating the traffic centrally in unique VRFs. Routing information
is exchanged using BGP between the Hub and the Branch FortiGate devices.

You want to efficiently enable route leaking of specific routes between the VRFs.

Which two steps are required to achieve this requirement? (Choose two.)

A. Enable Multi- VDOM mode on the Hub FortiGate and add a VDOM to connect VRF10 and VRF12
B. Create a vdom link between VRF10 and VRF12

C. Configure route-maps to leak the selected routes using BGP

D. Enable BGP recursive routing on the HUB FortiGate

Answer: B,C

NEW QUESTION # 182

A customer has a SCADA environmental control device that is triggering a false-positive IPS alert whenever the Web GUI of the
device is accessed. You cannot create a fimctional custom IPS filter to exempt this behavior, and it appears that the device is so old
that it does not have HTTPS support. You need to prevent the false positive IPS alerts from occurring,

In this scenario, which two actions will accomplish this task? (Choose two.)

A. Reconfigure the FortiGate to operate in proxy-based inspection mode instead of flow-based.

B. Create a URL filter with the Exempt action for that device IP address.

C. Create a very specific firewall policy for that device IP address which does not perform IPS scanning.
D. Change the relevant firewall policies to use SSL certificate-inspection instead of SSL deep- inspection.

Answer: B,C

NEW QUESTION # 183
Given the following error message:

Start to import config from device (STUDENT-2) wvdom(root) to adom(root), package (STUDENT-2)
“firawall service category”™,SUCCESS,” (name=General, oid=377, DUPLICATE)"™
“firewall schedule recurring®,SUCCESS,” (name=always, cid=473, DUPLICATE)"™

“firawall address”, SUCCESS," (name=all, oid=364, DUPLICATE)"
“firawall service custom”,SUCCESS,” (name=ALL, oid=426, DUPLICATE)"
“firawall wip”,SUCCESS,” (name=FTP, iod=475, DUPLICATE)}"

1:3:’::3 SE']':t?wmg#;::?li;u::;ﬁ:;?ﬁurﬂm binding contradiction)”
FortiManager fails to import policy ID 1.
What is the problem?
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¢ A FortiManager already has address LAN which has interface mapping set to "any" in its database; this conflicts with the
STUDENT-2 FortiGate device which has address "LAN" mapped to
"internal”.

¢ B. Policy ID 1 does not have interface mapping on FortiManager.

¢ C. FortiManager already has Address LAN which has interface mapping set to "internal" in its database, it is contradicting
with the STUDENT-2 FortiGate device which has address LAN mapped to "any".

e D. Policy ID 1 for this managed FortiGate device already exists on the FortiManager policy package named STUDENT-2.

Answer: A

Explanation:
httpz//kb. fortinet.com’kb/documentLink.do?externall D=FD38544

NEW QUESTION # 184
Refer to the exhibit.
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An HTTPS access proxy is configured to demonstrate its fimction as a reverse proxy on behalf of the web server it is protecting, It
verifies user identity, device identity, and trust context, before granting access to the protected source. It is assumed that the
FortiGate EMS fabric connector has already been successfully connected.

Youneed to ensure that ZTNA access through the FortiGate will redirect users to the FortiAuthenticator to perform
username/password and multifactor authentication to validate access prior to accessing resources behind the FortiGate.

In this scenario, which two further steps need to be taken on the FortiGate? (Choose two.)

e A Create a firewall rule that allows access from the remote endpoint to the resources behind the FortiGate.
¢ B. Create a SAML user/server object referring to the FortiAuthenticator.
e C. Create an authentication rule that sets the sso-auth-method to the FortiAuthenticator.



e D. Create an authentication scheme with the "method" as SAML.
Answer: B,D

Explanation:

Create SAML user/server object referring to the FortiAuthenticator:

To integrate FortiAuthenticator for user authentication via username/password and multifactor authentication, a SAML server object
nmust be created on the FortiGate. This object points to the FortiAuthenticator as the Identity Provider (IdP) for handling
authentication requests.

Create an authentication scherme with the "method" as SAML:

To utilize SAML for authentication, an authentication scheme must be created with SAML as the method. This enables the FortiGate
to redirect users to the FortiAuthenticator for authentication before granting access to protected resources.

NEW QUESTION # 185
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