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H #80
In analyzing an RTF file, what is the significance of encountering large blocks of obfuscated or encoded data?

A. Tt is a common method for embedding legitimate images.

B. It signifies complex formatting not relevant to security analysis.

C. It typically denotes encrypted user data, not relevant for malware analysis.
D. It may indicate an attempt to hide malicious shellcode or payloads.

IEf#: D

H #81
Why is it important to analyze the control words within an RTF document when investigating for malicious content?

A. To detect hidden mstructions or shellcode

B. To verify the document's compatibility with different viewers
C. To understand the document's layout structure

D. To identify custom styles applied to the document

EfE: A

R #82
What file structure is analyzed in the static analysis ofa Windows executable?

A. PE header

B. ELF header
C. FAT32

D. X64 assembly

EfE: A

P #83
Which approach can help in bypassing malware that employs timing checks to detect analysis tools?

A. Increasing the priority of the malware process

B. Using network traffic generators

C. Patching the malware binary to remove the checks
D. Modifying the system clock

Ef#: C

H #84
‘Which technique can be used by malware to evade dynamic analysis tools?

A. Packing the executable with a crypter

B. Rewriting the file header

C. Inplementing a sandbox escape mechanism
D. Using public key encryption

Ef: A
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