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E Y #64

AWS CodeBuild builds code for an application, creates the Docker image, pushes the image to Amazon Elastic Container Registry
(Amazon ECR), and tags the image with a unique identifier.

Ifthe Developers already have AWS CLI configured on their workstations, how can the Docker images be pulled to the
workstations?

A. Run the followingidocker pull REPOSITORY URI : TAG

B. Run the following:aws ecr get-loginand then run:docker pull REPOSITORY URI : TAG

C. Run the output of the following:aws ecr get-download-url-for-layerand then run:docker pull REPOSITORY URI : TAG
D. Run the output of the followingaws ecr get-loginand then run:docker pull REPOSITORY URI : TAG

IEf#: D

A -
Explanation
https7//docs.aws.amazon.conv/cli/latest/reference/ecr/get-login.html
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A company hosts a client-side web application for one of'its subsidiaries on Amazon S3. The web application can be accessed
through Amazon CloudFront from https//www.example.com. After a successful rollout, the company wants to host three more
client-side web applications for its remaining subsidiaries on three separate S3 buckets.

To achieve this goal, a developer moves all the common JavaScript files and web fonts to a central S3 bucket that serves the web
applications. However, during testing, the developer notices that the browser blocks the JavaScript files and web fonts.

‘What should the developer do to prevent the browser from blocking the JavaScript files and web fonts?

¢ A. Create a cross-origin resource sharing (CORS) configuration that allows access to the central S3 bucket.
Add the CORS configuration to the central S3 bucket.

¢ B. Create a bucket policy that allows access to the central S3 bucket. Attach the bucket policy to the central S3 bucket.

e C. Create a Content-MD5 header that provides a message integrity check for the central S3 bucket. Insert the Content-MDS5
header for each web application request.

e D. Create four access points that allow access to the central S3 bucket. Assign an access point to each web application
bucket.

Ef#: A
R

This is a frequent trouble. Web applications cannot access the resources in other domains by default, except some exceptions. You
nust configure CORS on the resources to be accessed. httpsz//docs.aws.amazon.com
/AmazonS3/latest/userguide/cors. html

B # 66

A security engineer is setting up a new AWS account. The engineer has been asked to continuously monitor the company's AWS
account using automated compliance checks based on AWS best practices and Center for Internet Security (CIS) AWS
Foundations Benchmarks.

How can the security engineer accomplish this using AWS services?

¢ A. Enable AWS Config and set it to record all resources in all Regions and global resources. Then enable AWS Security Hub
and confirm that the CIS AWS Foundations compliance standard is enabled.

e B. Enable Amazon Inspector and configure it to scan all Regions for the CIS AWS Foundations Benchmarks. Then enable
AWS Security Hub and configure it to ingest the Amazon Inspector findings.

¢ C. Enable Amazon Inspector and configure it to scan all Regions for the CIS AWS Foundations Benchmarks. Then enable
AWS Shield in all Regions to protect the account from DDoS attacks.

¢ D. Enable AWS Config and set it to record all resources in all Regions and global resources. Then enable Amazon Inspector
and configure it to enforce CIS AWS Foundations Benchmarks using AWS Contfig rules.

IEfE: D

fEE L
Explanation/Reference: https://docs.aws.amazon.conysecurityhub/latest/userguide/securityhub.pdf
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A company has three different environments: Development, QA, and Production. The company wants to deploy its code first in the
Development environment, then QA, and then Production.

Which AWS service can be used to meet this requirement?

A. Use AWS CodeDeploy to create nultiple deployment groups.

B. Use AWS CodeBuild to create, configure, and deploy multiple build application projects.

C. Use AWS CodeCommit to create multiple repositories to deploy the application.

D. Use AWS Data Pipeline to create multiple data pipeline provisions to deploy the application.

EfE: A
A -

Explanation
https/docs.aws.amazon.com/codedeploy/latest/userguide/deployment- groups. html



"You can associate more than one deployment group with an application in CodeDeploy. This makes it possible to deploy an
application revision to different sets of instances at different times. For example, you might use one deployment group to deploy an
application revision to a set of instances tagged Test where you ensure the quality of the code. Next, you deploy the same
application revision to a deployment group with instances tagged Staging for additional verification. Finally, when you are ready to
release the latest application to customers, you deploy to a deployment group that includes instances tagged Production. "

E Y #68

A Development team wants to mstrument their code to provide more detailed information to AWS X-Ray than simple outgoing and
incoming requests. This will generate large amounts of data, so the Development team wants to implement indexing so they can filter
the data.

‘What should the Development team do to achieve this?

e A. Add annotations to the segment document and the code
e B. Install required plugins for the appropriate AWS SDK
e C. Add metadata to the segment document and the code
e D. Configure the necessary X-Ray environment variables

IEf: C

Rt
Explanation
https://docs.aws.amazon.conyxray/latest/devguide/xray-sdk-python-segment. html
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