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Amazon AWS Certified Solutions Architect - Professional Sample Questions
(Q122-Q127):

NEW QUESTION # 122

A company runs an loT platform on AWS loT sensors in various locations send data to the company's Node js API servers on
Amazon EC2 mstances running behind an Application Load Balancer The data is stored in an Amazon RDS MySQL DB instance
that uses a 4 TB General Purpose SSD volume The number of sensors the company has deployed in the field has increased over
time and is expected to grow significantly The API servers are consistently overloaded and RDS metrics show high write latency
Which of the following steps together will resolve the issues permanently and enable growth as new sensors are provisioned, while
keeping this platform cost-efficient? {Select TWO.)
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A. Re-architect the database tier to use Amazon Aurora instead of an RDS MySQL DB instance and add read replicas
B. Leverage Amazon Kinesis Data Streams and AWS Lambda to ingest and process the raw data

C. Re-architect the database tier to use Amazon DynamoDB instead of an RDS MySQL DB instance

D. Use AWS X-Ray to analyze and debug application issues and add more API servers to match the load

E. Resize the MySQL General Purpose SSD storage to 6 TB to improve the volume's IOPS

Answer: B,C

NEW QUESTION # 123

A solutions architect is designing a multi-Region disaster recovery solution for an application that will provide public API access. The
application will use Amazon EC2 instances with a userdata script to load application code and an Amazon RDS for MySQL
database. The Recovery Time Objective (RTO) is

3 hours and the Recovery Point Objective (RPO) is 24 hours.

Which architecture would meet these requirements at the LOWEST cost?

¢ A. Use Amazon Route 53 for Region failover. Deploy new EC2 instances with the userdata script. Create a read replica of
the RDS instance in a backup Region.

¢ B. Use Amazon API Gateway for the public APIs and Region failover. Deploy new EC2 instances with the userdata script.
Create a MySQL read replica of the RDS mstance in a backup Region.

e C. Use an Application Load Balancer for Region failover. Deploy new EC2 instances with the userdata script. Deploy
separate RDS instances in each Region.

¢ D. Use Amazon Route 53 for Region failover. Deploy new EC2 instances with the userdata script for APIs, and create a
snapshot of the RDS instance daily for a backup. Replicate the snapshot to a backup Region.

Answer: D

NEW QUESTION # 124

A delivery company needs to migrate its third-party route planning application to AWS. The third party supplies a supported
Docker image from a public registry. The image can run in as many containers as required to generate the route map.

The company has divided the delivery area into sections with supply hubs so that delivery drivers travel the shortest distance possible
from the hubs to the customers. To reduce the time necessary to generate route maps, each section uses its own set of Docker
containers with a custom configuration that processes orders only in the section's area.

The company needs the ability to allocate resources cost-effectively based on the number of running containers.

Which solution will meet these requirements with the LEAST operational overhead?

¢ A. Create an Amazon Elastic Kubernetes Service (Amazon EKS) cluster on AWS Fargate. Use the Amazon EKS CLI to
launch the planning application. Use the AWS CLI tag-resource API call to assign a custom tag to the pod.

¢ B. Create an Amazon Elastic Container Service (Amazon ECS) cluster on Amazon EC2. Use the AWS CLI with run-tasks
set to true to launch the planning application by using the -tags option to assign a custom tag to the task.

¢ C. Create an Amazon Elastic Kubernetes Service (Amazon EKS) cluster on Amazon EC2. Use the Amazon EKS CLI to
launch the planning application in pods by using the -tags option to assign a custom tag to the pod.

e D. Create an Amazon Elastic Container Service (Amazon ECS) cluster on AWS Fargate. Use the AWS CLI run-task
command and set enableECSManagedTags to true to launch the planning application. Use the --tags option to assign a
custom tag to the task.

Answer: D

Explanation:

Explanation

Amazon Elastic Container Service (ECS) on AWS Fargate is a fully managed service that allows you to run containers without
having to manage the underlying infrastructure. When you launch tasks on Fargate, resources are automatically allocated based on
the number of'tasks running, which reduces the operational overhead.

Using ECS on Fargate allows you to assign custom tags to tasks using the --tags option in the run-task command, as described in
the documentation:

https7//docs.aws.amazon.convcli/latest/reference/ecs/run-task.html You can also set enableECSManagedTags to true, which allows
the service to automatically add the cluster name and service name as tags.
https7/docs.aws.amazon.conyAmazonECS/latest/developerguide/task-placement-constraints. htmi#tag-based-sch



NEW QUESTION # 125

A company is developing a new service that will be accessed using TCP on a static port A solutions architect must ensure that the
service is highly available, has redundancy across Availability Zones, and is accessible using the DNS name myservice.com, which is
publicly accessible The service must use fixed address assignments so other companies can add the addresses to their allow lists.
Assuming that resources are deployed in multiple Availability Zones in a single Region, which solution will meet these requirements?

e A Create Amazon EC2 instances with an Elastic [P address for each instance Create a Network Load Balancer (NLB) and
expose the static TCP port Register EC2 instances with the NLB Create a new name server record set named my service
com, and assign the Elastic IP addresses of the EC2 instances to the record set Provide the Elastic IP addresses of the EC2
nstances to the other companies to add to their allow lists

¢ B. Create an Amazon ECS cluster and a service definition for the application Create and assign public IP addresses for the
ECS cluster Create a Network Load Balancer (NLB) and expose the TCP port Create a target group and assign the ECS
cluster name to the NLB Create a new A record set named my service com and assign the public IP addresses of the ECS
cluster to the record set Provide the public IP addresses of the ECS cluster to the other companies to add to their allow lists

¢ C. Create Amazon EC2 instances for the service Create one Elastic IP address for each Availability Zone Create a Network
Load Balancer (NLB) and expose the assigned TCP port Assign the Elastic IP addresses to the NLB for each Availability
Zone Create a target group and register the EC2 instances with the NLB Create a new A (alias) record set named my service
com, and assign the NLB DNS name to the record set.

¢ D. Create an Amazon ECS cluster and a service definition for the application Create and assign public [P address for each
host in the cluster Create an Application Load Balancer (ALB) and expose the static TCP port Create a target group and
assign the ECS service definition name to the ALB Create a new CNAME record set and associate the public IP addresses
to the record set Provide the Elastic IP addresses of the Amazon EC2 instances to the other companies to add to their allow
lists

Answer: C

Explanation:

httpsz/docs.aws.amazon.com/RouteS3/latest/DeveloperGuide/routing-to-elb-load-balancer.html Create a Network Load Balancer
(NLB) and expose the assigned TCP port. Assign the Elastic IP addresses to the NLB for each Availability Zone. Create a target
group and register the EC2 mstances with the NLB. Create a new A (alias) record set named my.service.com, and assign the NLB
DNS name to the record set. As it uses the NLB as the resource in the A-record, traffic will be routed through the NLB, and it will
automatically route the traffic to the healthy instances based on the health checks and also it provides the fixed address assignments
as the other companies can add the NLB's Elastic IP addresses to their allow lists.

NEW QUESTION # 126

A company runs an application on AWS. An AWS Lambda function uses credentials to authenticate to an Amazon RDS tor
MySQL DB instance. A security risk assessment identified that these credentials are not frequently rotated. Also, encryption at rest
is not enabled for the DB instance. The security team requires that both of these issues be resolved.

Which strategy should a solutions architect recommend to remediate these security risks?

¢ A. Enable 1AM DB authentication on the DB instance. Grant the Lambda execution role access to the DB instance. Modify
the DB instance and enable encryption.

e B. Enable 1AM DB authentication on the DB instance. Grant the Lambda execution role access to the DB instance. Create
an encrypted read replica of the DB instance. Promote The encrypted read replica to be the new primary node.

e C. Configure the Lambda fimction to store and retrieve the database credentials in AWS Secrets Manager and enable
rotation of the credentials. Take a snapshot ol the DB instance and encrypt a copy of that snapshot. Replace the DB instance
with a new DB instance that is based on the encrypted snapshot.

e D. Configure the Lambda fimction to store and retrieve the database credentials as encrypted AWS Systens Manager
Parameter Store parameters. Create another Lambda function to automatically rotate the credentials. Create an encrypted
read replica of the DB instance. Promote the encrypted read replica to be the new primary node.

Answer: C

NEW QUESTION # 127

Can you imagine that ust a mobile phone can let you do AWS-Solutions- Architect-Professional exam questions at any time? With
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