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Salesforce Certified MuleSoft Platform Architect Sample Questions (Q149-
Q154):

NEW QUESTION # 149

Refer to the exhibit. An organization is running a Mule standalone runtime and has configured Active Directory as the Anypoint
Platform external Identity Provider. The organization does not have budget for other system components.

‘What policy should be applied to all instances of APIs in the organization to most effecuvelyKestrict access to a specific group of
mternal users?

e A. Apply a basic authentication - LDAP policy; the internal Active Directory will be configured as the LDAP source for
authenticating users

¢ B. Apply a client ID enforcement policy; the specific group of users will configure their client applications to use their specific
client credentials

¢ C. Apply an IP whitelist policy; only the specific users' workstations will be in the whitelist

¢ D. Apply an OAuth 2.0 access token enforcement policy; the internal Active Directory will be configured as the OAuth server

Answer: A
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Explanation:

Correct Answe 1: Apply a basic authentication - LDAP policy; the internal Active Directory will be configured as the LDAP source
for authenticating users.
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>> [P Whitelisting does NOT fit for this purpose. Moreover, the users workstations may not necessarily have static IPs in the
network.

>> OAuth 2.0 enforcement requires a client provider which isn't in the organizations system components.

>> [t is not an effective approach to let every user create separate client credentials and configure those for their usage.

The effective way it to apply a basic authentication - LDAP policy and the internal Active Directory will be configured as the LDAP
source for authenticating users.

NEW QUESTION # 150
A company has started to create an application network and is now planning to implement a Center for Enablement (C4E)
organizational model. What key factor would lead the company to decide upon a federated rather than a centralized C4E?

A. When development is already organized into several independent initiatives or groups

B. When there are a large number of existing common assets shared by development teams

C. When the majority of the applications in the application network are cloud based

D. When various teans responsible for creating APIs are new to integration and hence need extensive training

Answer: A

Explanation:

Correct Answe r: When development is already organized into several independent initiatives or groups
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>> [t would require lot of process effort in an organization to have a single C4E team coordinating with mutltiple already organized
development tearms which are into several independent mitiatives. A single C4E works well with different teams having at least a
common initiative. So, in this scenario, federated C4E works well instead of centralized C4E.

NEW QUESTION # 151
In an organization, the InfoSec team is mvestigating Anypoint Platformrelated data traffic.
From where does most of the data available to Anypoint Platform for monitoring and alerting originate?

A. From the Mule runtime or the API Manager, depending on the type of data

B. From the Mule runtime irrespective of the deployment model

C. From various components of Anypoint Platform, such as the Shared Load Balancer, VPC, and Mule runtimes
D. From the Mule runtime or the API implementation, depending on the deployment model

Answer: B

Explanation:

Correct Answe r: From the Mule runtime irrespective of the deployment model
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>> Monitoring and Alerting metrics are always originated from Mule Runtimes irrespective of the deployment model.

>> [t may seems that some metrics (Runtime Manager) are originated from Mule Runtime and some are (API Invocations/ API
Analytics) from API Manager. However, this is realistically NOT TRUE. The reason is, API manager is just a management tool for
API instances but all policies upon applying on APIs eventually gets executed on Mule Runtimes only (Either Embedded or API
Proxy).

>> Similarly all API Implementations also run on Mule Runtimes.

So, most of the day required for monitoring and alerts are originated fron Mule Runtimes only irrespective of whether the
deployment model is MuleSoft-hosted or Customer-hosted or Hybrid.

NEW QUESTION # 152
A company is building an application network using MuleSoft's recommendations for various API layers.
What is the main (default) role of a process API in an application network?

e A To secure and optimize the data synchronization processing of large data dumps between back-end systems



¢ B. To secure, Manage, and process communication with specific types of end-user client applications or devices in the
application network

¢ (. To manage and process the secure direct communication between a back-end system and an end-user client of mobile
device in the application network

¢ D. To automate parts of business processes by coordinating and orchestrating the invocation of other APIs in the application
network

Answer: D

Explanation:

Role of Process API in API-led Connectivity:

In MuleSoft's API-led connectivity approach, a Process API is used to coordinate, aggregate, and orchestrate data from various
System APIs. It is primarily responsible for implementing business logic that spans multiple backend systers or entities, transforming
and combining data as needed to support business processes.

Process APIs are not directly exposed to end-user clients; rather, they work between System APIs and Experience APIs, providing
business logic and orchestration capabilities.

Evaluating the Options:

Option A: Process APIs are not typically responsible for large data dumps or data synchronization. That function would be handled
by a System API or a specialized batch process.

Option B: Managing direct, secure communication between back-end systems and end-user clients is typically the role of Experience
APIs rather than Process APIs.

Option C (Correct Answer): Process APIs are designed to coordnate and orchestrate calls to multiple other APIs in the network,
which supports the automation of business processes.

Option D: Securing and managing communication with end-user clients is typically the role of Experience APIs, not Process APIs.
Conclusion:

Option C is the correct answer, as the main role of a Process API is to coordinate and orchestrate interactions between other APIs,
enabling business processes to flnction seamlessly across multiple systemns.

Refer to MuleSoft's API-led connectivity documentation for further explanation of the roles and responsibilities of Process APIs in
an application network.

NEW QUESTION # 153

An application updates an inventory running only one process at any given time to keep the inventory consistent. This process takes
200 milliseconds (.2 seconds) to execute; therefore, the scalability threshold of the application is five requests per second.

What is the impact on the application if horizontal scaling is applied, thereby increasing the number of Mule workers?

A. The total process execution time is now 100 milliseconds (.1 seconds)

B. The application scalability threshold is five requests per second regardless of the horizontal scaling
C. The application scalability threshold is now 10 requests per second

D. Horizontal scaling cannot be applied to an already-running application

Answer: B

Explanation:

Given that the application is designed to handle only one process at a time to maintain data consistency, here's why horizontal scaling
won't increase the processing limit:

Single-Process Constraint:

The application limits to processing one transaction at a time due to its design for consistency, meaning horizontal scaling (adding
more workers) does not increase processing speed beyond this limit.

Execution Time:

Since each request takes 200 s, five requests per second is the maximum processing threshold. Increasing the number of workers
does not bypass this single-process limitation.

of Correct Answer (A):

The scalability remains at five requests per second, as this constraint is intrinsic to the application's design.

of Incorrect Options:

Option B suggests a change in execution time, which horizontal scaling does not affect.

Option C assumes doubling the throughput, which isn't possible due to the single-threaded nature of the application.

Option D suggests horizontal scaling cannot apply, which is incorrect; however, scaling does not increase throughput in this context.
Reference

For more on understanding scaling and concurrency in Mule applications, see MuleSoft's documentation on application performance
and scaling limitations.



NEW QUESTION # 154
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