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EC-COUNCIL Certified SOC Analyst (CSA) 312-39 Priifungsfragen mit
Losungen (Q154-Q159):

154. Frage
Which of the following process refers to the discarding of the packets at the routing level without informing the source that the data
did not reach its intended recipient?

A. Drop Requests

B. Black Hole Filtering
C. Rate Limiting

D. Load Balancing

Antwort: B

Begrindung;

Black hole filtering is a network security measure used to prevent unwanted or malicious traffic from entering a network. It works by
directing traffic to a null interface, a non-existent server, or a black hole IP address where the packets are dropped without
acknowledgment. This process is typically used to protect against denial-of-service (DoS) attacks, where an overwhelming amount
of traffic is sent to a network with the intent to disrupt service.

In the context of a security operations center (SOC), black hole filtering can be an effective strategy for mitigating threats. When a
threat is identified, such as a DoS attack, the SOC analyst can configure the network to redirect the suspicious traffic to a black
hole, effectively neutralizing the attack by preventing the malicious data packets from reaching their intended target.

References: The EC-Council's Certified SOC Analyst (C|SA) program covers various defensive strategies, including black hole
filtering, as part of its curriculum for Tier I and Tier I SOC analysts. The program emphasizes the importance of understanding and
implementing network security measures to protect against cyber threats12.
Referencehttps//en.wikipedia.org/wiki/Black hole (networking)#:~:text=In%20networking%s2C%20black%
20holes%e20refer,not%20reach%20its%2 0intended %2 0recipient.

155. Frage
The Syslog message severity levels are labelled from level O to level 7.
What does level 0 indicate?

A. Debugging

B. Alert

C. Notification
D. Emergency

Antwort: D

Begriindung;

Severity Levels of Ciseo Router LogSs

Log messages in Cisco routers are categorized into eight severity levels ranging from O to 7. Each
severity level determined a number and its corresponding name and UNIX syslog definitions. The
lower severity number represents the high severity, and higher severity number represents the
least severity.

Level Level name Syslog definition Description
0 Emergencies LOG_EMERG System unusable
1 Alerts l(_JCT_A_I.ERT Immediate action needed
2 Critical - LOG_CRIT Critical conditions
3 Errors LOG_ERR Error conditions
4 Warnings LOG_WARNING Warning conditions
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156. Frage
Which of'the following factors determine the choice of STEM architecture?

A. Network Topology
B. SMTP Configuration
C. DHCP Configuration
D. DNS Configuration

Antwort: A

Begrindung;

The choice of SIEM architecture is influenced by several factors that impact how the SIEM system will collect, manage, and analyze
data. Among the options provided, Network Topology is the most relevant factor. It determines the layout of the network, including
the arrangement of nodes and the connections between them, which directly affects how the SIEM system will be integrated into the
environment. A well-designed network topology ensures that the STEM system can efficiently collect and correlate data from across
the network.

SMTP Configuration, DHCP Configuration, and DNS Configuration are related to specific services and protocols that may be
monitored by a SIEM, but they do not determine the choice of SIEM architecture itself.

References: For further understanding, you can refer to the EC-Council's Certified SOC Analyst course material and study guides,
which provide detailed insights into SIEM architectures and the factors mnfluencing their selection. Additionally, resources like
Exabeam's "SIEM Architecture: Technology, Process and Data" offer a comprehensive overview of SIEM systems and their
components].
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157. Frage

At 9:15 AM EST, Marcus Wong, a financial operations analyst, contacts the SOC after noticing Excel spreadsheets automatically
encrypting with unusual file extensions (e.g,, .locked or .crypt). The Tier 1 analyst logs the incident as ticket #INC-89271 in the
SIEM and escalates it to a Tier 2 SOC analyst for investigation.

Which phase of the Incident Response process is currently taking place?

A. Incident triage

B. Incident recording and assignment
C. Containment

D. Notification

Antwort: B

Begrindung;

The scenario describes creating a ticket and escalating/assigning it to the appropriate analyst, which is incident recording and
assignment. This phase is where the SOC formally documents the reported event, creates an incident record in the tracking system
(often SIEM/SOAR or ticketing), sets initial severity/priority, and assigns ownership for investigation. While triage will follow quickly
(or may begin in parallel), the explicit action described is logging the incident as a ticket and escalating it to Tier 2. Containment
would involve actions to stop spread (isolate endpoint, block C2, disable accounts), which are not described yet.

Notification refers to informing broader stakeholders (management, legal, IT) and is not the focus here. Froma SOC workflow
standpoint, accurate incident recording and assignment is crucial because it ensures accountability, preserves initial report details
(time, symptomns, impacted user/device), and triggers SLA- driven response processes. Once assigned, the Tier 2 analyst will



conduct triage and verification, then drive containment and eradication if ransomware is confirmed.

158. Frage
Which of'the following formula is used to calculate the EPS of the organization?

A. EPS = average number of correlated events / time in seconds
B. EPS = number of security events / time in seconds

C. EPS = number of normalized events / time in seconds

D. EPS = number of correlated events / time in seconds

Antwort: B

Begriindung;

EPS, Volume, and Hardware Requirements
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