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EC-COUNCIL EC-Council Ethical Hacking Essentials (EHE) Sample
Questions (Q74-Q79):

NEW QUESTION # 74
What differentiates a vulnerability scan from a penetration test?

A. A vulnerability scan identifies weaknesses, while a penetration test exploits them.
B. A vulnerability scan is automated, while a penetration test is not.

C. A vulnerability scan requires downtime, while a penetration test does not.

D. A vulnerability scan assesses compliance, while a penetration test assesses security.

Answer: A

NEW QUESTION # 75
Which technique helps mitigate DoS and DDoS attacks by controlling traffic flow?

¢ A. DNS spoofing
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¢ B. Packet sniffing
¢ (. Rate limiting
e D. Password rotation

Answer: C

NEW QUESTION # 76
Which attack targets vulnerabilities in Industrial Control Systers (ICS) and operational technology (OT)?

A. Phishing

B. Man-in-the-middle
C. SQL Injection

D. Stuxnet

Answer: D

NEW QUESTION # 77
Which phase of penetration testing involves gathering information about the target?

A. Post-exploitation
B. Exploitation

C. Reporting

D. Reconnaissance

Answer: D

NEW QUESTION # 78
Which of the following is the MOST effective countermeasure against SQL Injection attacks?

A. Using CAPTCHASs

B. Validating input with regular expressions

C. Utilizing parameterized queries or prepared statements
D. Employing least privilege principles only

Answer: C

NEW QUESTION # 79
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