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Cloud Security Alliance Certificate of Cloud Security Knowledge v5
(CCSKv5.0) Sample Questions (Q54-Q59):
NEW QUESTION # 54 
What is the newer application development methodology and philosophy focused on automation of application development and
deployment?

A. SecDevOps
B. DevOps
C. BusOps
D. Agile
E. Scrum

Answer: B

NEW QUESTION # 55 
Select the best definition of "compliance" from the options below.

A. The process of completing all forms and paperwork necessary to develop a defensible paper trail.
B. The diligent habits of good security practices and recording of the same.
C. The timely and efficient filing of security reports.
D. The development of a routine that covers all necessary security measures.
E. The awareness and adherence to obligations, including the assessment and prioritization of corrective actions deemed
necessary and appropriate.

Answer: E

NEW QUESTION # 56 
Which of the followinglS0 Standard provides Code of practice for information security controls based on IS0/IEC 27002for cloud
services?

A. ISO 27018
B. ISO 27034
C. ISO 27017
D. ISO 27032

Answer: C

Explanation:
IS0 27017 provides Code of practice for information security controls based on ISO/IEC27002 for cloud services.

NEW QUESTION # 57 
In the context of IaaS, what are the primary components included in infrastructure?

A. Network configuration tools, storage encryption, and virtualization platforms
B. User authentication systems, application deployment services, and database management
C. Load balancers, firewalls, and backup solutions
D. Compute, network, and storage resource pools

Answer: D

Explanation:
Correct Option: B. Compute, network, and storage resource pools
In the Infrastructure as a Service (IaaS) model, the term "infrastructure" refers to the core physical and virtualized building blocks
that form the basis of a cloud environment. These components are abstracted and pooled to offer on-demand provisioning to cloud
consumers.
From the CSA Security Guidance v4.0 - Domain 1: Cloud Computing Concepts and Architectures:



"Infrastructure: The core components of a computing system: compute, network, and storage. The foundation that everything else is
built on. The moving parts."
- Section 1.1.4 Logical Model, CSA Security Guidance v4.0
Furthermore:
"IaaS consists of a facility, hardware, an abstraction layer, an orchestration (core connectivity and delivery) layer to tie together the
abstracted resources, and APIs to remotely manage the resources and deliver them to consumers."
- Section 1.1.3.1 Infrastructure as a Service, CSA Security Guidance v4.0 These are commonly referred to as resource pools, and
form the foundation of what IaaS delivers: virtual machines (compute), virtual networks (networking), and object/block storage
systems (storage).
Why the Other Options Are Incorrect:
* A. Network configuration tools, storage encryption, and virtualization platforms# These are supporting technologies and security
tools, not the actual infrastructure components that make up IaaS.
* C. User authentication systems, application deployment services, and database management# These fall under PaaS (Platform as a
Service) and SaaS. IaaS does not manage applications or authentication; it provides the foundation upon which these services run.
* D. Load balancers, firewalls, and backup solutions# These are add-on services or features, not the core infrastructure components
of IaaS. While often used alongside IaaS, they are not the essential building blocks of infrastructure.
* Main Topic: Cloud Computing Concepts and Architectures
* Source: CSA Security Guidance v4.0, Domain 1, Sections 1.1.3.1 & 1.1.4

NEW QUESTION # 58 
In the cloud provider and consumer relationship, which entity
manages the virtual or abstracted infrastructure?

A. Only the cloud provider
B. It is outsourced as per the entity agreement
C. It is determined in the agreement between the entities
D. Both the cloud provider and consumer
E. Only the cloud consumer

Answer: D

NEW QUESTION # 59
......
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