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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q32-Q37):
NEW QUESTION # 32 
What is scope creep?

A. Small changes in a project that lead to bigger changes
B. When the project is completed in less than the required time
C. The extent of the project that lacks needed requirements
D. Realization that the organization staffing is inadequate

Answer: A

Explanation:
Scope creep refers to the phenomenon where the scope of a project gradually increases over time due to small, incremental changes
that were not initially planned or approved. This can happen when:
* New featuresor requirements are added without proper evaluation or approval.
* Stakeholderscontinuously request small changes or additions.
* Lack of a clear scope definitionand change control process.
These small changes can accumulate, leading to significant deviations from the original project plan, affecting the project's schedule,
budget, and overall success.
References
* Project Management Institute, "A Guide to the Project Management Body of Knowledge (PMBOK Guide)," PMI.
* Kathy Schwalbe, "Information Technology Project Management," Cengage Learning.

NEW QUESTION # 33 
How are IT and globalization related?

A. IT allows businesses to create tax havens for global companies.
B. IT allows businesses to create a global common gateway interface (CGI).
C. IT allows businesses to reach global HIPAA compliance.
D. IT allows businesses to have a global reach.

Answer: D

Explanation:
Information Technology (IT) has revolutionized the way businesses operate, enabling them to reach global markets and audiences.
IT facilitates communication, data exchange, and operational efficiency across borders, allowing companies to manage global
operations and engage with international customers seamlessly.
This global reach is a critical aspect of modern business strategies, driven by advancements in IT infrastructure and services.

NEW QUESTION # 34 
A security team has been informed that user data on the network has been compromised.
What is the first step the organization should take to respond to this data breach?

A. Implement an access control policy
B. Publicly announce the breach
C. Notify affected users of the incident
D. Increase encryption levels
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Answer: C

Explanation:
The correct first step in responding to a data breach, as emphasized in theWGU Cybersecurity Architecture and Engineering (KFO1
/ D488)course material underIncident Responseprocedures, is tonotify affected users. This aligns with theContainment, Eradication,
and Recoveryphase of theNIST Incident Response Lifecyclediscussed in the course content. Prompt notification is crucial to
empower users to take immediate protective measures such as updating credentials or monitoring for identity theft.
While other actions like implementing access control policies or improving encryption are validpreventive or corrective controls, they
are not theinitial response stepafter a breach is identified. Public announcements are typically handledafter internal assessmentsand
legal compliance actions are underway.
Reference Extract from Study Guide:
"As soon as a breach affecting personal data is confirmed, organizations are obligated to notify impacted users in accordance with
legal and ethical standards. Notification is part of the initial incident response phase and should occur immediately after verification of
the breach."
-WGU KFO1 / D488 Study Guide: Incident Handling and Response

NEW QUESTION # 35 
A financial institution is planning to conduct a business impact analysis (BIA) to evaluate the criticality of its business processes and
functions.
Which steps will allow the company to perform a BIA?

A. Determine recovery time objectives and recovery point objectives, develop recovery strategies, and document the
recovery plan
B. Monitor network and system activity, detect security incidents, and respond quickly to minimize the impact on critical
business processes
C. Develop business continuity plans and procedures, establish a crisis management team, and test the plan regularly
D. Determine business processes and recovery criticality, identify resource requirements, and identify recovery priorities for
system resources

Answer: D

Explanation:
The correct answer is C - Determine business processes and recovery criticality, identify resource requirements, and identify
recovery priorities for system resources.
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), a BIA identifies critical business functions,
determines the impact of disruptions, and establishes recovery priorities, including resource needs.
A (monitoring) relates to incident response. B (developing BCP) is after BIA. D (recovery strategies) is part of disaster recovery
planning after BIA findings.
Reference Extract from Study Guide:
"Business impact analysis (BIA) involves determining critical business processes, evaluating their recovery requirements, and
prioritizing system recovery efforts."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Business Impact Analysis Procedures

NEW QUESTION # 36 
A system analyst is reviewing risk documents and noticed that the date of many risks are more than three years old.
What should be proposed to leadership regarding these risks?

A. A process to reassess risks on a defined schedule
B. A process to determine how involved leadership is in assignment risk scores
C. A process to confirm that risk documents are readily available to all individuals
D. A process to evaluate how risks are captured on risk documents

Answer: A

Explanation:
The correct answer is A - A process to reassess risks on a defined schedule.
Based on the WGU Cybersecurity Architecture and Engineering (KFO1 / D488) Study Guide, risks must be reassessed periodically
because the threat landscape, organizational assets, and business processes evolve over time. Risks identified years ago might have
changed in likelihood, impact, or may have been mitigated already. Therefore, it is essential to establish a formal process for periodic



risk review and reassessment to maintain accurate and actionable risk profiles.
Availability of risk documents (B), methods of capture (C), and leadership involvement in scoring (D) are important, but they do not
directly address the primary issue of outdated risk assessments.
Reference Extract from Study Guide:
"Organizations must implement a periodic review and reassessment process for risks to ensure that risk profiles reflect the current
threat environment, organizational changes, and mitigation efforts."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Risk Management Framework

NEW QUESTION # 37
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