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il RE #112

You are leading a DevOps project for your organization. The DevOps team is responsible for managing the service infrastructure
and being on-call for incidents. The Software Development team is responsible for writing, submitting, and reviewing code. Neither
team has any published SLOs. You want to design a new joint-ownership model for a service between the DevOps team and the
Software Development team. Which responsibilities should be assigned to each team in the new joint-ownership model?

A. Option D
B. Option C
C. Option B
D. Option A

ER: A

fE R -

The correct answer is D. Option D.

According to the DevOps best practices, a joint-ownership model for a service between the DevOps team and the Software
Development team should follow these principles12:

The DevOps team and the Software Development team should share the responsibility and collaboration for managing the service
mffastructure, performng code reviews, and adopting and sharing SLOs for the service.

The DevOps team and the Software Development team should have end-to-end ownership of the service, from design to
development to deployment to operation to maintenance.

The DevOps team and the Software Development team should use common tools and processes to facilitate communication,
coordination, and feedback.

The DevOps team and the Software Development team should align their goals and incentives with the business outcomes and
customer satisfaction.

Option D is the only option that reflects these principles. Option D assigns both teams the responsibilities of managing the service
infrastructure, performing code reviews, and adopting and sharing SL.Os for the service.

Option D also implies that both teams have end-to-end ownership of the service, as they are involved in every stage of the service
lifecycle.Option D also encourages both teams to use common tools and processes, such as GitLab3, to collaborate and
communicate effectively. Option D also aligns both teans with the business outcomes and customer satisfaction, as they use SLOs to
measure and improve the service quality.

The other options are incorrect because they do not follow the DevOps best practices. Option A is incorrect because it assigns only
the DevOps team the responsibility of managing the service infrastructure, which creates a silo between the two teams and reduces
their collaboration. Option A also does not assign any responsibility for adopting and sharing SLOs for the service, which means that
both teams lack a common metric for measuring and improving the service quality. Option B is incorrect because it assigns only the
Software Development team the responsibility of performing code reviews, which creates a gap between the two teans and reduces
their feedback. Option B also does not assign any responsibility for adopting and sharing SL.Os for the service, which means that
both teams lack a common metric for measuring and improving the service quality. Option C is incorrect because it assigns both
teams the same responsibilities as option A and option B, which combines their drawbacks.

PR #113

You support a user-facing web application. When analyzing the application's error budget over the previous six months, you notice
that the application has never consumed more than 5% of'its error budget in any given time window. You hold a Service Level
Objective (SLO) review with business stakeholders and confirm that the SLO is set appropriately. You want your application's SLO
to more closely reflect its observed reliability.

What steps can you take to further that goal while balancing velocity, reliability, and business needs? (Choose two.)

A. Implement and measure additional Service Level Indicators (SLIs) fro the application.

B. Have more frequent or potentially risky application releases.

C. Announce planned downtime to consume more error budget, and ensure that users are not depending on a tighter SLO.
D. Add more serving capacity to all of your application's zones.

E. Tighten the SLO match the application's observed reliability.

ER: AC
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https/sre.google/sre-book/service- level-objectives/

You want the application's SLO to more closely reflect it's observed reliability. The key here is error budget never goes over 5%.
This means they can have additional downtime and still stay within their budget.

P8 #114

You support an application deployed on Compute Engine. The application connects to a Cloud SQL instance to store and retrieve
dat a. After an update to the application, users report errors showing database timeout messages. The number of concurrent active
users remained stable. You need to find the most probable cause of the database timeout. What should you do?

A. Check the serial port logs of the Compute Engine instance.

B. Use Cloud Security Scanner to see whether your Cloud SQL is under a Distributed Denial of Service (DDoS) attack.
C. Determine whether there is an increased number of connections to the Cloud SQL instance.

D. Use Stackdriver Profiler to visualize the resources utilization throughout the application.

ER: C

R #115

Your organization is running multiple Google Kubernetes Engine (GKE) clusters in a project. You need to design a highly-available
solution to collect and query both domain-specific workload metrics and GKE default metrics across all clusters, while minimizing
operational overhead. What should you do?

e A. Use Prometheus Operator to install Prometheus in every cluster and scrape the metrics. Configure remote-write to one
central Prometheus. Query the central Prometheus instance.

¢ B. Enable managed collection on every GKE cluster. Query the metrics in BigQuery.

¢ (. Enable managed collection on every GKE cluster. Query the metrics in Cloud Monitoring,

e D. Use Prometheus Operator to install Prometheus in every cluster and scrape the metrics. Ensure that a Thanos sidecar is
enabled on every Prometheus instance. Configure Thanos in the central cluster. Query the central Thanos instance.

ER: C

fERERR A -

Google recommends using managed collection for GKE monitoring to reduce operational overhead. This sends Kubernetes metrics
and custom workload metrics directly to Cloud Monitoring.

"You can enable Managed Service for Prometheus, which provides a fully managed Prometheus-compatible monitoring solution
ntegrated with Cloud Monitoring,"

- Managed Collection in GKE

"It automatically collects and stores metrics in Cloud Monitoring with no need to manage a Prometheus server."

- Google Cloud Managed Prometheus

It's scalable, cost-effective, and requires no additional infrastructure like Thanos or Prometheus federation.

R #116

Your company experiences bugs, outages, and slowness in its production systems. Developers use the production environment for
new feature development and bug fixes. Configuration and experiments are done in the production environment, causing outages for
users. Testers use the production environment for load testing, which often slows the production systens. You need to redesign the
environment to reduce the number of bugs and outages in production and to enable testers to load test new features. What should
you do?

e A Create an automated testing script in production to detect failures as soon as they occur.

e B. Secure the production environment to ensure that developers can't change it and set up one controlled update per year.

e C. Create a development environment for writing code and a test environment for configurations, experiments, and load
testing.

e D. Create a development environment with smaller server capacity and give access only to developers and testers.

BE: A
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