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H #387
The MOST effective way to ensure that outsourced service providers comply with the organization's information security policy
would be:

A. service level monitoring,

B. penetration testing,

C. security awareness training,
D. periodically auditing,

IEfE: D

AR -

Section: INFORMATION SECURITY PROGRAM DEVELOPMENT

Explanation:

Regular audit exercise can spot any gap in the information security compliance. Service level monitoring can only pinpoint operational
issues in the organization's operational environment. Penetration testing can identify security vulnerability but cannot ensure
nformation compliance Training can increase users' awareness on the information security policy, but is not more effective than
auditing.

A #388
‘What should be the PRIMARY objective of conducting interviews with business unit managers when developing an information

security strategy?

A. Classify information assets

B. Determine information types

C. Obtain information on departmental goals
D. Identify data and system ownership

IEf: C

R -
Section: INFORMATION SECURITY PROGRAM DEVELOPMENT

A #389
Which of'the following is the MOST important to keep in mind when assessing the value of information?

A. The cost of recreating the information
B. The cost of insurance coverage

C. Regulatory requirement

D. The potential financial loss

Ef#: D

R -

Explanation

The potential for financial loss is always a key factor when assessing the value of mformation. Choices B, C and D may be
contributors, but not the key factor.

R #390
Which of'the following activities is designed to handle a control failure that leads to a breach?



A. Root cause analysis

B. Incident management

C. Risk assessment

D. Vulnerability management

IEf%: B

R

Incident management is the activity designed to handle a control failure that leads to a breach. Incident management is the process of
identifying, analyzing, responding to, and learning from security incidents that may compromise the confidentiality, integrity, or
availability of information assets. Incident management aims to minimize the impact of a breach, restore normal operations as quickly
as possible, and prevent or reduce the likelihood of recurrence. Incident management involves several steps, such as:

Establishing an incident response team with clear roles and responsibilities Developing and maintaining an incident response plan that
defines the procedures, tools, and resources for handling incidents Implementing detection and reporting mechanisirs to identify and
communicate incidents Performing triage and analysis to assess the scope, severity, and root cause of incidents Containing and
eradicating the threat and preserving evidence for investigation and legal purposes Recovering and restoring the affected systems and
data to a secure state Evaluating and improving the incident response process and controls based on lessons learned and best
practices Reference = CISM Review Manual, 16th Edition, ISACA, 2021, pages 223-232.

HM #391
Security monitoring mechanisins should PRIMARILY:

A. focus on detecting network intrusions.
B. focus on business-critical information.
C. record all security violations.

D. assist owners to manage control risks.

EM: B
W

Security monitoring must focus on business-critical information to remain effectively usable by and credible to business users. Control
risk is the possibility that controls would not detect an incident or error condition, and therefore is not a correct answer because
monitoring would not directly assist in managing this risk. Network intrusions are not the only focus of monitoring mechanisis;
although they should record all security violations, this is not the primary objective.

HE #392
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