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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q171-Q176):
NEW QUESTION # 171 
An IDS or IDPS can be deployed in two modes. Which deployment mode allows the IDS to both detect and stop malicious traffic?

A. promiscuous mode
B. firewall mode
C. passive mode
D. inline mode

Answer: D

Explanation:
The deployment mode that allows an Intrusion Detection System (IDS) or Intrusion Detection and Prevention System (IDPS) to
both detect and stop malicious traffic is known as inline mode. In this mode, the IDS/IDPS is placed directly in the network's traffic
flow. All traffic must pass through the system, allowing it to inspect packets in real-time and take immediate action to block potential
threats before they reach their destination. This contrasts with promiscuous or passive modes, where the system only monitors and
alerts on traffic without the ability to intervene directly.

NEW QUESTION # 172 
Which of the following is true regarding any attack surface?

A. Increase in vulnerabilities decreases the attack surface
B. Decrease in vulnerabilities decreases the attack surface
C. Decrease in risk exposures increases the attack surface
D. Decrease in vulnerabilities increases the attack surface

Answer: B

Explanation:
The attack surface of a system refers to the sum of all potential points where an unauthorized user can try to enter or extract data
from that system. It encompasses all the vulnerabilities, including software flaws, unsecured network ports, and unprotected system
endpoints. Therefore, when vulnerabilities are decreased, the attack surface is reduced because there are fewer opportunities for an
attacker to exploit. This is a fundamental concept in network security, as reducing the attack surface is a critical step in protecting
systems against unauthorized access and potential breaches.

NEW QUESTION # 173 
Which of the following devices helps in connecting a PC to an ISP via a PSTN?

A. Repeater
B. PCI card
C. Modem
D. Adapter

Answer: C

NEW QUESTION # 174 
Alice wants to prove her identity to Bob. Bob requests her password as proof of identity, which Alice dutifully provides (possibly
after some transformation like a hash function); meanwhile, Eve is eavesdropping the conversation and keeps the password. After
the interchange is over, Eve connects to Bob posing as Alice; when asked for a proof of identity, Eve sends Alice's password read
from the last session, which Bob accepts. Which of the following attacks is being used by Eve?

A. Session fixation
B. Replay
C. Cross site scripting
D. Fire walking



Answer: B

NEW QUESTION # 175 
Which of the following systems monitors the operating system detecting inappropriate activity, writing to log files, and triggering
alarms?

A. Signature-Based ID system
B. Behavior-based ID system
C. Network-based ID system
D. Host-based ID system

Answer: D

NEW QUESTION # 176
......
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