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EC-COUNCIL EC Council Certified Incident Handler (ECIH v3) Sample
Questions (Q141-Q146):
NEW QUESTION # 141 
Ren is assigned to handle a security incident of an organization. He is tasked with forensics investigation to find the evidence needed
by the management.
Which of the following steps falls under the investigation phase of the computer forensics investigation process?

A. Evidence assessment
B. Secure the evidence
C. Risk assessment
D. Setup a computer forensics lab

Answer: B

NEW QUESTION # 142 
If a hacker cannot find any other way to attack an organization, they can influence an employee or a disgruntled staff member.
What type of threat is this?

A. Footprinting
B. Insider attack
C. Identity the t
D. Phishing attack

Answer: B

NEW QUESTION # 143 
Michael, a digital forensic responder, enters a server room after a suspected data breach. He ensures all individuals not involved in
the investigation are escorted out, avoids altering any device configurations, and isolates the server from the network without
powering it down. What is the main goal of Michael's actions?

A. Cloning the affected server
B. Creating a chain of custody
C. Securing and evaluating the crime scene
D. Collecting volatile memory

Answer: C

Explanation:
Michael's actions reflect crime scene control, a foundational first-response principle in the ECIH forensic readiness module. Securing
the area, preventing unauthorized access, and avoiding system changes preserve evidence integrity.
Option C is correct because his primary objective is to secure and evaluate the digital crime scene before evidence collection begins.
ECIH stresses that scene control prevents contamination, tampering, and accidental evidence destruction.
Options A, B, and D may follow but are not the immediate objective.

NEW QUESTION # 144 
A large retail company recently migrated its customer data to a public cloud service. Shortly after, they noticed suspicious activities
indicating a potential data breach. The incident response team faces multiple challenges due to the cloud's shared responsibility
model, including limited access to underlying infrastructure and logs. Which action is most critical for the incident response team to
perform first?

A. Isolate affected systems by modifying cloud security group settings.
B. Notify customers about the potential data breach to comply with data protection regulations.
C. Request immediate access to all infrastructure logs from the cloud service provider.
D. Begin an internal audit of all cloud service configurations and permissions.

Answer: A



Explanation:
Comprehensive and Detailed Explanation (ECIH-aligned):
ECIH cloud incident handling guidance emphasizes that containment must be immediate and within the organization's control.
Modifying cloud security groups allows responders to restrict network access instantly, preventing further data exfiltration.
Option D is correct because it is actionable without CSP dependency and directly limits attacker movement.
Option A may take time. Option B is investigative. Option C is regulatory and premature.
Containment through security group modification is therefore the most critical first step.

NEW QUESTION # 145 
An insider threat response plan helps an organization minimize the damage caused by malicious insiders. One of the approaches to
mitigate these threats is setting up controls from the human resources department. Which of the following guidelines can the human
resources department use?

A. Disable the default administrative account to ensure accountability.
B. Implement a person-to-person rule to secure the backup process and physical media.
C. Access granted to users should be documented and vetted by a supervisor.
D. Monitor and secure the organization's physical environment.

Answer: C

Explanation:
One of the key approaches to mitigating insider threats is ensuring that access control policies are strictly implemented and
monitored. This includes the guideline that access granted to users should be thoroughly documented and vetted by a supervisor.
This control helps ensure that users have only the access necessary to perform their job functions, reducing the risk of inappropriate
access or misuse of information. Proper documentation and supervisor approval also ensure accountability and traceability of access
decisions, which is crucial for detecting and responding to insider threats. The human resources department plays a vital role in this
process, working closely with IT and security teams to enforce access control policies, conduct regular reviews of access rights, and
manage the onboarding and offboarding process to ensure that access rights are appropriately updated.References:The Incident
Handler (ECIH v3) materials often emphasize the importance of comprehensive access control measures and the role of human
resources in preventinginsider threats by managing the lifecycle of employee access to organizational resources.

NEW QUESTION # 146
......
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