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¢ Endpoint Security: This domain is aimed at an Endpoint Security Analyst and covers identifying indicators
of compromise (IOCs) and understanding the limits of signature-based anti-malware. It includes concepts
like User and Entity Behavior Analytics (UEBA), endpoint detection and response (EDR), and extended

ey 71 detection and response (XDR). It also describes behavioral threat prevention and endpoint security

technologies such as host-based firewalls, intrusion prevention systems, device control, application control,

disk encryption, patch management, and features of Cortex XDR.

¢ Secure Access: This part of the exam measures skills of a Secure Access Engineer and focuses on defining
and differentiating Secure Access Service Edge (SASE) and Secure Service Edge (SSE). It covers
challenges related to confidentiality, integrity, and availability of data and applications across data, private
FEwY 22 apps, SaaS, and Al tools. It examines security technologies including secure web gateways, enterprise
browsers, remote browser isolation, data loss prevention (DLP), and cloud access security brokers
(CASB). The section also describes Software-Defined Wide Area Network (SD-WAN) and Prisma
SASE solutions such as Prisma Access, SD-WAN, Al Access, and enterprise DLP.

¢ Cloud Security: This section targets a Cloud Security Specialist and addresses major cloud architectures
and topologies. It discusses security challenges like application security, cloud posture, and runtime
FEy 23 security. Candidates will learn about technologies securing cloud environments such as Cloud Security
Posture Management (CSPM) and Cloud Workload Protection Platforms (CWPP), as well as the
functions of a Cloud Native Application Protection Platform (CNAPP) and features of Cortex Cloud.



https://drive.google.com/open?id=1yb2VSYoXISMWIgGLqQLOdJ6JfvSkpYAu
https://www.shikenpass.com/PCCP-shiken.html

o Network Security: This domain targets a Network Security Specialist and includes knowledge of Zero
Trust Network Access (ZTNA) characteristics, functions of stateless and next-generation firewalls
(NGFWs), and the purpose of microsegmentation. It also covers common network security technologies

NEw 24 such as intrusion prevention systems (IPS), URL filtering, DNS security, VPNs, and SSL

o TLS decryption. Candidates must understand the limitations of signature-based protection, deployment
options for NGFWs, cybersecurity concerns in operational technology (OT) and IoT, cloud-delivered
security services, and Al-powered security functions like Precision Al.
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R #142
Which type of LAN technology is being displayed in the diagram?

A. Mesh Topology

B. Spine Leaf Topology
C. Bus Topology

D. Star Topology

Ef: A

TR

The diagram displays a mesh topology, where each device is connected to every other device in the network.

This topology is characterized by the multiple connections each node has, ensuring there is no single point of failure and providing
redundant paths for data transmission, enhancing the reliability and resilience of the network. Mesh topology is one of the types of
LAN technology that uses ethernet or Wi-Fito connect devices12. References:

* What Is Local Area Network (LAN)? Definition, Types, Architecture, and Best Practices from Spiceworks

* Types of LAN | Introduction and Classification of LAN from EDUCBA
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HR #143
‘What are two functions of User and Entity Behavior Analytics (UEBA) data in Prisma Cloud CSPM? (Choose two.)

A. Assessing severity levels

B. Detecting and correlating anomalies
C. Unifying cloud provider services

D. Identifying misconfigurations

Eﬁ: A\ B

TR

Assessing severity levels - UEBA data helps prioritize incidents by evaluating the risk and severity based on user and entity behavior.
Detecting and correlating anomalies - UEBA continuously analyzes activity to identify abnormal behavior and correlate anomalies
that may indicate insider threats or compromised accounts.

H #144
Which technology helps Security Operations Center (SOC) teams identify heap spray attacks on company-owned laptops?

e A . CSPM
e B.EDR
e C.ASM
e D.CVVP

Ef#: B

R

Heap spray attacks exploit memory management vulnerabilities by injecting malicious code into a program's heap to manipulate
execution flow. Endpoint Detection and Response (EDR) platforms monitor memory and process behavior on endpoints, enabling
the detection of such memory-based exploits through anomaly and behavior analysis. Palo Alto Networks' Cortex XDR equips
SOC teanrs with the tools to detect, analyze, and respond to heap spray and other in-memory attacks on company laptops in real
time. EDR's endpoint-centric visibility is crucial since heap spray attacks operate below network layers and often bypass traditional
perimeter defenses.

HR #145
Which characteristic of serverless computing enables developers to quickly deploy application code?

¢ A. Using Container as a Service (CaaS) to deploy application containers to run their code.

¢ B. Using cloud service spot pricing to reduce the cost of using virtual machines to run their application code

e C. Uploading the application code itself, without having to provision a full container image or any OS virtual machine
components

¢ D. Uploading cloud service autoscaling services to deploy more virtual machines to run their application code based on user
demand

EfE: C

AR

"In serverless apps, the developer uploads only the app package itself, without a full container image or any OS components. The
platform dynamically packages it into an image, runs the image in a container, and (if needed) instantiates the underlying host OS and
VM and the hardware required to run them."

E R #146
You received an email, allegedly from a bank, that asks you to click a malicious link to take action on your account.

Which type of attack is this?

A. Phishing

B. Spear phishing
C. Spamming

D. Whaling



EfE: A

RN -

Phishing is a type of email attack where the attacker sends a lot of malicious emails in an untargeted way, pretending to be a trusted
source, such as a bank or an online retailer, to trick users into revealing sensitive information, such as passwords or credit card
numbers. Attackers use the information to steal money or to launch other attacks. A fake email froma bank asking you to click a
link and verify your account details is an exanple of phishingl References:

* 1: Palo Alto Networks Certified Cybersecurity Entry-level Technician - Palo Alto Networks

*2:10 Palo Alto Networks PCCET Exam Practice Questions - CBT Nuggets

* 3: Types of Email Attacks - Examples and Consequences - Tessian

* 4: What Is a Phishing Attack? Definition and Types - Cisco
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