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AR #412
An enmployee clicked a link in an email from a payment website that asked the employee to update contact information. The
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employee entered the log-in information but received a "page not found" error message. Which of the following types of social
engineering attacks occurred?

A. Brand impersonation
B. Pretexting

C. Typosquatting

D. Phishing

HE: D

Y.

Phishing is a type of social engineering attack that involves sending fraudulent emails that appear to be from legitimate sources, such
as payment websites, banks, or other trusted entities. The goal of phishing is to trick the recipients into clicking on malicious links,
opening malicious attachments, or providing sensitive information, such as log-in credentials, personal data, or financial details. In this
scenario, the employee received an email from a payment website that asked the employee to update contact information. The email
contained a link that directed the employee to a fake website that mimicked the appearance of the real one. The employee entered
the log-in information, but received a "page not found" error message. This indicates that the employee fell victim to a phishing
attack, and the attacker may have captured the employee's credentials for the payment website. Reference = Other Social
Engmneering Attacks - CompTIA Security+ SY0-701 - 2.2, CompTIA Security+: Social Engineering Techniques & Other Attack ...
- NICCS, [CompTIA Security+ Study Guide with over 500 Practice Test Questions: Exam SY0-701, 9th Edition]

HE #413
A legacy device is being decommissioned and is no longer receiving updates or patches. Which of the following describes this
scenario?

A. End of business
B. End of support
C. End of life

D. End of testing

e C

MH.

When a legacy device is no longer receiving updates or patches, it is considered to be at the end of life (EOL)

. This means the manufacturer has ceased support for the device, and it will no longer receive updates, security patches, or technical
assistance. EOL devices pose security risks and are often decommissioned or replaced.

* End of support may seem similar but typically refers to the cessation of technical support, whereas EOL means the device is fully
retired.

* End of business and End of testing do not apply in this context.

EE #414
A systems administrator notices that one of the systems critical for processing customer transactions is running an end-of-life
operating system. Which of the following techniques would increase enterprise security?

A. Placing the system in an isolated VLAN
B. Installing HIDS on the system

C. Encrypting the system's hard drive

D. Decommissioning the system

HE:. A

Y.

To enhance security for a system running an end-of-life operating system, placing the system in an isolated VLAN is the most
effective approach. By isolating the system from the rest of the network, you can limit its exposure to potential threats while
maintaining its functionality. This segmentation helps protect the rest of the network from any vulnerabilities in the outdated system.
* Installing HIDS (Host-based Intrusion Detection System) can help detect intrusions but won't mitigate the risks posed by an
unsupported OS.

* Decommissioning may not be feasible if the system s critical.

* Encrypting the system's hard drive protects data at rest but doesn't address vulnerabilities from an outdated OS.



HEE #415
A security analyst scans a company's public network and discovers a host is running a remote desktop that can be used to access
the production network. Which of the following changes should the security analyst recommend?

A. Setting up a VPN and placing the jump server inside the firewall

B. Changing the remote desktop port to a non-standard number

C. Using a proxy for web connections from the remote desktop server

D. Connecting the remote server to the domain and increasing the password length

HE: A

MY

Explanation

A VPN is a virtual private network that creates a secure tunnel between two or more devices over a public network. A VPN can
encrypt and authenticate the data, as well as hide the IP addresses and locations of the devices. A jump server is a server that acts
as an intermediary between a user and a target server, such as a production server. A jump server can provide an additional layer of
security and access control, as well as logging and auditing capabilities. A firewall is a device or software that filters and blocks
unwanted network traffic based on predefined rules. A firewall can protect the internal network from external threats and limit the
exposure of sensitive services and ports. A security analyst should recommend setting up a VPN and placing the jump server inside
the firewall to improve the security of the remote desktop access to the production network. This way, the remote desktop service
will not be exposed to the public network, and only authorized users with VPN credentials can access the jump server and then the
production server. References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, Chapter 8: Secure Protocols and
Services, page

382-383 1; Chapter 9: Network Security, page 441-442 1

EE #4106
Which of the following describes a security alerting and monitoring tool that collects system, application, and network logs from
multiple sources in a centralized system?

A. SIEM
B. IDS

C. SNMP
D.DLP

e A

dE:

SIEM stands for Security Information and Event Management. It is a security alerting and monitoring tool that collects system,
application, and network logs from multiple sources in a centralized system. SIEM can analyze the collected data, correlate events,
generate alerts, and provide reports and dashboards. SIEM can also integrate with other security tools and support conmpliance
requirements. SIEM helps organizations to detect and respond to cyber threats, improve security posture, and reduce operational
costs. Reference: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, Chapter 10: Monitoring and Auditing, page 393.
CompTIA Security+ Practice Tests: Exam SY0-701, 3rd Edition, Chapter 10: Monitoring and Auditing, page 397.
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