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EAE #320

John works as a Professional Penetration Tester. He has been assigned a project to test the Website security of www.we-are-
secure Inc. On the We-are-secure Website login page, he enters ='or"=' as a username and successfully logs on to the user page of
the Web site. Now, John asks the we-aresecure Inc. to improve the login page PHP script. Which of the following suggestions can
John give to mprove the security of the we-are-secure Website login page from the SQL njection attack?

A. Use the mysql real escape string() function for escaping input
B. Use the session regenerate _id() function

C. Use the escapeshellarg() fimction

D. Use the escapeshellemd() function

HE: A

EE #321
John works as an Ethical Hacker for PassGuide Inc. He wants to find out the ports that are open in PassGuide's server using a port
scanner. However, he does not want to establish a full TCP connection.
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Which of'the following scanning techniques will he use to accomplish this task?

A. TCP SYN/ACK
B. TCP FIN

C. TCP SYN

D. Xmas tree
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HAE #322
Which of the following ensures that the investigation process of incident response team does not break any laws during the response
to an incident?

A. Legal representative

B. Lead Investigator

C. Human Resource

D. Information Security representative
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EE #323

Adam, a novice web user, is very conscious about the security. He wants to visit the Web site that is known to have malicious
applets and code. Adam always makes use of a basic Web Browser to perform such testing.

Which of the following web browsers can adequately fill this purpose?

A. Mozlla Firefox
B. Safari

C. Lynx
D. Internet explorer
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ZAE #324
Which of'the following tools is used to attack the Digital Watermarking?

A. GifShuffle

B. Steg-Only Attack
C. 2Mosaic

D. Active Attacks
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