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Microsoft SC-300 Exam Syllabus Topics:

Section Weight Objectives
- Implement entitlerment management

¢ 1. External user access governance
e 2. Access packages, catalogs, and requests
¢ 3. Lifecycle workflows and terns of use

- Manage privileged access
o S 20— e 1. Privileged Identity Management (PIM)
Topic 1: Plan and automate identity governance 25% e 2. Access reviews and just-in-time access

¢ 3. Role assignments and activation
- Monitor and report identities

e 1. Audit logs and sign-in logs
e 2. Usage analytics and reports
¢ 3. Identity monitoring and alerting

- Manage identity lifecycle

e 1. Create, modify, and delete identities
e 2. Bulk operations and synchronization

¢ 3. Directory objects and administrative units
25—

Topic 2: Implement and manage user identities 30% - Planand implement identity stratogy

e 1. Manage users, groups, and devices
e 2. License management and directory configuration
e 3. Manage external identities and cross-tenant access
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- Implement authentication methods

e 1. MFA, SSPR, and passwordless authentication
e 2. Certificate-based authentication and FIDO2
¢ 3. Windows Hello for Business and temporary access

pass
- Manage identity protection
Topic 3: Implement authentication and access 25— e 1. Risk mvestigation and remediation
management 30% e 2. User risk and sign-in risk policies

¢ 3. Workload identity protection
- Plan and implement Conditional Access

e 1. Policy design, assignments, and controls

e 2. Protected actions and policy troubleshooting

e 3. Continuous access evaluation and authentication
context

- Secure application access

e 1. Access control for SaaS and custom apps
e 2. Application proxy and on-premises publishing
e 3. Defender for Cloud Apps integration

20—

Topic 4: Plan and implement workload identities 25% - Manage application access

e 1. Permissions, consent, and application roles
e 2. App registrations and enterprise applications
e 3. Service principals and managed identities
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Microsoft Identity and Access Administrator Sample Questions (Q394-Q399):

NEW QUESTION # 394

You have a Microsoft 365 tenant.

You need to identify users who have leaked credentials. The solution must meet the following requirements.
* Identity sign-Ins by users who ate suspected of having leaked credentials.

* Rag the sign-ins as a high risk event.

* Immediately enforce a control to mitigate the risk, while still allowing the user to access applications.
‘What should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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To classify leaked credentials as high-risk, use:

To trigger remediation, use:

oL

To mitigate the risk, select:

Answer:

Explanation:
To classify leaked credentials as high-risk, use:

To trigger remediation, use:

To mitigate the risk, select:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION # 395

Identity Governance
Self-service password reset (SSPR)

Azure Active Directory (Azure AD) Identity Protection
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Identity Governance
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You have an Azure AD tenant that has muilti- factor authentication (MFA) enforced and self-service password reset (SSPR)

enabled.

You enable combined registration in interrupt mode.

You create a new user named Userl.

Which two authentication methods can User1 use to complete the combined registration process? Each correct answer presents a

complete solution.
NOTE: Each correct selection is worth one point.

A. Windows Hello for Business

B. a hardware token

C. a FIDO02 security key

D. a one-time passcode email

E. the Microsoft Authenticator app




Answer: CE

NEW QUESTION # 396

You have a Microsoft 365 ES subscription. You need to perform the following tasks:
* Identify the locations and IP addresses used by Azure AD users to sign in

* Review the Azure AD security settings and identify improvement recommendations.
* Identify changes to Azure AD users or service principle.

‘What should you use for each task? To answer, drag the appropriate resources to the correct requirements.
Each resource may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view

content.
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NEW QUESTION # 397
You have a Microsoft 365 ES subscription that contains three users named User1, User2, and User3.
You have two Azure AD roles that have the Activation settings shown in the following table.
f
Requil roval
S

Required
justification on
activation

No (s
11rocoft \_h‘”"

The Azure AD roles have the Assignment settings shown in the following table.

Role Allow permanent | Allow Permanent Require
cligible aoctivate justification on
— assignment assignment active assignment
icrospott Yes Yes
le2 No Yes Yes

The Azure AD roles have the el igible users shown in the following table.

Role Eiigiblc SAGe T ]
Role1 User 1, Usef2<
Role2 g@a’a -
t =

ldenmy SeCure score




For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
If User1 requests Role1, the request wall be appfovédiautomatically.
User1 can approve the request ofillségasfior Role2.
User1 must provide justifigation¥® approve the request of User2 for Role1

Answer:

Explanation:

Answer Area
statements Yes MNo
- -
If User1 requests Role1, the request will be approved automatically. § I
-

User1 can approve the request ofiUsers for Role2. | 2] I
User1 must providejustification to approve the request of User2 for Role1

Explanation:

Statement

Yes /No

If Userl requests Rolel, the request will be approved automatically.

No

Userl can approve the request of User3 for Role2.

No

Userl must provide justification to approve the request of User2 for Rolel.

Yes

According to the Microsoft SC-300 study guide, Exam Ref SC-300, and Microsoft Entra Privileged Identity Management (PIM)
documentation, role activation and assignment settings in Azire AD PIM determine who can activate roles, who can approve
activations, and whether justification is required. Let's analyze each configuration step-by-step.
Rolel Configuration Summary Setting

Value

Required justification on activation

No

Require approval to activate

Yes

Approvers

Userl

Allow permanent eligible assignment

Yes

Allow permanent active assignment

Yes

Require justification on active assignment

Yes

Eligible Assignments: User1, User2

Role2 Configuration Summary Setting

Value

Required justification on activation

Yes

Require approval to activate

No

Approvers

None

Allow permanent eligible assignment

No

Allow permanent active assignment

Yes



Require justification on active assignment

Yes

Eligible Assignments: User3

Statement 1: "If User] requests Rolel, the request will be approved automatically."

* Rolel requires approval to activate.

* The approver is Userl, but a user cannot self-approve their own request in Azure AD PIM.

* Therefore, even though Userl is listed as an approver, the system does not automatically approve self- requests.
# Answer: No

Statement 2: "User| can approve the request of User3 for Role2."

* Role2 does not require approval to activate (approval = No).

* User3 is the only eligible member for Role2 and can activate it directly.

* Hence, no approval action exists for Userl.

# Answer: No

Statement 3: "Userl must provide justification to approve the request of User2 for Rolel."

* Rolel requires approval to activate, and Userl1 is the approver.

* The assignment settings for Rolel state: Require justification on active assignment = Yes.

* This means when approving or activating, the approver (User]) must enter a justification before approval
# Answer: Yes

NEW QUESTION # 398

You have a Microsoft 365 subscription that contains a Microsoft SharePoint Online site named Sitel and a Microsoft 365 group
named Group1. Youneed to ensure that the members of Group]1 can access Sitel for 90 days. The solution must minimize
admmistrative effort. What should you use?

A. an access review

B. an access package

C. a Conditional Access policy
D. a lifecycle workflow

Answer: B

NEW QUESTION # 399
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