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PRI #19
The Level 1 practice description in CMMC is Foundational. What is the Level 2 practice description?

e A. Advanced
¢ B. Optimizing
e C. Expert
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¢ D. Continuously Improved
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Understanding CMMC 2.0 Levels and Their DescriptionsTheCybersecurity Maturity Model Certification (CMMC) 2.0consists
ofthree levels, each representing increasing cybersecurity maturity:

Level 1 - Foundational

Focuses onbasic cyber hygiene

Implements 17 practicesaligned withFAR 52.204-21

Primarily protectsFederal Contract Information (FCI)

Level 2 - Advanced(Correct Answer)

Focuses onprotecting Controlled Unclassified Information (CUI)

Implements110 practicesaligned withNIST SP 800-171

Requirestriennial third-party assessments for critical programs

Level 3 - Expert

Focuses onadvanced cybersecurityagainstAPT (Advanced Persistent Threats) ImplementsNIST SP 800-171 and additional NIST
SP 800-172 controls Requirestriennial government-led assessments TheCMMC 2.0 framework explicitly describes Level 2 as
"Advanced." Italigns with NIST SP 800-171to ensure robustCUI protection.

A). Expert (Incorrect)- This describesLevel 3, not Level 2.

C). Optimizing (Incorrect)- Not a defined CMMC level description.

D). Continuously Improved (Incorrect)- CMMC does not use this terminology.

The correct answer isB. Advanced, which accurately describesCMMC Level 2.

References:

CMMC 2.0 Model Overview

CMMC 2.0 Scoping Guide

NIST SP 800-171 & NIST SP 800-172

8 #20
Which document is the BEST source for descriptions of each practice or process contained within the various CMMC domains?

A. CMMC Glossary

B. CMMC Assessment Process

C. CMMC Appendices

D. CMMC Assessment Guide Levels 1 and 2
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PR #21
During the planning phase ofa CMMC Level 2 Assessment, the Lead Assessor is considering what would constitute the right
evidence for each practice. What is the Assessor attempting to verify?

A. Adequacy

B. Assessment scope
C. Process mapping
D. Sufficiency

ZE: D
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A C3PAO is near completion of a Level 2 Assessment for an OSC. The CMMC Findings Briefand CMMC Assessment Resullts
documents have been developed. The Final Recommended Assessment Results are being generated. When generating these results,
what MUST be included?

e A Recorded and final updated Daily Checkpoint
¢ B. Fully executed CMMC Assessment contract between the C3PAO and the OSC
e C. Anupdated Assessment Plan



¢ D. Review documentation for the CMMC Quality Assurance Professional (CQAP)
ZX: D
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* AC3PAO (Certified Third-Party Assessment Organization)is responsible for conductingCMMC Level 2 assessments.
* After completing theassessment, theC3PAQ generates the Final Recommended Assessment Results, which include key
documentation reviewed by theCMMC Quality Assurance Professional (CQAP)for quality control.

Reference:

CMMC Assessment Process (CAP) Guide

Step 2: Role of the CMMC Quality Assurance Professional (CQAP)TheCQAPis responsible for reviewing assessment
documentation to ensure it aligns withCMMC requirements and DoD expectations.

Before finalizing the assessment results, theC3PAO must include documentation for CQAP reviewto maintain compliance.
Step 3: Why Other Answer Choices Are IncorrectA. An updated Assessment Plan (Incorrect):

TheAssessment Planis developedbeforethe assessment begins, not during the final recommended results phase.

B: Recorded and final updated Daily Checkpoint (Incorrect):

Daily Checkpointsare internal tracking tools usedduringassessments, but they are not mandatory for final results.

C: Fully executed CMMC Assessiment contract between the C3PAO and the OSC (Incorrect):

While acontract is requiredfor the assessment, it isnot part of the Final Recommended Assessment Resullts.

Final Confirmation of Correct Answer:Review documentation for the CMMC Quality Assurance Professional (CQAP) must be
included in the Final Recommended Assessment Resullts.

Thus, the correct answer is:D. Review documentation for the CMMC Quality Assurance Professional (CQAP)

R #23
In performing scoping, what should the assessor ensure that the scope of the assessment covers?

A. All entities, regardless of the line of business, associated with the organization

B. All assets documented in the business plan

C. All assets regardless if they do or do not process, store, or transmit FCI/CUI

D. All assets processing, storing, or transmitting FCI/CUI and security protection assets
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Scoping Requirements in CMMC Assessments TheCMMC 2.0 Scoping GuideandCMMC Assessment Process (CAP)
Documentclearly define what should be included in the scope of an assessment.

The assessment scope must cover:

* All assets that process, store, or transmit FCI/CUI

* Security Protection Assets (ESP)- these assets help protect FCI/CUI, such as firewalls, endpoint detection systers, and
encryption mechanisirs.

Thus, thecorrect scope includes both:

#FCI/CUI Assets(Data storage, processing, or transmission assets)

#Security Protection Assets (ESP)(Firewalls, security tools, etc.)

* A. Allassets documented in the business plan#Incorrect. Business plans may include assets unrelated to FCI/CUI, making this
scopetoo broad. Only assets relevant to FCI/CUI should be assessed.

* B. All assets regardless if they do or do not process, store, or transmit FCI/CUI#Incorrect. CMMC doesnotrequire organizations
to include assets thathave no connection to FCI/CUL

* C. All entities, regardless of the line of business, associated with the organizatior#fIncorrect. Only the assets relevant to FCI/CUI or
security protection should be assessed. Unrelated business divisions (like a non-federal commercial division) areout-of-scope.

Why the Other Answers Are Incorrect

* CMMC 2.0 Scoping Guide - Level 1 & Level 2

* CMMC Assessiment Process (CAP) Document

CMMC Official ReferencesThus,option D (All assets processing, storing, or transmitting FCI/CUI and security protection assets) is
the correct answeras per official CMMC assessiment scoping requirements.
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