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Questions (Q12-Q17):

NEW QUESTION # 12

Task 2

Partl

An administrator logs into Prism Element and sees an alert stating the following:

Cluster services down on Controller VM (35.197.75.196)

Correct this issue in the least disruptive manner.

Part2

In a separate request, the security team has noticed a newly created cluster is reporting,

CVM [35.197.75.196] is using the default password.

They have provided some new security requirements for cluster level security.

Security requirements:

Update the default password for the root user on the node to match the admin user password: Note: 192.168.x.

x is not available. To access a node use the Host IP (172.30.0.x) froma CVM or the supplied external IP address.
Update the default password for the nutanix user on the CVM to match the admin user password.

Resolve the alert that is being reported.

Output the cluster-wide configuration of the SCMA policy to Desktop\Files\output. txt before changes are made.
Enable the Advance intrusion Detection Environment (AIDE) to run on a weekly basis for the cluster.

Enable high-strength password policies for the cluster.

Ensure CVMs require SSH keys for login instead of passwords. (SSH keys are located in the Desktop\Files\SSH folder).
Ensure the clusters meets these requirements. Do not reboot any cluster components.

Answer:

Explanation:

See the Explanation for step by step solution.

Explanation:

To correct the issue of cluster services down on Controller VM (35.197.75.196) in the least disruptive manner, you need to do the
following steps:

Log in to Prism Element using the admin user credentials.

Go to the Alerts page and click on the alert to see more details.

You will see which cluster services are down on the Controller VM. For example, it could be cassandra, curator, stargate, etc.

To start the cluster services, youneed to SSH to the Controller VM using the nutanix user credentials. You can use any SSH client
such as PuTTY or Windows PowerShell to connect to the Controller VM. You will need the IP address and the password of the
nutanix user, which you can find in Desktop\Files\SSH\nutanix.

txt.

Once you are logged in to the Controller VM, run the command:

cluster status | grep -v UP

This will show you which services are down on the Controller VM.

To start the cluster services, run the command:

cluster start

This will start all the cluster services on the Controller VM.

To verify that the cluster services are running, run the command:

cluster status | grep -v UP

This should show no output, indicating that all services are up.

To clear the alert, go back to Prism Element and click on Resolve in the Alerts page.

To meet the security requirements for cluster level security, you need to do the following steps:

To update the default password for the root user on the node to match the admin user password, you need to SSH to the node using
the root user credentials. You can use any SSH client such as PuTTY or Windows PowerShell to connect to the node. You will
need the IP address and the password of the root user, which you can find in Desktop\Files\SSH\root.txt.

Once you are logged in to the node, run the command:

passwd

This will prompt you to enter a new password for the root user. Enter the same password as the admin user, which you can find in
Desktop\Files\SSH\admin. txt.

To update the default password for the nutanix user on the CVM to match the admin user password, you need to SSH to the CVM
using the nutanix user credentials. You can use any SSH client such as PuTTY or Windows PowerShell to connect to the CVM.
You will need the IP address and the password of the nutanix user, which you can find in Desktop\Files\SSH\nutanix. txt.

Once you are logged in to the CVM, run the command:

passwd

This will prompt you to enter a new password for the nutanix user. Enter the same password as the admin user, which you can find



in Desktop\Files\SSH\admin. txt.

To resolve the alert that is being reported, go back to Prism Element and click on Resolve in the Alerts page.

To output the cluster-wide configuration of SCMA policy to Desktop\Files\output.txt before changes are made, you need to log in
to Prism Element using the admin user credentials.

Go to Security > SCMA Policy and click on View Policy Details. This will show you the current settings of SCMA policy for each
entity type.

Copy and paste these settings into a new text file named Desktop\Files\output. txt.

To enable AIDE (Advanced Intrusion Detection Environment) to run on a weekly basis for the cluster, you need to log in to Prism
Element using the admin user credentials.

Go to Security > AIDE Configuration and click on Enable AIDE. This will enable AIDE to monitor file system changes on all CVMs
and nodes in the cluster.

Select Weekly as the frequency of AIDE scans and click Save.

To enable high-strength password policies for the cluster, you need to log in to Prism Element using the admin user credentials.

Go to Security > Password Policy and click on Edit Policy. This will allow you to modify the password policy settings for each entity
type.

For each entity type (Admin User, Console User, CVM User, and Host User), select High Strength as the password policy level
and click Save.

To ensure CVMs require SSH keys for login instead of passwords, you need to log in to Prism Element using the admin user
credentials.

Go to Security > Cluster Lockdown and click on Configure Lockdown. This will allow you to manage SSH access settings for the
cluster.

Uncheck Enable Remote Login with Password. This will disable password-based SSH access to the cluster.

Click New Public Key and enter a name for the key and paste the public key value from Desktop\Files\SSH\id_rsa.pub. This will
add a public key for key-based SSH access to the cluster.

Click Save and Apply Lockdown. This will apply the changes and ensure CVMs require SSH keys for login instead of passwords.
Partl

Enter CVM ssh and execute:

cluster status | grep -v UP

cluster start

Ifthere are issues starting some services, check the following:

Check if the node is in maintenance mode by running the ncli host Is command on the CVM. Verify if the parameter Under
Maintenance Mode s set to False for the node where the services are down. Ifthe parameter Under Maintenance Mode is set to
True, remove the node from maintenance mode by running the following command:

nutanix@cvm$ ncli host edit id=<host id> enable-maintenance-mode=false

You can determine the host ID by using ncli host Is.

See the troubleshooting topics related to failed cluster services in the Advanced Administration Guide available from the Nutanix
Portal's Software Documentation page. (Use the filters to search for the guide for your AOS version). These topics have nformation
about common and AOS-specific logs, such as Stargate, Cassandra, and other modules.

Check for any latest FATALs for the service that is down. The following command prints all the FATALs for a CVM. Run this
command on all CVMs.

nutanix@cvm$ for iin ‘svmips'; do echo "CVM: $i"; ssh $i 'ls -lir /home/nutanix/data/logs/*.FATAL"; done NCC Health Check:
cluster services down check (nutanix.com) Part2 Vlad Drac2023-06-05T13:22:00.861'll update this one with a smaller, if
possible, command Update the default password for the root user on the node to match the admin user password echo -¢
"CHANGING ALL AHV HOST ROOT PASSWORDS. \nPlease nput new password: "; read -rs password1; echo "Confirm new
password: "; read -rs password2; if [ "$password1" == "$password2" ]; then for host in $(hostips); do echo Host $host; echo
$password! | ssh root@S$host "passwd --stdin root"; done; else echo '"The passwords do not match'; fi Update the default
password for the nutanix user on the CVM sudo passwd nutanix Output the cluster-wide configuration of the SCMA policy ncli
cluster get-hypervisor-security-config Output Example:

nutanix@NTNX-372a19a3-A-CVM:10.35.150.184~§ ncli cluster get-hypervisor-security-config Enable Aide : false Enable Core
: false Enable High Strength P... : false Enable Banner : false Schedule : DAILY Enable iTLB Multihit M... : false Enable the
Advance intrusion Detection Environment (AIDE) to run on a weekly basis for the cluster.

ncli cluster edit-hypervisor-security-params enable-aide=true

ncli cluster edit-hypervisor-security-params schedule=weekly

Enable high-strength password policies for the cluster.

ncli cluster edit-hypervisor-security-params enable-high-strength-password=true Ensure CVMs require SSH keys for login instead
of passwords

https//portal. nutanix.comypage/documents/kbs/details?targetld=k AO600000008gb3CAA
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NEW QUESTION # 13

Following new security guidelines, it must be ensured that the storage of critical virtual machines will be encrypted in future.

The assignment is to be made by a new category called VM-Storage with a value of softwareencrypted in Prism Central. Make sure
a second value of SEDencrypted is also created for future use.

Create the above-mentioned category and perform further configurations in Prism Central for VM-based storage encryption.

Assign the name Encrypted-Storage to the newly created policy.

Answer:

Explanation:

See the Explanation below for detailed answer.

Explanation:

Here is the step-by-step solution to create the category and the corresponding storage encryption policy within Prism Central.
1. Create the Category

First, you must create the category and the two values requested.

* In Prism Central, navigate to Administration > Categories.

* Click New Category.

* In the Name field, enter VM-Storage.

* Inthe Add a Value field, type softwareencrypted and click the Add (plus) button.

* Inthe Add a Value field again, type SEDencrypted and click the Add (plus) button.

* Click Save.

2. Create the Encryption Policy

Next, you will create the security policy that uses the new category.

* In Prism Central, navigate to Security > Data-at-Rest Encryption.

* Click the + Create Security Policy button.

* In the Policy Name field, enter Encrypted-Storage.

* Ensure the Encryption Type is set to Software-based.

* For Target VM, select the radio button for VMs matching a category.

* In the Select Category dropdown, choose the VM-Storage category you just created.
* Inthe Select Value dropdown, choose softwareencrypted.

* Click Save.

This policy will now automatically apply software-based encryption to any new or existing VM that are assigned the VM-Storage:
softwareencrypted category.

NEW QUESTION # 14

The DB team is requesting an SQL database instance and has requested it be configured for best performance.

This VM has been migrated froma 3 tier solution into Nutanix.

The database VM hosts 4 databases, each set to a 20 GB limit. Logs are expected to not grow beyond 20 GB and should be
fimited to within 25% to avoid runaway processes. Do not configure more storage than is needed.

The VM that has been migrated is identified as sq13532. Once the VM has been properly reconfigured, the DBA team will
reconfigure the OS and database.

The VM should be configured as per KB-3532.

While this VM is being tested, make sure it is the first VM to power up in the event the node it is on goes down.



To maximize performance, ensure as much of the VM as possible will be kept on SSD drives.
Note: The VM does not need to be powered on. The VM should remain on the default container and should not be configured with
a volume group. No network is required at this time.

Answer:

Explanation:

See the Explanation below for detailed answer.

Explanation:

Here is the step-by-step solution to reconfigure the sqI3532 virtual machine.

This task is performed from the Prism Element interface for the cluster the VM is on (e.g,, Cluster 1).
1. Locate and Update the VM

* From the Prism Element main dashboard, navigate to the VM view.

* Find the VM named sqI3532 in the VM table.

* Select the checkbox next to sqI3532 and click the Update button.

2. Configure HA Priority and Flash Mode

In the "Update VM" dialog, configure the HA and SSD performance settings:

* HA Priority:

* Find the VM High Availability section.

* Select the High Priority radio button. This ensures it is one of the first VMs to power on during an HA event.
* Flash Mode (SSD Performance):

* Scroll down to the Flash Mode section.

* Check the box to Enable Flash Mode. This pins the VM's vDisks to the SSD tier, satisfying the requirerment to keep as much of
the VM as possible on SSDs, especially since it's on the default (hybrid) container.

3. Reconfigure Disks (per KB-3532)

While still in the "Update VM" dialog, scroll to the Disks section to add the new data and log disks. The key to "best performance”
(KB-3532) is to place Data and Logs on separate vSCSI controllers.

* (The VM already has an OS disk, which we will assume is on scsi.0.)

* Add Data Disk:

* Click the + Add New Disk button.

* Storage Container: default (as required).

* Size: 80 GB (for the 4 x 20 GB databases).

* Bus Type: SCSI.

* Device Index: 1. (This creates a new vSCSI controller, scsi. 1, for the data disk).

* Click Add.

* Add Log Disk:

* Click the + Add New Disk button.

* Storage Container: default (as required).

* Size: 20 GB.

* Bus Type: SCSI.

* Device Index: 2. (This creates a third vSCSI controller, scsi.2, for the log disk).

* Click Add.

4. Save Configuration

* After adding the disks and setting HA/Flash Mode, click the main Save button at the bottom of the
"Update VM" dialog,

The VM is now configured with high availability, its storage is pinned to SSD, and its disk layout follows performance best practices
by separating the OS, Data, and Log I/O paths onto three different controllers.

NEW QUESTION # 15

Task 1

An administrator needs to configure storage for a Citrix-based Virtual Desktop infrastructure.

Two VDI pools will be created

Non-persistent pool names MCS_Pool for tasks users using MCS Microsoft Windows 10 virtual Delivery Agents (VDAS)
Persistent pool named Persist_Pool with full-clone Microsoft Windows 10 VDAs for power users

20 GiB capacity must be guaranteed at the storage container level for all power user VDAs The power user container should not be
able to use more than 100 GiB Storage capacity should be optimized for each desktop pool.

Configure the storage to meet these requirements. Any new object created should include the name of the pool (s) (MCS and/or
Persist) that will use the object.

Do not include the pool name if the object will not be used by that pool.

Any additional licenses required by the solution will be added later.



Answer:

Explanation:

See the Explanation for step by step solution.

Explanation:

To configure the storage for the Citrix-based VDI, you can follow these steps:

Log in to Prism Central using the credentials provided.

Go to Storage > Storage Pools and click on Create Storage Pool.

Enter a name for the new storage pool, such as VDI Storage Pool, and select the disks to include in the pool.

You can choose any combination of SSDs and HDDs, but for optimal performance, you may prefer to use more SSDs than HDDs.
Click Save to create the storage pool.

Go to Storage > Containers and click on Create Container.

Enter a name for the new container for the non-persistent pool, such as MCS_Pool Container, and select the storage pool that you
just created, VDI Storage Pool, as the source.

Under Advanced Settings, enable Deduplication and Compression to reduce the storage footprint of the non- persistent desktops.
You can also enable Erasure Coding if you have enough nodes in your cluster and want to save more space. These settings will help
you optimize the storage capacity for the non-persistent pool.

Click Save to create the container.

Go to Storage > Containers and click on Create Container again.

Enter a name for the new container for the persistent pool, such as Persist Pool Container, and select the same storage pool,
VDI_Storage Pool, as the source.

Under Advanced Settings, enable Capacity Reservation and enter 20 GiB as the reserved capacity. This will guarantee that 20 GiB
of space is always available for the persistent desktops. You can also enter 100 GiB as the advertised capacity to limit the maximum
space that this container can use. These settings will help you control the storage allocation for the persistent pool.

Click Save to create the container.

Go to Storage > Datastores and click on Create Datastore.

Enter a name for the new datastore for the non-persistent pool, such as MCS_Pool Datastore, and select NFS as the datastore
type. Select the container that you just created, MCS_Pool Container, as the source.

Click Save to create the datastore.

Go to Storage > Datastores and click on Create Datastore again.

Enter a name for the new datastore for the persistent pool, such as Persist Pool Datastore, and select NFS as the datastore type.
Select the container that you just created, Persist Pool Container, as the source.

Click Save to create the datastore.

The datastores will be autormatically mounted on all nodes in the cluster. You can verify this by going to Storage > Datastores and
clicking on each datastore. You should see all nodes listed under Hosts.

You can now use Citrix Studio to create your VDI pools using MCS or full clones on these datastores. For more information on
how to use Citrix Studio with Nutanix Acropolis, see Citrix Virtual Apps and Desktops on Nutanix or Nutanix virtualization
environments.
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NEW QUESTION # 16

The Infosec team has requested that all operational tasks performed within Cluster 1 be properly logged to include the top 4 severity
levels and pushed to their syslog system using highest reliability possible for analysis. This is to include any Virtual Machine changes
only.

The Infosec team has also requested that monitor logs for the given RSyslog Server Module be included for now. No extra logs
should be included.

No other clusters should connect to this syslog server.

Syslog configuration:

* Syslog Name: Corp_Syslog

* Syslog IP: 34.142.155.231

* Port: TCP/514

Ensure only Cluster 1 is configured to meet these requirements.

Answer:

Explanation:

See the Explanation below for detailed answer.

Explanation:

Here is the step-by-step solution to configure syslog for Cluster 1.

1. Access Cluster 1 Prism Element

Since the requirement is to only configure Cluster 1 and not other clusters, this task must be performed i the Prism Element (PE)
mnterface for Cluster 1.

* From the main Prism Central dashboard, navigate to Hardware > Clusters.

* Find Cluster 1 i the list and click its name. This will open the specific Prism Element login page for that cluster.
* Log in to Cluster 1's Prism Element interface.

2. Add the Syslog Server

* Inthe Cluster 1 PE interface, click the gear icon (Settings) in the top-right corner.

* From the left-hand menu, select Syslog.

* In the "Remote Syslog Server" section, click the + Add Syslog Server button.

* Fill in the server details as required:

* Name: Corp_Syslog

* [P Address: 34.142.155.231

* Port: 514

* Protocol: TCP (This provides the highest reliability, as requested).

* Click Save.

3. Configure Log Modules and Severities

Now, we must specify which logs to send to the new server.

* On the same Syslog settings page, find the "Syslog Configuration” section and click the Configure button (or Modify if a default is
present).

* A dialog box "Select Modules and Levels" will appear.

* Uncheck all modules to ensure no extra logs are sent.

* Check the box for the RSyslog Server Module (or rsyslog_forwarder).

* For this module, check the boxes for the severities: Critical, Warning, and Info.

* Check the box for the ApiServer module.

* This module logs all operational tasks and audit trails, which includes all Virtual Machine changes.

* For this module, check the boxes for the top severity levels: Critical, Warning, and Info.

* Ensure no other modules (like Stargate, Cerebro, Zookeeper, etc.) are checked.

* Click Save.

Cluster 1 is now configured to send its audit logs (including VM changes) and its own syslog monitoring logs to the Corp_Syslog
server via TCP, fulfilling all security requirements.

Topic 2, Performance Based Questions Set 2

Environment

You have been provisioned a dedicated environment for your assessment which includes the following:
Workstation

* windows Server 2019

* All software/tools/etc to perform the required tasks

* Nutanix Documentation and whitepapers can be found in desktop\files\Documentation

* Note that the workstation is the system you are currently togged into Nutanix Cluster



* There are three clusters provided. The connection information for the relevant cluster will be displayed to the high of the question
Please make sure you are working on the correct cluster for each item Please ignore any licensing violations

* Cluster A is a 3-node cluster with Prism Central 2022.6 where most questions will be performed

* Cluster B is a one-node cluster and has one syslog item and one security item to perform

* Cluster D is a one-node duster with Prism Central 5.17 and has a security policy item to perform Important Notes

* Ifthe text is too small and hard to read, or you cannot see an of the GUI. you can increase/decrease the zoom of the browser with
CTRL + ,and CTRL + (the plus and minus keys) You will be given 3 hours to complete the scenarios for Nutanix NCMMCI Once
you click the start button below, you will be provided with:

- A Windows desktop A browser page with the scenarios and credentials (Desktop\instructions) Notes for this exam delivery:

The browser can be scaled lo Improve visibility and fit all the content on the screen.

- Copy and paste hot-keys will not work Use your mouse for copy and paste.

- The Notes and Feedback tabs for each scenario are to leave notes for yourself or feedback for

- Make sure you are performing tasks on the correct components.

- Changing security or network settings on the wrong component may result in a falling grade.

- Do not change credentials on an component unless you are instructed to.

- All necessary documentation is contained in the Desktop\Files\Documentation directory

NEW QUESTION # 17
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