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Fortinet FCP_FGT_AD-7.6 Exam Syllabus Topics:

Topic Details

¢ Firewall policies and authentication: This section of the exam measures the skills of firewall administrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.
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¢ Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
spection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systerrs (IPS) to shield the network from threats and
vulnerabilities is also assessed.

Topic 2

¢ VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
mmplement SSL. VPN to grant secure remote access to internal resources and configure IPsec VPNs in
either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.

Topic 3

¢ Routing: This section of the exam measures the skills of firewall administrators and covers the configuration

of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
Topic 4 within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.

¢ Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the mitial configuration, establish basic connectivity, and integrate the
Topic 5 device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system
readiness and network uptime.

Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q128-Q133):

NEW QUESTION # 128
Refer to the exhibit.

config system global
set av-failopen gre-shot
end
config ips global
set fail=bppen enable
end

— FLERTIET
Based on this partial configuration, what are the two possible outcomes when FortiGate enters conserve mode? (Choose two.)

A. FortiGate skips quarantine actions.

B. Administrators cannot change the configuration.

C. Administrators must restart FortiGate to allow new session.
D. FortiGate drops new sessions requiring inspection.

Answer: A,D

Explanation:
In fail-open mode, FortiGate skips quarantine actions to maintain traffic flow despite IPS or antivirus failures.

FortiGate drops new sessions that require inspection when in conserve mode and fail-open is enabled, to protect the network from
potentially harmful traffic.

NEW QUESTION # 129
Refer to the exhibit.
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The exhibit shows the FortiGuard Category Based Filter section of a corporate web filter profile.

An administrator must block access to download.com, which belongs to the Freeware and Software Downloads category. The

administrator must also allow other websites in the same category.
What are two solutions for satisfying the requirement? (Choose two.)

A. Set the Freeware and Software Downloads category Action to Warning,

address.

Answer: B,D

NEW QUESTION # 130

B. Configure a static URL filter entry for download.com with Type and Action set to Wildcard and Block, respectively.
C. Configure a separate firewall policy with action Deny and an FQDN address object for*.download.com as destination

D. Configure a web override rating for download.com and select Malicious Websites as the subcategory.

Refer to the exhibits. The exhibits show the system performance output and default configuration of high memory usage thresholds on

a FortiGate device.



# get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait O0%.irg 0% softirqg

CPUD states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirg

Memory: 2061108k total, 1854997k used (90%), 10611lk.free (5.1%), 100000k freeable (4.8%)
Average network usage: 83 / 0 kbps in 1 minute, 81 / O kbps in 10 minutes, 81 / 0 kbps in 30
minutes

Average sessions: 5 sessions in 1 minute, /3 sessions in 10 minutes, 3 sessions in 30 minutes
Average session setup rate: 0 sessions per second in last 1 minute, 0 sessions per second in last
10 minutes, 0 sessions per second_ in last 30 minutes

Virus caught: O total in 1 minute

IPS attacks blocked: 0 total id 1 minute

Uptime: 10 days, 3 hours, 28 minutes

Memory usage threshold settings

config system global
set memory-use-threshold-red 88
set memory-use-threshold-extreme 95
set memory-use-threshold-green B2

end _—
t=RTINET
Based on the system performance output, what are the two possible outcomes? (Choose two.)

e A. Admnistrators can access FortiGate only through the console port.
¢ B. FortiGate has entered conserve mode.
e C. Administrators can change the configuration.
¢ D. FortiGate drops new sessions.
Answer: B,D
NEW QUESTION # 131
Refer to the exhibit. Which algorithm does SD-WAN use to distribute traffic that does not match any of the SD-WAN rules?
ID Name Source Destination Criteria Members
1 Critical-DIA LOCAL_SUBNET % Slack-Slack ™ port1 @
v Dropbox-Web ™ port2
B Bloomberg
2 Non-Critical-DIA B LOCAL_SUBNET B Addicting Games Bandwidth ™ port2 @
M Social.Media
3 Default-Internet EJ LOCAL_SUBNET B REMOTE_SUBNET Latency ™ port1
M port2

4

A. All traffic froma source IP is sent to the same interface

B. All traffic froma source IP to a destination IP is sent to the same interface.
C. Traffic is sent to the link with the lowest latency.

D. Traffic is distributed based on the number of sessions through each interface.

sd-wan 8a

Answer: B

Explanation:

For traffic that does not match any of the defined SD-WAN rules, the default implicit SD-WAN rule is applied. By default, the
FortiGate uses a "source-destination [P-based" algorithm, which means all traffic from a specific source IP to a specific destination
IP is sent through the same interface.

This ensures that a consistent path is used for traffic between the same source and destination IP addresses.



NEW QUESTION # 132

Refer to the exhibit.
Profile Name

Monitoring_Access

NOC Access Fi:ATINET

prof_admjin

supehgadmin
The NOC team connects to the FortiGate GUI with the NOC _Access admin profile. They request that their GUI sessions do not
disconnect too early during inactivity.

‘What must the administrator configure to answer this specific request from the NOC team?

A. Increase the offline value of the Override Idle Timeout parameter in the NOC_Access admin profile.
B. Ensure that all NOC_Access users are assigned the super_admin role to guarantee access

C. Move NOC_ Access to the top of the list to ensure all profile settings take effect.

D. Increase the admntimeout value under config system accprofile NOC _Access.

Answer: D

Explanation:
The admintimeout setting in the admin access profile controls the mactivity timeout for GUI sessions. Increasing this value will extend
the session duration before automatic disconnection.

NEW QUESTION # 133

Getting the FCP - FortiGate 7.6 Administrator certification exam is necessary in order to get a job in your desired tech company.
Success in the FCP - FortiGate 7.6 Administrator (FCP_FGT AD-7.6) certification exam gives you an edge over the others
because you will have certified skills. The FCP - FortiGate 7.6 Administrator certification exam badge will make a good impression
on the interviewer. Most of the people planning to attempt the FCP_ FGT AD-7.6 Examare confused that how will they prepare
and pass FCP_FGT AD-7.6 exam with good grades.
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