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CompTIA SecurityX Certification Exam Sample Questions (Q161-Q166):
NEW QUESTION # 161 
An organization plans to deploy new software. The project manager compiles a list of roles that will be involved in different phases
of the deployment life cycle. Which of the following should the project manager use to track these roles?

A. CMDB
B. Recall tree
C. RACI matrix
D. ITIL

Answer: C

Explanation:
RACI matrix(Responsible, Accountable, Consulted, Informed) is used for role mapping across the project lifecycle.
CMDB is a configuration inventory; ITIL is a framework. Recall trees are for disaster recovery/business continuity.
FromCAS-005, Domain 1: Security Governance and Compliance:
"The RACI matrix is essential in role assignment and accountability for software development and operational processes."
Reference:CAS-005 Official Guide, Chapter 3: Governance Frameworks, pg. 78-79

NEW QUESTION # 162 
During a recent audit, a company's systems were assessed- Given the following information:

Which of the following is the best way to reduce the attack surface?

A. Implementing an application-aware firewall and writing strict rules for the application access
B. Deploying an EDR solution to all impacted machines in manufacturing
C. Segmenting the manufacturing network with a firewall and placing the rules in monitor mode
D. Setting up an IDS inline to monitor and detect any threats to the software

Answer: A

Explanation:
SecurityX CAS-005 network architecture objectives emphasize limiting exposure of vulnerable systems by using application-aware
firewalls with strict rule sets.
This approach directly reduces the attack surface by allowing only approved application traffic to and from the vulnerable systems,
mitigating risk until systems are patched or replaced.
EDR (A) enhances detection but doesn't inherently reduce the exposed services.
Network segmentation in monitor mode (B) doesn't block threats.
IDS (C) detects activity but does not block it.

NEW QUESTION # 163 
A systems administrator wants to introduce a newly released feature for an internal application. The administrate docs not want to
test the feature in the production environment. Which of the following locations is the best place to test the new feature?

A. Development environment
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B. Testing environment
C. CI/CO pipeline
D. Staging environment

Answer: D

Explanation:
The best location to test a newly released feature for an internal application, without affecting the production environment, is the
staging environment. Here's a detailed Staging Environment: This environment closely mirrors the production environment in terms of
hardware, software, configurations, and settings. It serves as a final testing ground before deploying changes to production. Testing
in the staging environment ensures that the new feature will behave as expected in the actual production setup.
Isolation fromProduction: The staging environment is isolated from production, which means any issues arising from the new feature
will not impact the live users or the integrity of the production data. This aligns with best practices in change management and risk
mitigation.
Realistic Testing: Since the staging environment replicates the production environment, it provides realistic testing conditions. This
helps in identifying potential issues that might not be apparent in a development or testing environment, which often have different
configurations and workloads.
Reference:
CompTIA Security+ SY0-601 Official Study Guide by Quentin Docter, Jon Buhagiar NIST Special Publication 800-53: Security
and Privacy Controls for Information Systems and Organizations

NEW QUESTION # 164 
A security analyst wants to use lessons learned from a poor incident response to reduce dwell lime in the future The analyst is using
the following data points

Which of the following would the analyst most likely recommend?

A. Enabling alerting on all suspicious administrator behavior
B. Allowing TRACE method traffic to enable better log correlation
C. Adjusting the SIEM to alert on attempts to visit phishing sites
D. utilizing allow lists on the WAF for all users using GFT methods

Answer: A

Explanation:
In the context of improving incident response and reducing dwell time, the security analyst needs to focus on proactive measures that
can quickly detect and alert on potential security breaches. Here's a detailed analysis of the options provided:
A . Adjusting the SIEM to alert on attempts to visit phishing sites: While this is a useful measure to prevent phishing attacks, it
primarily addresses external threats and doesn't directly impact dwell time reduction, which focuses on the time a threat remains
undetected within a network.
B . Allowing TRACE method traffic to enable better log correlation: The TRACE method in HTTP is used for debugging purposes,
but enabling it can introduce security vulnerabilities. It's not typically recommended for enhancing security monitoring or incident
response.
C . Enabling alerting on all suspicious administrator behavior: This option directly targets the potential misuse of administrator
accounts, which are often high-value targets for attackers. By monitoring and alerting on suspicious activities from admin accounts,
the organization can quickly identify and respond to potential breaches, thereby reducing dwell time significantly. Suspicious behavior
could include unusual login times, access to sensitive data not usually accessed by the admin, or any deviation from normal behavior
patterns. This proactive monitoring is crucial for quick detection and response, aligning well with best practices in incident response.
D . Utilizing allow lists on the WAF for all users using GET methods: This measure is aimed at restricting access based on allowed
lists, which can be effective in preventing unauthorized access but doesn't specifically address the need for quick detection and
response to internal threats.
Reference:
CompTIA SecurityX Study Guide: Emphasizes the importance of monitoring and alerting on admin activities as part of a robust
incident response plan.



NIST Special Publication 800-61 Revision 2,"Computer Security Incident Handling Guide": Highlights best practices for incident
response, including the importance of detecting and responding to suspicious activities quickly.
"Incident Response & Computer Forensics" by Jason T. Luttgens, Matthew Pepe, and Kevin Mandia: Discusses techniques for
reducing dwell time through effective monitoring and alerting mechanisms, particularly focusing on privileged account activities.
By focusing on enabling alerting for suspicious administrator behavior, the security analyst addresses a critical area that can help
reduce the time a threat goes undetected, thereby improving the overall security posture of the organization.
Top of Form
Bottom of Form

NEW QUESTION # 165 
A security engineer is reviewing the SIEM logs after a server crashed. The following list of events represents the timeline of actions
collected from the SIEM:

Which of the following TTPs is most likely associated with this SIEM log?

A. Data exfiltration
B. LOLBins use
C. Lateral movement
D. Credential dumping

Answer: D

NEW QUESTION # 166
......

Our CompTIA SecurityX Certification Exam exam question has been widely praised by all of our customers in many countries and
our company has become the leader in this field. Our product boost varied functions and they include the self-learning and the self-
assessment functions, the timing function and the function to stimulate the exam to make you learn efficiently and easily. There are
many advantages of our CAS-005 Study Tool.
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