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¢ Design Pattern Selection and Implementation: This section of the exam measures skills of Software
Developers and Software Architects and covers the selection and implementation of appropriate design

ey 2 ] patterns. Learners examine common design patterns and their applications in software development. The

material focuses on understanding when and how to apply specific patterns to solve recurring design

problens and improve code organization.
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o Software Architecture and Design: This module covers topics in designing, analyzing, and managing large
FEw 22 scale software systens. Students will learn various architecture types, how to select and implement
appropriate design patterns, and how to build well structured, reliable, and secure software systerns.

¢ Software Architecture Types: This section of the exam measures skills of Software Architects and covers
various architecture types used in large scale software systems. Learners explore different architectural

bEY 73 models and frameworks that guide system design decisions. The content addresses how to identify and

evaluate architectural patterns that best fit specific project requirements and organizational needs.

¢ Software System Management: This section of the exam measures skills of Software Project Managers

and covers the management of large scale software systens. Learners study approaches for overseeing
bEv 74 software projects from conception through deployment. The material focuses on coordination strategies
and management techniques that ensure successful delivery of complex software solutions.

e Reliable and Secure Software Systens: This section of the exam measures skills of Software Engmneers and
Security Architects and covers building well structured, reliable, and secure software systens. Learners
FEwy 25 explore principles for creating software that performs consistently and protects against security threats. The
content addresses methods for implementing reliability measures and security controls throughout the

software development lifecycle.
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M #86
Which type of security analysis is performed by reviewing source code line-by-line after other security analysis techniques have been
executed?

A. Fuzz Testing

B. Static Analysis

C. Dynamic Analysis

D. Manual Code Review

Ef#E: D

H #87
‘Which DREAD category is based on how easily a threat exploit can be found?

A. Affected Users
B. Reproducibility
C. Discoverability
D. Damage Potential
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P #88

The security testing team received a report from one of the contracted penetration testing vendors that details a flaw discovered in
the login component of the new software product, along with a recommended fix.

‘Which phase of the penetration testing process is the team in?

¢ A Evaluate and plan
¢ B. Identify
e C. Assess
¢ D. Deploy

Ef#: C

A -

Comprehensive and Detailed Explanation From Exact Extract:

The teamis in the Assess phase of penetration testing. This phase involves actively testing the software, identifying vulnerabilities, and
documenting findings with recommendations. Receiving a report detailing a discovered flaw confirns that testing has been conducted
and results are being evaluated. The Identify (A) phase involves defining scope and targets, Evaluate and Plan (B) covers planning
test activities, and Deploy (C) refers to executing the test environment setup. The OWASP Penetration Testing Guide and NIST SP
800-

115 clarify that assessment includes vulnerability discovery and documentation.

References:

OWASP Penetration Testing Guide

NIST SP 800-115 Technical Guide to Information Security Testing and Assessment Microsoft SDL Security Testing Guidance

EH #89
Which category classifies identified threats that do not have defenses in place and expose the application to exploits?

e A Fully mitigated threat

e B. Threat profile

e C. Unmitigated threats

e D. Partially mitigated threat

EfE: C

fiR .-

The category that classifies identified threats with no defenses in place, exposing the application to exploits, is Unmitigated Threats.
This termrefers to vulnerabilities for which no countermeasures or mitigations have been implemented. These threats are critical
because they represent actual weaknesses that attackers can exploit. In the context of secure software design, it's essential to identify
these threats early in the SDLC to ensure that appropriate security controls can be designed and implemented to protect against
them

References:

* Taxonomy of Cyber Threats to Application Security and Applicable Defensesl.

* OWASP Foundation's Threat Modeling Process?2.

* Mitigating Persistent Application Security Threats3.

R #90
What is a best practice of secure coding?

A. User acceptance testing

]
¢ B. Planning

e (. Session management
e D. Microservices

IEf: C



Session management is a core component of secure coding, which involves maintaining the state of a user's interaction with a system.
Proper session management can help protect against various security vulnerabilities, such as session hijacking and session fixation
attacks. It is essential for ensuring that user data is handled securely throughout an application's workflow.

References: The OWASP Secure Coding Practices guide emphasizes the importance of implementing secure coding standards,
which include robust session management1. Additionally, Snyk's secure coding practices highlight the significance of access control,
including authentication and authorization, as fundamental to protecting a system2. These resources align with the concept that
effective session management is a best practice in secure coding.
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