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R #17
Electronic security, as defined n ANSI/ISA-99.00.01:22007. includes which of the following?
Available Choices (select all choices that are correct)

¢ A. Computers, networks, operating systems, applications, and other programmable configurable components of the system

¢ B. Security guidelines for the proper configuration of TACS computers and operating systems

e C. Security guidelines for the proper configuration of TACS PLCs and other programmable configurable components of the
system

e D. Personnel, policies, and procedures related to the security of computers, networks. PLCs, and other programmable
configurable components of the system

EfE: AL D

AR :

In ANSI/ISA-99.00.01:2007, which is part of the ISA/IEC 62443 standards, electronic security encompasses both the technical
and human aspects of cybersecurity within industrial automated and control systems (IACS). Option B correctly highlights
components such as computers, networks, operating systemms, applications, and other programmable configurable components which
are intrinsic to the systen's electronic security framework. Option C is also correct as it includes the personnel, policies, and
procedures which play a crucial role in securing these systems. This emphasizes that security is not only about the technological
solutions but also about managing human elements and organizational processes eftectively.

ISA/IEC 62443 Cybersecurity Fundamentals References:

* ISA/IEC 62443 standards focus on the holistic nature of security which is clearly supported by including both the technological
(Option B) and human elements (Option C) in the definition of electronic security.

R #18
What is a feature of an asymmetric key?
Available Choices (select all choices that are correct)

A. Uses different keys

B. Has lower network overhead
C. Shares the same key OD.

D. Uses a continuous stream

Ef#: A

B #19

Which is a commonly used protocol for managing secure data transmission on the Internet?
Auvailable Choices (select all choices that are correct)

¢ A. Datagram Transport Layer Security (DTLS)
¢ B. Secure Sockets Layer

e C. Secure Tehnet

¢ D. Microsoft Point-to-Point Encryption

IE%: A\ B

R -

Datagram Transport Layer Security (DTLS) and Secure Sockets Layer (SSL) are both commonly used protocols for managing
secure data transmission on the Internet. DTLS is a variant of SSL that is designed to work over datagram protocols such as UDP,
which are used for real-time applications such as voice and video.

SSL is a protocol that provides encryption, authentication, and integrity for data transmitted over TCP, which is used for reliable and
ordered delivery of data. Both DTLS and SSL use certificates and asymmetric cryptography to establish a secure session between
the communicating parties, and then use symimetric cryptography to encrypt the data exchanged. DTLS and SSL are widely used in
web browsers, email clients, VPN, and other applications that require secure communication over the Internet. References:

* ISA/IEC 62443 Standards to Secure Your Industrial Control System, Module 3: Introduction to Cryptography, pages 3-5 to 3-7



* Using the ISA/IEC 62443 Standards to Secure Your Control System, Chapter 6: Securing Commumications, pages 125-126

H #20
Which U.S. Departiment is responsible for the Chemical Facility Anti- Terrorism Standards (CFATS)?

¢ A Transportation Security Administration
¢ B. Department of Homeland Security

¢ C. Department of Energy

¢ D. Nuclear Regulatory Commission

IEf#: B

TR

The Chemical Facility Anti-Terrorism Standards (CFATS) program is overseen and enforced by the U.S.

Department of Homeland Security (DHS). This program is designed to identify and regulate high-risk chemical facilities to ensure
they have security measures in place to reduce the risk associated with hazardous chemicals, including risks posed by cyber threats.
Reference: U.S. Department of Homeland Security (DHS), Official CFATS Documentation; ISA/IEC 62443-

2-1:2009, Section 4.2.6 (Reference to U.S. regulations).

HME #21
Which of the following is NOT listed as a potential consequence of compromising IACS according to the ISA99 Committee scope?

A. Increased product sales

B. Endangerment of public safety
C. Economic and operational losses
D. Loss of proprietary nformation

Ef: A

L2

The ISA99 Commiittee (which develops the ISA/IEC 62443 series) clearly outlines four key consequences of compromising an
Industrial Automation and Control System (IACS):

Endangerment of public or employee safety

Loss of public confidence

Violation of regulatory requirements

Loss of proprietary or confidential information

Economic and operational losses

"Increased product sales" is not listed - in fact, a compromise would likely result in the opposite, such as brand damage and loss of
customer trust.

"The scope of the ISA99 Committee includes addressing risks such as the endangerment of public safety, loss of mformation, and
economic harm arising from cyber incidents affecting IACS."

- ISA/IEC 62443-1-1:22007, Clause 1 - Scope and Purpose

References:

ISA/IEC 62443-1-12007 - Clause 1

ISA99 Committee Charter and Scope
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