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HR #25

A security architect is implementing more restrictive policies to improve secure coding practices.
Which of the following solutions are the best ways to improve the security coding practices?
(Choose two.)

A. Perform regular vulnerability assessments on production software, defining tight SLAs for treatment.
B. Define security gates and tests along the CI/CD flow with strict exception rules.

C. Perform regular code reviews and implement pair programming methodology.

D. Implement a SAST tool along the pipeline for every new commit.

E. Hire a third-party company to perform regular software tests, including quality and unity tests.

F. Deliver regular training for the software developers based on best practices.

EME: D. F
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An organization recently implemented a new email DLP solution. Emails sent from company email addresses to matching personal
email addresses generated a large number of alerts, but the content of the emils did not include company data. The security team
needs to reduce the number of emails sent without blocking all emails to common personal email services. Which of the following
should the security team implement first?

¢ A. Automatically quarantine outgoing email.

¢ B. Enforce email encryption standards.

¢ (. Create an acceptable use policy.

¢ D. Perform security awareness training focusing on phishing,

EfE: C

A -

An acceptable use policy (AUP) defines what is considered appropriate use of corporate email and prevents unnecessary emails to
personal accounts. This helps in reducing false DLP alerts while maintaining compliance.

* Quarantining emails (A) is unnecessary since the content was not flagged as sensitive.

* Encryption (C) secures emails but does not address overuse.

* Phishing awareness training (D) is unrelated to policy enforcement for outgoing emails.

B #27

A security analyst wants to use lessons learned from a poor incident response to reduce dwell lime in the future The analyst is using
the following data points
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Which of'the following would the analyst most likely recommend?

e A. Allowing TRACE method traffic to enable better log correlation
e B. Enabling alerting on all suspicious administrator behavior

o C. utilizing allow lists on the WAF for all users using GFT methods
¢ D. Adjusting the SIEM to alert on attempts to visit phishing sites

IEf#: B

R«

In the context of improving incident response and reducing dwell time, the security analyst needs to focus on proactive measures that
can quickly detect and alert on potential security breaches. Here's a detailed analysis of the options provided:

A: Adjusting the STEM to alert on attempts to visit phishing sites: While this is a useful measure to prevent phishing attacks, it
primarily addresses external threats and doesn't directly impact dwell time reduction, which focuses on the time a threat remains
undetected within a network.

B: Allowing TRACE method traffic to enable better log correlation: The TRACE method in HTTP is used for debugging purposes,
but enabling it can introduce security vulnerabilities. It's not typically recommended for enhancing security monitoring or incident
response.

C: Enabling alerting on all suspicious administrator behavior: This option directly targets the potential misuse of administrator
accounts, which are often high-value targets for attackers. By monitoring and alerting on suspicious activities from admin accounts,
the organization can quickly identify and respond to potential breaches, thereby reducing dwell time significantly. Suspicious behavior
could include unusual login times, access to sensitive data not usually accessed by the admin, or any deviation from normal behavior
patterns.

This proactive monitoring is crucial for quick detection and response, aligning well with best practices in incident response.

D: Utilizing allow lists on the WAF for all users using GET methods: This measure is aimed at restricting access based on allowed
lists, which can be effective in preventing unauthorized access but doesn't specifically address the need for quick detection and
response to internal threats.



H #28
A company plans to implement a research facility with Intellectual property data that should be protected The following is the
security diagram proposed by the security architect
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Which of the following security architect models is illustrated by the diagram?

A. Perimeter protection security model

B. Agent based security model

C. Zero Trust security model

D. Identity and access management model

Ef: C

fiE L

The security diagram proposed by the security architect depicts a Zero Trust security model. Zero Trust is a security framework that
assurres all entities, both inside and outside the network, cannot be trusted and must be verified before gaining access to resources.
Key Characteristics of Zero Trust in the Diagram:

Role-based Access Control: Ensures that users have access only to the resources necessary for their role.

Mandatory Access Control: Additional layer of security requiring authentication for access to sensitive areas.

Network Access Control: Ensures that devices meet security standards before accessing the network.

Multi-factor Authentication (MFA): Enhances security by requiring multiple forns of verification.

This model aligns with the Zero Trust principles of never trusting and always verifying access requests, regardless of their origin.
Reference:

CompTIA SecurityX Study Guide

NIST Special Publication 800-207, "Zero Trust Architecture"

"Implementing a Zero Trust Architecture," Forrester Research
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A web application server that provides services to hybrid modern and legacy financial applications recently underwent a scheduled
upgrade to update common libraries, including OpenSSL. Mulltiple users are now reporting failed connection attempts to the server.
The technician performing initial triage identified the following:

* Client applications more than five years old appear to be the most affected.

* Web server logs show initial connection attempts by affected hosts.

* For the failed connections, logs indicate "cipher unavailable."

Which of the following is most likely to safely remediate this situation?

A. The server needs to be configured for backward compatibility to SSL 3.0 applications.

B. The server-side digital signature algorithm needs to be modified to support elliptic curve cryptography.
C. The client TLS configuration must be set to enforce electronic codebook modes of operation.

D. The client applications need to be modified to support AES in Galois/Counter Mode or equivalent.

Ef#: D

fE

The "cipher unavailable" message indicates that the client and server could not agree on a common cipher suite. After the OpenSSL
update, the server likely dropped support for older, insecure ciphers (such as RC4 or

3DES) that legacy clients still use. The safest remediation is to update or configure the client applications to support modern, secure



ciphers such as AES in Galois/Counter Mode (AES-GCM) or an equivalent strong cipher suite that is supported by the updated
OpenSSL server.

* Option A (SSL 3.0) is unsafe because SSL 3.0 is deprecated and vulnerable to muiltiple attacks (e.g., POODLE).

* Option C (ECB mode) is insecure due to pattern leakage and should never be enforced.

* Option D (ECC signatures) relates to key exchange and signatures, not to the "cipher unavailable" issue directly.

This approach aligns with SecurityX CAS-005 cryptographic interoperability guidance-modernize clients rather than reintroduce
insecure protocols.
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