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H A #367

An employee is approached by a competitor at a conference who asks detailed questions about the company's upcoming
proprietary products.

How should the employee respond?

e A Politely decline to discuss any specifics about proprietary products
¢ B. Provide misleading information to protect company secrets

e (. Share the information to foster industry relationships

e D. Agree to discuss more in a less public setting

EfE: A
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Correct Answer. B. Politely decline to discuss any specifics about proprietary products Declining to discuss proprietary information
protects the company's interests and adheres to confidentiality policies without engaging in unethical practices.

Option A is incorrect because sharing proprietary information can lead to competitive disadvantage and breaches of confidentiality
Option C is incorrect as providing false information can create further complications and is unethical Option D is incorrect because
even in private, sharing proprietary information without authorization is against company policy

A #368
What is the first step a technician should instruct a user to take before initiating a malware scan on their computer?

¢ A. Open all files to check for symptons of malware
¢ B. Disconnect the computer from the internet

e C. Ensure the antivirus software is updated

¢ D. Delete unfamiliar files and applications

Ef#: C

A :

Correct Answer. C. Ensure the antivirus software is updated Before running a malware scan, it is crucial to update the antivirus
software to ensure that the scan can identify and mitigate the latest threats effectively.

Option A is incorrect because opening files could potentially activate malicious software.

Option B is incorrect as disconnecting from the internet should not be necessary before updating and running a malware scan.
Option D is incorrect as deleting files without proper analysis may result in the loss of important data and does not guarantee the
removal of malware.

E R #369

A user's desktop has an older graphics card with a DVI output, and they wish to connect it to a newer monitor that only supports
DisplayPort input.

Which converter should the technician suggest to ensure the best display performance?

A. DVI to DisplayPort converter
B. DVI to VGA converter

C. DVI to USB-C converter

D. DVI to HDMI converter

EfE: A

fiR .-

Correct Answer. C. DVI to DisplayPort converter Using a DVI to DisplayPort converter is the most direct and effective method to
connect an older graphics card with DVI output to a newer monitor with DisplayPort mput. This converter ensures that the digital
video signal is maintained without degradation, providing optimal display quality.

Option A is incorrect because while an HDMI converter could work, it would not match the DisplayPort input directly, potentially
leading to lower performance or the need for additional conversion.

Option B is incorrect because VGA is an analog format, leading to a potential drop in video quality compared to the digital formats
like DVI and DisplayPort.

Option D is incorrect because USB-C generally handles data transfer or power delivery and is not typically used for converting
video signals from DVI.

M #370
A company's email system stops sending and receiving messages abruptly. What should the IT support technician nvestigate first to

identify the probable cause?

A. Conduct a survey to see if users prefer a different email system
B. Check if the email server needs more storage space

C. Review server logs for any recent errors or warnings

D. Suggest using personal email accounts until the issue is resolved

A
B

: C



fiR .-

Reviewing the server logs is a critical first step, as they can provide immediate insights into errors or warnings that coincide with the
time the email system failed. This information is crucial for pinpointing the specific nature of the failure.

Option B is incorrect because user preferences for email systens are irrelevant to troubleshooting a sudden operational problem.
Option C is incorrect as checking for storage space, while potentially valid, is less likely to cause an abrupt stop in email finctionality
without prior warning signs.

Option D is incorrect because suggesting alternative temporary measures does not contribute to identifying the cause of the failure.

ER #371
When mapping a shared SMB drive for a team that needs access to real-time collaborative documents, what configuration should be
prioritized to ensure optimal performance?

e A Restrict access to the SMB share based on user roles

e B. Enable offline files for all accessing the SMB share

e C. Optimize SMB caching settings on the server

e D. Configure the SMB protocol to use the highest encryption level

IEf: C

AR :

Optimizing SMB caching settings can significantly improve performance for users by reducing the load times and improving the
responsiveness of the shared drive, especially when dealing with collaborative documents that require frequent access.

Option A is incorrect because enabling offline files might reduce real-time collaboration effectiveness as users might end up working
on local copies instead of the server version.

Option B is incorrect because while encryption is important for security, it does not necessarily improve performance and can
sometimes reduce it.

Option D is incorrect because while necessary for security, restricting access does not inherently improve the performance of an
SMB share.
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