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NEW QUESTION # 110
What is one primary operational challenge associated with using cloud-agnostic container strategies?

A. Limiting deployment to a single cloud service

B. Management plane compatibility and consistent controls
C. Establishing identity and access management protocols
D. Reducing the amount of cloud storage used

Answer: B

Explanation:

One of the primary operational challenges associated with using cloud-agnostic container strategies is ensuring management plane
compatibility and consistent controls across multiple cloud environments. Cloud-agnostic strategies aim to make containers portable
between different cloud providers. However, each cloud provider has its own management tools, APIs, and security controls, which
can lead to complexities in maintaining consistent policies, monitoring, and management practices across different cloud
environments.

Limiting deployment to a single cloud service is contrary to the goal of a cloud-agnostic strategy, which seeks to avoid reliance on a
single cloud provider. Establishing identity and access management protocols is important but not unique to cloud-agnostic strategies;
IAM challenges exist regardless of cloud approach. Reducing the amount of cloud storage used is a general optimization concern,
not specifically related to cloud-agnostic containers.

NEW QUESTION # 111
Which of the following best describes the shared responsibility model in cloud security?

A. Cloud providers handle both infrastructure and workload security.

B. Custormers handle both infrastructure and workload security.

C. Neither cloud providers nor customers are responsible for security.

D. Cloud providers handle physical infrastructure security while customers handle workload security.

Answer: D

Explanation:

The shared responsibility model is a key concept in cloud security. According to the CSA Security Guidance v4.0, Domain 1,
Section 1.2.1, the responsibility for security is shared between the cloud provider and the customer, depending on the service model
(TaaS, PaaS, SaaS).

Specifically:

"Infrastructure as a Service: Just like PaaS, the provider is responsible for foundational security, while the cloud user is responsible
for everything they build on the infrastructure."

"At a high level, security responsibility maps to the degree of control any given actor has over the architecture stack." This means the
cloud provider handles the physical security (data center, servers, etc.), while the customer is responsible for securing the workloads
they deploy on the infrastructure, such as their applications, data, configurations, and access controls.

Incorrect Options:

B is incorrect because providers do not manage your workload or data security.

C is false - both parties share responsibilities.

D is incorrect because customers do not manage the cloud's physical infrastructure.

Reference:

CSA Security Guidance v4.0 - Domain 1, Section 1.2.1: "Cloud Security and Compliance Scope and Responsibilities"

NEW QUESTION # 112
Which of the following is a common security issue associated with serverless computing environments?

A. Conplex deployment pipelines
B. High operational costs

C. Misconfigurations

D. Limited scalability

Answer: C

Explanation:



Serverless environments are vulnerable to misconfigurations, which can expose sensitive data and resources, making security
configurations critical. Reference: [Security Guidance v5, Domain 8 - Cloud Workload Security][source 16].

NEW QUESTION # 113
Which of'the following authentication is most secured?

A. Bio metric Access

B. Active Directory

C. Username and encrypted password
D. Multi-factor Authentication

Answer: D

Explanation:

All privileged user accounts should use multi-factor authentication(MFA). If possible, all cloud accounts(even individual user
accounts) should use MFA. It's one of the single most effective security controls to defend against a wide range of attacks. This is
also true regardless of the service model: MFA is just as important for SaaS as it is for [aaS.

Reference: CSA Security GuidelinesV.4(reproduced here for the educational purpose)

NEW QUESTION # 114
Which of the following is a key component that allows programmatic management of the cloud?

A. API Gateway
B. Control Plane
C. APIs

D. Firewall

Answer: C

Explanation:

Application Programming Interfaces allow for programmatic management of the cloud. They are the glue that holds the cloud's
components together and enables their orchestration. Since not everyone wants to write programs to manage their cloud, web
consoles provide visual interfaces. In many cases web consoles merely use the same APIs you can access directly.

Reference: CSA Security Guidelines V.4 (reproduced here for the educational purpose)
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