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Microsoft Cybersecurity Architect Sample Questions (Q226-Q231):
NEW QUESTION # 226 
Your company finalizes the adoption of Azure and is implementing Microsoft Defender for Cloud.
You receive the following recommendations in Defender for Cloud
* Access to storage accounts with firewall and virtual network configurations should be restricted,
* Storage accounts should restrict network access using virtual network rules.
* Storage account should use a private link connection.
* Storage account public access should be disallowed.
You need to recommend a service to mitigate identified risks that relate to the recommendations. What should you recommend?

A. Azure Storage Analytics
B. Microsoft Sentinel
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C. Azure Policy
D. Azure Network Watcher

Answer: C

Explanation:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/security-policy-concept https://docs.microsoft.com
/en-us/security/benchmark/azure/baselines/storage-security-baseline

NEW QUESTION # 227 
You have a hybrid cloud infrastructure.
You plan to deploy the Azure applications shown in the following table.
What should you use to meet the requirement of each app? To answer, select the appropriate options in the answer are
a. NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 228 
A customer follows the Zero Trust model and explicitly verifies each attempt to access its corporate applications.
The customer discovers that several endpoints are infected with malware.
The customer suspends access attempts from the infected endpoints.
The malware is removed from the end point.
Which two conditions must be met before endpoint users can access the corporate applications again? Each correct answer presents
part of the solution.
NOTE: Each correct selection is worth one point.

A. Microsoft Intune reports the endpoints as compliant.
B. A new Azure Active Directory (Azure AD) Conditional Access policy is enforced.
C. The client access tokens are refreshed.
D. Microsoft Defender for Endpoint reports the endpoints as compliant.

Answer: B,C

Explanation:
https://www.microsoft.com/security/blog/2022/02/17/4-best-practices-to-implement-a-comprehensive-zero-trust-
https://docs.microsoft.com/en-us/azure/active-directory/develop/refresh-tokens

NEW QUESTION # 229 
You are creating the security recommendations for an Azure App Service web app named App1.
App1 has the following specifications:
* Users will request access to App1 through the My Apps portal. A human resources manager will approve the requests.
* Users will authenticate by using Azure Active Directory (Azure AD) user accounts.
You need to recommend an access security architecture for App1.
What should you include in the recommendation? To answer, select the appropriate options in the answer are
a. NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 230 
Your company has a hybrid cloud infrastructure.
The company plans to hire several temporary employees within a brief period. The temporary employees will need to access



applications and data on the company' premises network. The company's security policy prevents the use of personal devices for
accessing company data and applications.
You need to recommend a solution to provide the temporary employee with access to company resources. The solution must be
able to scale on demand.
What should you include in the recommendation?

A. Deploy Azure Virtual Desktop, Azure Active Directory (Azure AD) Conditional Access, and Microsoft Defender for
Cloud Apps.
B. Deploy Microsoft Endpoint Manager and Azure Active Directory (Azure AD) Conditional Access.
C. Redesign the VPN infrastructure by adopting a split tunnel configuration.
D. Migrate the on-premises applications to cloud-based applications.

Answer: A

Explanation:
You can connect an Azure Virtual Desktop to an on-premises network using a virtual private network (VPN), or use Azure
ExpressRoute to extend the on- premises network into the Azure cloud over a private connection.
* Azure AD: Azure Virtual Desktop uses Azure AD for identity and access management. Azure AD integration applies Azure AD
security features like conditional access, multi-factor authentication, and the Intelligent Security Graph, and helps maintain app
compatibility in domain-joined VMs.
* Azure Virtual Desktop, enable Microsoft Defender for Cloud.
We recommend enabling Microsoft Defender for Cloud's enhanced security features to:
Manage vulnerabilities.
Assess compliance with common frameworks like PCI.
* Microsoft Defender for Cloud Apps, formerly known as Microsoft Cloud App Security, is a comprehensive solution for security
and compliance teams enabling users in the organization, local and remote, to safely adopt business applications without
compromising productivity.
Reference:
https://docs.microsoft.com/en-us/azure/architecture/example-scenario/wvd/windows-virtual- desktop
https://docs.microsoft.com/en-us/azure/virtual-desktop/security-guide
https://techcommunity.microsoft.com/t5/security-compliance-and-identity/announcing-microsoft- defender-for-cloud-apps/ba-
p/2835842

NEW QUESTION # 231
......
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