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NEW QUESTION # 114 
You are concerned about attackers gaining access to your WLAN from outside the facility.
Why does reducing the output power on the APs not provide sufficient certainty that an attacker outside the facility cannot gain
access?

A. Because the attacker can increase the output power of the radio on the client
B. Because the attacker will simplify use a lower gain antenna and a radio with higher receive sensitivity
C. Because RF signals can be received even when weak if using a Mac OS X computer
D. Because the attacker can simply use high gain antennas

Answer: D

NEW QUESTION # 115 
Which piece of information is not transmitted in an HT PPDU header?

A. Number of Spatial Streams
B. MCS index
C. Channel number
D. PPDU length

Answer: C

Explanation:
The channel number is not transmitted in an HT PPDU header. An HT PPDU header is a part of the PPDU that contains information
such as modulation, coding, data rate, and number of spatial streams for an 802.11n transmission. The channel number is not
included in the HT PPDU header, as it is determined by the frequency band and channel width that are used by the transmitter and
receiver. The channel number can be inferred from the frequency band and channel width, which are indicated by bits in different
fields of the HT PPDU header, such as HT-SIG and HT-LTF. The other options are not correct, as they are transmitted in an HT
PPDU header. The number of spatial streams, PPDU length, and MCS index are indicated by bits in the HT-SIG field of the HT
PPDU header. References: [Wireless Analysis Professional Study Guide CWAP-
405], Chapter 4: 802.11 Physical Layer, page 108-109

NEW QUESTION # 116 
You are using the real-time FFT display of a spectrum analyzer.
In what domain does this show the RF energy detected in the swept frequencies?

A. Phase
B. Time
C. Length
D. Frequency

Answer: A

NEW QUESTION # 117 
You are analyzing a problem with a specific client adapter. The vendor specifications sheet does not provide detailed information.
What tool can you use to provide the most detailed specification information in many such cases?

A. Spectrum analyzer
B. WLAN controller
C. FCC ID Search
D. Wi-Fi finder

Answer: C

NEW QUESTION # 118 
Which one of the these is the most important in the WLAN troubleshooting methodology among those listed?



A. Talk to the end users about their experiences
B. Interview the network manager about the issues being experienced
C. Observe the problem
D. Obtain detailed -knowledge of the wireless vendors debug and logging options

Answer: C

Explanation:
Observing the problem is the most important step in the WLAN troubleshooting methodology among those listed. This step involves
capturing and analyzing the relevant data from the wireless network, such as packets, frames, spectrum, and performance metrics.
Observing the problem helps to verify the existence and scope of the issue, identify the root cause and possible solutions, and
validate the results of any actions taken. The other steps are also important, but they are not as critical as observing the problem12
References:
* CWAP-405Study Guide, Chapter 1: Troubleshooting Methodology, page 15
* CWAP-405Objectives, Section 1.2: Observe the problem
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