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NEW QUESTION # 75 
When a data frame is encrypted with WPA2, to which portion of the frame is the encryption applied?

A. Frame body including the LLCPDU
B. Frame body and MAC Header
C. The whole MPDU
D. Frame body excluding the LLCPD U

Answer: A

Explanation:
When a data frame is encrypted with WPA2, the encryption is applied to the frame body including the LLCPDU. The LLCPDU
(Logical Link Control Protocol Data Unit) is a part of the frame body that contains information such as protocol type, source and
destination service access points (SAPs), and control fields. The LLCPDU is added by the LLC (Logical Link Control) sublayer to
provide multiplexing and flow control functions for different upper layer protocols. When a data frame is encrypted with WPA2,
which uses AES- CCMP as its encryption algorithm, both the payload and the LLCPDU are encrypted as a single unit. The MAC
header and FCS are not encrypted, as they are needed for addressing and error detection purposes. References: [Wireless Analysis
Professional Study Guide CWAP-405], Chapter 5: 802.11 MAC Sublayer, page 115-116

NEW QUESTION # 76 
What is the function of 802.11 Management frames?

A. Manage the flow of data
B. Prioritize network administration traffic
C. Manage the BSS
D. Communicate configuration changes between WLAN controller and APs

Answer: C

Explanation:
The function of 802.11 management frames is to manage the BSS. A BSS (Basic Service Set) is a group of STAs (stations) that
share a common SSID (Service Set Identifier) and communicate with each other through an AP (access point) or directly in an ad
hoc mode. Management frames are one of the three types of 802.11 frames, along with control and data frames. Management
frames are used to establish, maintain, and terminate associations between STAs and APs, as well as to advertise and discover
BSSs, exchange security information, report errors, and perform other management functions. The other options are not correct, as
they are not functions of 802.11 management frames. Prioritizing network administration traffic, communicating configuration changes
between WLAN controller and APs, and managing the flow of data are functions of other types of frames or protocols. References:
[Wireless Analysis Professional Study Guide CWAP-405], Chapter 5: 802.11 MAC Sublayer, page 120-121

NEW QUESTION # 77 
ABC Company requires the ability to identify and quickly locate rogue devices. ABC has chosen an overlay WIPS solution with
Wi-Fi sensors that use dipole antennas to perform this task. No other sensors are included. Use your knowledge of location tracking
techniques to answer the question.
Which one of the following location methods is not available in the described system?

A. RF Fingerprinting
B. GPS Positioning
C. Trilateration of RSSI measurements
D. Time Difference of Arrival (TDoA)

Answer: A

NEW QUESTION # 78 
You are concerned about attackers gaining access to your WLAN from outside the facility.
Why does reducing the output power on the APs not provide sufficient certainty that an attacker outside the facility cannot gain
access?

A. Because the attacker can increase the output power of the radio on the client



B. Because the attacker can simply use high gain antennas
C. Because RF signals can be received even when weak if using a Mac OS X computer
D. Because the attacker will simplify use a lower gain antenna and a radio with higher receive sensitivity

Answer: B

NEW QUESTION # 79 
You're the WLAN administrator for a large retailer based at the HQ in New York. The London-based office has been complaining
about WLAN disconnections around lunch time each day. You suspect this might be interference from the staff microwave, how
might you test your theory from the New York office?

A. Access the microwave remotely and run a diagnostic check
B. Place one of the London APs into spectrum analyzer mode and monitor the situation over lunch time
C. Ask a local member of staff to change the frequency of the microwave and see if the disconnections stop
D. Ask a local member of staff to take some pictures of the microwave, including some close-ups of the door seal so that you
can assess it

Answer: B

Explanation:
The best way to test the theory of microwave interference from the New York office is to use a remote spectrum analyzer. By
placing one of the London APs into spectrum analyzer mode, you can capture and analyze the RF spectrum in the London office
over lunch time. You can then look for any signs of microwave interference, such as high duty cycle, high amplitude, or frequency
hopping on the 2.4 GHz band. This method does not require any physical access to the microwave or any changes to its frequency.
References: [Wireless Analysis Professional Study Guide], Chapter 3: Spectrum Analysis, page 64
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