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importantly, if you take our products into consideration, our 300-720 study materials will bring a good academic outcome for you.
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learning process. Your success is 100% guaranteed with our 300-720 learning guide!
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Cisco 300-720 Certification Exam is an important certification for security professionals who are responsible for securing email using
the Cisco ESA. By demonstrating expertise in this area, professionals can enhance their career prospects and contribute to the
security of their organization's email infrastructure.

Cisco Securing Email with Cisco Email Security Appliance Sample Questions
(Q111-Q116):
NEW QUESTION # 111 
Which global setting is configured under Cisco ESA Scan Behavior?

A. minimum depth of attachment recursion to scan
B. actions for unscannable messages due to attachment type
C. minimum attachment size to scan
D. attachment scanning timeout

Answer: D

Explanation:
Reference:
https://community.cisco.com/t5/email-security/cisco-ironport-esa-security-services-scan-behavior- impact-on-av/td-p/3923243

NEW QUESTION # 112 
A company has recently updated their security policy and now wants to drop all email messages larger than
100 MB coming from external sources. The Cisco Secure Email Gateway is LDAP integrated and all employee accounts are in the
group " Employees " . Which filter rule configuration provides the desired outcome?

A. if (mail-from-group == ' Employees ' ) and (body-size > 100M) {bounce();}
B. if (mail-from-group == ' Employees ' ) and (body-size > " 100M " ) {drop()}
C. if ( ' mail-from-group != Employees ' ) and (body-size > 100M) {drop();}
D. if (mail-from-group != ' Employees ' ) and (body-size > 100M) {drop();}

Answer: B

NEW QUESTION # 113 
Which functionality is impacted if the assigned certificate under one of the IP interfaces is modified?

A. traffic between the Cisco Secure Email Gateway and the LDAP server
B. HTTPS traffic when connecting to the web user interface of the Cisco Secure Email Gateway
C. emails being received by the Cisco Secure Email Gateway
D. emails being delivered from the Cisco Secure Email Gateway

Answer: B

Explanation:
If the assigned certificate under one of the IP interfaces is modified, then the HTTPS traffic when connecting to the web user
interface of the Cisco Secure Email Gateway will be impacted. The administrator must ensure that the certificate is valid and trusted
by the browser or client that is used to access the web user interface.
Otherwise , the connection may fail or generate a warning message. References : [Cisco Secure Email Gateway Administrator Guide
- Configuring Certificates]

NEW QUESTION # 114 
Drag and drop the Cisco ESA reactions to a possible DLP from the left onto the correct action types on the right.
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Answer:

Explanation:

Reference:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/
b_ESA_Admin_Guide_chapter_010001.html (message actions)

NEW QUESTION # 115 
An administrator has created a content filter to quarantine all messages that result in an SPF hardfail to review the messages and
determine whether a trusted partner has accidentally misconfigured the DNS settings. The administrator sets the policy quarantine to
release the messages after 24 hours, allowing time to review while not interrupting business.
Which additional option should be used to help the end users be aware of the elevated risk of interacting with these messages?

A. Strip Attachments
B. Notify Sender
C. Notify Recipient
D. Modify Subject

Answer: D

Explanation:
Modify Subject is an additional option that should be used to help the end users be aware of the elevated risk of interacting with
these messages. Modify Subject allows the administrator to add a prefix or suffix to the message subject, such as "[SPF Fail]", to
indicate that the message has failed the SPF verification and may be fraudulent or spoofed.



The other options are not valid additional options to help the end users be aware of the elevated risk of interacting with these
messages, because they do not affect the message subject or provide any warning to the end users.

NEW QUESTION # 116
......

Just the same as the free demos of our 300-720 learning quiz, we have provided three kinds of versions of our 300-720 preparation
exam, among which the PDF version is the most popular one. It is understandable that many people give their priority to use paper-
based materials rather than learning on computers, and it is quite clear that the PDF version is convenient for our customers to read
and print the contents in our 300-720 Study Guide.
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