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NEW QUESTION # 39
In the context of network security, what is session hijacking?

A. Intercepting and exploiting valid session control mechanisms
B. Redirecting a user to a malicious site

C. Hijacking the routing table of a router

D. The process of forcibly ending a user's session

Answer: A
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NEW QUESTION # 40
What is the primary goal of an information security program?

A. To protect the confidentiality, integrity, and availability of data
B. To ensure usability of the system

C. To promote an open and shared environment

D. To increase data processing speeds

Answer: A

NEW QUESTION # 41
Which of'the following BEST helps prevent session hijacking?

A. Disabling logging mechanisms

B. Clearing browser cookies regularly

C. Use of HTTPS mstead of HTTP

D. Changing network ifrastructure frequently

Answer: C

NEW QUESTION # 42
What are effective countermeasures against [oT threats?
(Choose two)

A. Disabling unnecessary services and ports

B. Using default device credentials

C. Regularly updating device firmware

D. Segregating [oT devices on separate network segments

Answer: C,D

NEW QUESTION # 43
What is the role of containerization in cloud security?

A. To allow unregulated access to shared resources
B. To isolate applications and improve security

C. To improve system uptime

D. To ensure high network bandwidth

Answer: B

NEW QUESTION # 44
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