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EAE #167
A new employee just connected their workstation to a Cisco IP phone. The network administrator wants to ensure that the Cisco IP
phone remains online when the user disconnects their Workstation from the corporate network. Which CoA configuration meets this
requirement?

A. Disconnect
B. Reauth

C. Port Bounce
D. NoCoA

He:. B

dY:

The Reauth option may be sufficient for cases where no VLAN or address change is expected following reauthorization of the
current session.

If multiple endpoints are detected on a wired switchport, ISE will automatically revert to using the Reauth option to avoid service
disruption of other connected devices. A common example is a workstation connected to an IP phone where a port bounce would
mterrupt communications for both workstation and phone.

EE #168
An engineer is configuring a virtual Cisco ISE deployment and needs each persona to be on a different node. Which persona should
be configured with the largest amount of storage in this environment?

A. Monitoring and Troubleshooting
B. Platform Exchange Grid

C. Primary Administration

D. policy Services

HE: A

Y.
https//www.cisco.comy/c/en/us/td/docs/security/ise/2-
1/install guide/b_ise InstallationGuide21/b_ise InstallationGuide21 chapter 011.html

HEE #169
What is an advantage of using EAP-TLS over EAP-MS-CHAPV2 for client authentication?

A. EAP-TLS uses multiple forms of authentication, while EAP-MS-CHAPV2 only uses one.

B. EAP-TLS secures the exchange of credentials, while EAP-MS-CHAPV2 does not.

C. EAP-TLS uses a device certificate for authentication to enhance security, while EAP-MS-CHAPv2 does not.

D. EAP-TLS uses a username and password for authentication to enhance security, while EAP-MS-CHAPV2 does not.
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HEE #170
Which are two characteristics of TACACS+? (Choose two ) ,

A. It separates authorization and authentication finctions.
B. It uses TCP port 49.

C. It uses UDP port 49.

D. It encrypts the password only.

E. It combines authorization and authentication functions.

HE:. DE



AE#171
An engineer is configuring a new Cisco ISE node. The Device Admin service must run on this node to handle authentication requests
for network device access via TACACS+. Which persona must be enabled on this node to perform this function?

A. pxGrid

B. Admmnistration
C. Policy Service
D. Monitoring
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