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NEW QUESTION # 252
An architectural firm is working with its security team to ensure that any draft images that are leaked to the public can be traced back
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to a specific external party. Which of the following would BEST acconplish this goal?

A. Utilize watermarks in the images that are specific to each external party.

B. Have the external parties sign non-disclosure agreements before sending any images.
C. Only share images with external parties that have worked with the firm previously.
D. Properly configure a secure file transfer systemto ensure file integrity.

Answer: A

Explanation:

Watermarking is a technique of adding an identifying image or pattern to an original image to protect its ownership and authenticity.
Watermarks can be customized to include specific information about the external party, such as their name, logo, or date of receipt.
This way, if any draft images are leaked to the public, the firm can trace back the source of the leak and take appropriate actions.
Verified Reference:

https:/en.wikipedia.org/wiki'Watermark

httpsy//www.canva.conyfeatures/watermark-photos/

httpsy//www.mdpi.con/2078-2489/11/2/110

NEW QUESTION # 253
A security analyst is concerned that a malicious piece of code was downloaded on a Linux system. After some research, the analyst
determines that the suspected piece of code is performing a lot of mput/output (/O) on the disk drive.

Based on the output above, from which of the following process IDs can the analyst begin an investigation?

A0
B. 1
C.2
D.3

Answer: A

Explanation:

The process ID 87 can be the starting point for an investigation of a possible buffer overflow attack, as it shows a high percentage of
CPU utilization (99.7%) and a suspicious command name (graphic.

linux _randomization.prg). A buffer overflow attack is a type of attack that exploits a vulnerability in an application or system that
allows an attacker to write data beyond the allocated buffer size, potentially overwriting memory segments and executing malicious
code. A high CPU utilization could indicate that the process is performing intensive or abnormal operations, such as a buffer
overflow attack. A suspicious command name could indicate that the process is trying to disguise itself or evade detection, such as
by mimicking a legitimate program or using random characters. The other process IDs do not show signs of a buffer overflow attack,
as they have low CPU utilization and normal command names. Verified References:
httpss//www.comptia.org/blog/what-is-buffer-overflow hitps:/partners.comptia.org/docs/default-source
/resources/casp-content-guide

NEW QUESTION # 254

A SOC analyst is reviewing malicious activity on an external, exposed web server. During the nvestigation, the analyst determines
specific traffic is not being logged, and there is no visibility from the WAF for the web application.

Which of the following is the MOST likely cause?

A. Old, vulnerable cipher suites are still being used.

B. A certificate on the WAF is expired.

C. HTTP traffic is not forwarding to HTTPS to decrypt.
D. The user agent client is not compatible with the WAF.

Answer: C

Explanation:

Explanation

This could be the cause of the lack of visibility from the WAF (Web Application Firewall) for the web application, as the WAF may
not be able to inspect or block unencrypted HTTP traffic. To solve this issue, the web server should redirect all HTTP requests to
HTTPS and use SSL/TLS certificates to encrypt the traffic.



NEW QUESTION # 255

A home automation company just purchased and installed tools for its SOC to enable incident identification and response on
software the company develops. The company would like to prioritize defenses against the following attack scenarios:

- Unauthorized insertions into application development environments

- Authorized insiders making unauthorized changes to environment

configurations

Which of'the following actions will enable the data feeds needed to detect these types of attacks on development environments?
(Choose two.)

A. Tmplement an XML gateway and monitor for policy violations.

B. Monitor dependency management tools and report on susceptible third-party libraries.
C. Install an IDS on the development subnet and passively monitor for vulnerable services.
D. Model user behavior and monitor for deviations from normal.

E. Continuously monitor code commiits to repositories and generate summary logs.

F. Perform static code analysis of committed code and generate summary reports.

Answer: E,F

Explanation:

Performing static code analysis of committed code and continuously monitoring code commits to repositories can help detect
unauthorized insertions into application development environments.

Static code analysis is a technique that mvolves analyzing code without executing it to identify potential vulnerabilities, security flaws,
or other issues. By performing static code analysis of committed code and generating summary reports, the home autormation
company can identify any code that does not meet its standards or that may be malicious.

NEW QUESTION # 256

An organization developed a containerized application. The organization wants to run the application in the cloud and automatically
scale it based on demand. The security operations team would like to use container orchestration but does not want to assume
patching responsibilities. Which of the following service models best meets these requirements?

A. laaS
B. SaaS
C. MaaS
D. PaaS

Answer: D

Explanation:

In this scenario, the organization is looking to deploy a containerized application in the cloud and wants the infrastructure to
automatically scale without handling patch management. A Platformas a Service (PaaS) model is the best fit because it allows
developers to focus on the application and its deployment, while the cloud provider manages the underlying infrastructure, including
patching and scaling. PaaS supports container orchestration, enabling automated scaling based on demand, and offloads most
operational responsibilities to the provider. This is in contrast to Infrastructure as a Service (IaaS), which requires more direct
management of the infrastructure, including patching. CASP+ highlights PaaS as a service model that minimizes operational overhead
for security operations teams.

References:

* CASP+ CAS-004 Exam Objectives: Domain 3.0 - Enterprise Security Architecture (Cloud Service Models)

* CompTIA CASP+ Study Guide: Cloud Computing and PaaS Benefits

NEW QUESTION # 257
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