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Fortinet FCP - FortiManager 7.6 Administrator Sample Questions (Q37-
Q42):

NEW QUESTION # 37

An administrator configures a new BGP peer in the FortiManager device-level database of FortiGate. They reinstall the policy
package to the managed FortiGate device without any errors.

However, when the administrator logs in to FortiGate, they do not see the BGP configuration changes. What is the most likely
reason why FortiManager did not push the BGP peer changes to FortiGate?

A. Fortigate has a BGP template assigned on the FortiManager database.

B. The FortiGate firmware version is different from the FortiManager ADOM version.

C. The administrator must use the Install Wizard and select Install device settings only to push BGP settings
D. The administrator must run a sanity check on FortiManager to make sure the database is not corrupted.

Answer: A

Explanation:
Ifa BGP template is assigned to the FortiGate device on FortiManager, device-level BGP configurations made directly in the
device-level database are overridden by the template settings, so the changes do not get pushed to the device.

NEW QUESTION # 38

An administrator wants to configure and manage multiple objects in the FortiManager database and give access to other users who
work in the same database.

To stay in control of the changes made to firewall policies by other team members, the administrator needs a setup where all
modifications go through a central check before they can be installed.

How can the administrator create this setup?

A. Enable the prompt asking the administrator to accept firewall policies changes before saving,
B. Enable the workspace (for all ADOMs) to control all changes made by any administrator.
C. Enable device lock and the advanced mode feature in the ADOM.

D. Enable workflow mode and the ADOM lock feature.

Answer: D

Explanation:

Enabling workflow mode along with the ADOM lock feature ensures that all configuration changes go through a centralized review
and approval process before installation, allowing controlled and coordinated management of firewall policies by muiltiple
admnistrators.

NEW QUESTION # 39

Company policy dictates that any time a change is made to a policy package on FortiManager an ADOM revision is created before
the change installed, and that revision is held for a minimum of

90 days.

Over the past three months, each mstalled change has resulted in several unused policies and duplicate objects.

The FortiManager administrator plans to upgrade the FortiGate devices and then upgrade the FortiManager ADOM from version
7.4t07.6.

Which action can the administrator take to avoid slow ADOM upgrades?

A. Export firewall policies to Excel, delete them on the ADOM. then reimport them after upgrading the ADOM.
B. Check and repair the global configuration database before upgrading,

C. Limit ADOM revisions before upgrading,

D. Find unused firmware templates, then delete them before upgrading.

Answer: C

Explanation:
Limiting ADOM revisions reduces the number of stored historical configurations, which helps avoid performance degradation and



slow ADOM upgrades caused by a large volume of revisions.

NEW QUESTION # 40

Refer to the exhibits. An administrator runs the reload failure command diagnose test deploymanager reloadconf262 on
FortiManager.

‘Why does the administrator receive an error message?

H
Diagnose output -mw
FortiManager # get system status
Platform Type 1 FMG-VMB4 KVM
Platform Full Name 3 [FortiManager -VM64-KVM
ersion : v7.6.1-build3344 241023 (GA.M)
Serial Number : FMG-VMTM2401294S
BIOS version : 94000002

Diagnose output

FortiManager # diagnose dvm device list
--- There are currently S devices/vdoms managed ---
--- There are currently S devices/vdoms count for license ---

TYPE 01D SN HA P NAME Al IPS FIRMWARE
fmgfaz-managed 230 FGVMO2TM24013423 - 10.0.13.254 FGVMA2TM24013423 7.0 MR6 (3421) N/A
|- STATUS: dev-db: not modified; conf: in sync; cond: OK; dm ; conn: up
|- vdom:[3]root flags:@ adom:root pkg:[never-installed Q
unregistered 167 FGVMO2TM24013501 - 192.168.1.3 1 root 7.8 MR6 (3401) N/A
= E. : dev-db: unknown; conf: out of syn istered; dm: none; conn: unknown
F ‘-'H.I-In [3]root flags:@ adom:root pkg:[nev @
unregistered FGVM@2TM24013502 - 192 16 MO2TM24013502 root 7.0 MR6 (3401) N/A
|- STATUS: dev-db: unknown; conf: ; cond: unregistered; dm: none; conn: unknown
|- vdom:[3]root flags:@ adom r ever-installed]
unregistered 188 FGVM@2TM24013504 .1.111 FGVM@2TM24@13564 root 7. MR6 (3401) N/A
|- STATUS: dev-db: out of sync; cond: unregistered; dm: none; conn: unknown
|- vdom: [B]root r‘oot pkg [never-installed]
fmgfaz-model 262 HQ-NGFW My_ADOM 7.8 MR6 (3481) N/A
|- sTaTUS: dnv ; conf: unknown; cond: unknown; dm: unknown; conn: unknown

|- vdom: [3]root flags © adom:My_ADOM pkg:[never-installed]

FortiManager # diagnose test deploymanager reloadconf 262
Retriving configuration file from FGT...
Error: Configuration file import error.

¢ A FortiManager requires the FortiGate serial number instead of the ID number.

e B. The admmistrator must use the FortiGate name mstead of the ID number.

¢ C. FortiManager does not support FortiOS version 7.0.

¢ D. The administrator just recently added FortiGate HQ-NGFW as a model device.

Answer: D
Explanation:

The error occurs because the FortiGate HQ-NGFW device with ID 262 is a newly added model device and has not yet been fully
synchronized or installed with a configuration package, which causes the reload configuration command to fail.

NEW QUESTION # 41
Refer to the exhibit. What can you conclude from the downloaded import report?



Start to import config from device{Remote-FortiGate) vdom(root) to
adom(root), package(Remote-FortiGate_root)

"firewall address",SKIPPED,"(name=all, 0id=2309, DUPLICATE)"

"firewall address",FAIL,"{name=REMOTE . SUBNET, oid=2311,
reason=interface((firewall address:REMOTE_SUBNET) any<-port6) binding
fail)”

"firewall policy",FAIL,"(name=1, 0id=3070, reason=interface(interface binding
contradiction. detail: (firewall address:REMOTE_SUBNET) any<-port6) binding

fail)" [P =Ll lm] =k

N NN N Wl W

e A. The administrator will see a new policy package named Remote-FortiGate root in the FortiManager ADOM database.

e B. FortiManager will change the configuration of REMOTE _SUBNET to match the interface mapping coming in from
Remote-FortiGate.

e C. FortiManager does not support per-device mapping for firewall addresses.

e D. As aresult of this policy import process, FortiManager will create a new firewall address called REMOTE _SUBNET in
the ADOM database.

Answer: A

Explanation:
The import report shows that a new policy package named Remote-FortiGate root will be created in the FortiManager ADOM
database, but some firewall addresses and policies failed to import due to interface binding conflicts.

NEW QUESTION # 42
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