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FH 1

Routing: This section focuses on Network Engineers and involves tackling issues related to packet routing
using static routes, as well as OSPF and BGP protocols to support enterprise network traffic flow.

FH 2

System troubleshooting; This section of the exam measures the skills of Network Security Support
Engineers and addresses diagnosing and correcting issues within Security Fabric setups, automation
stitches, resource utilization, general connectivity, and different operation modes in FortiGate HA clusters.
Candidates work with built-in tools to effectively find and resolve faults.

FH 3

Security profiles: This part measures skills of Security Operations Specialists and covers identifying and
resolving problens linked to FortiGuard services, web filtering configurations, and intrusion prevention
systems to maintain protection across network environments.

=7 4

Authentication: This section evaluates the abilities of System Administrators and requires troubleshooting
both local and remote authentication methods, including resolving Fortinet Single Sign-On (FSSO)
problens for secure network access.

FH 5

VPN: This section is aimed at IT Professionals and includes diagnosing and addressing issues with [Psec
VPN, specifically IKE version 1 and 2, to secure remote and site-to-site connections within the network
mfrastructure.
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(Q59-Q64):

AE#59
Exhibit.

Refer to the exhibit, which shows a partial output of diagnose hardware aysinfo memory.
Which two statements about the output are true? (Choose two.)
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m

EE #60
Exhibit.

A. There are 98908 kB o! memory that will never be used.

B. The value indicated next to the inactive heading represents the currently unused cache page.
C. The I/O cache, which has 641364 kB of memory allocated to it.

D. The user space has 708880 kB of physical memory that is not used by the system.
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Refer to the exhibit, which shows the output of get system ha status.
NGFW-1 and NGFW-2 have been up for a week.
Which two statements about the output are true? (Choose two.)

A. Ifa configuration change is made to the primary FortiGate at this time, the secondary will initiate a synchronization reset.
B. Ifno action is taken, the primary FortiGate will leave the cluster because of the current sync status.

C. IfFGVM...649 is rebooted. FGVM...650 will become the primary and retain that role, even after FGVM...649 rejoins
the cluster.

D. If port 7 becomes disconnected on the secondary, both FortiGate devices will elect itself as primary.

Y. CD

Y.
* FortiGate HA Troubleshooting and Synchronization Guides
* Fortinet Admin Guide: HA Primary Role Retention, Cluster Break-up Due to Out-of-Sync Status

B2 #61
Refer to the exhibit.

Jutput of diagnose npu npé port-list on FortiGate 2000E
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A partial output of diagnose npu up6 port-list on FortiGate 2000E is shown.
An administrator is unable to analyze traffic flowing between port1 and port17 using the diagnose sniffer command.
Which two commands allow the administrator to view the traffic? (Choose two.)

i aqrncose npu

diaqgrnose npu. npAsrTRAITEAITE

= HIINTET

conlig syastem opu

set fagtpath'disable

e D st
HE. B,C
M.

The admnistrator cannot see traffic in the sniffer because it is being offloaded to the NPU (NP6). To view the traffic, offloading must
be disabled so packets pass through the CPU.

B). config firewall policy ... set auto-asic-offload disable: This is the recommended method to troubleshoot specific traffic. By
disabling ASIC offloading in the relevant firewall policies (Policies 5 and 17 in the exhibit), traffic is forced to the CPU and becomes
visble to the sniffer.

C). diagnose npu np6 fastpath disable 1: This command temporarily disables the fastpath processing on the specific NP6 processor
(ID 1) handling the ports. This forces all traffic handled by that NPU to the CPU, allowing the sniffer to capture 1.

Incorrect Options: Option A uses mnvalid syntax (port-list disable is not a valid command). Option D (config system npu) is not the
standard method for granular troubleshooting,

EE #62
Refer to the exhibit, which shows the omitted output of a session table entry.

P af B I Ui, u), O/ 1

‘Which two statements are true? (Choose two.)

e A The traffic matches Policy ID 1.

¢ B. NP7 is handling offloading of this session.

¢ (. The session has been offloaded.

e D. The traffic has been tagged for VLAN 0000.

HE. B,C



HEE #63
Exhibit

Refer to the exhibit, which shows the output of a session. Which two statements are true? (Choose Iwo.)

A. The session was initiated from an authenticated user.
B. The session is being inspected using flow nspection.
C. The TCP session has been successfully established.
D. The session is being offloaded.

Y. AC
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