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H #53
How can a senior engineer use Strata Cloud Manager (SCM) to ensure that junior engineers are able to create compliant policies

while preventing the creation of policies that may result in security gaps?

¢ A. Runa Best Practice Assessment (BPA) at regular intervals and manually revert any policies not meeting company
compliance standards.

¢ B. Configure role-based access controls (RBACs) for all junior engineers to limit them to creating policies in a disabled state,
manually review the policies, and enable them using a senior engineer role.

e (. Configure an auto tagging rule in SCM to trigger a Security policy review workflow based on a security rule tag, then
instruct junior engineers to use this tag for all new Security policies.

e D. Use security checks under posture settings and set the action to "deny" for all checks that do not meet the conpliance
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By usingsecurity checks under posture settingsinStrata Cloud Manager (SCM), the senior engineer can enforcepolicy compliance
standardsbyautomatically denyingany security policy that does notalign with best practices. This ensures that junior engineers can
create policies while preventing configurations that might introduce security gaps. This proactive approachelimnates manual
oversightand enforces compliance at the time of policy creation, reducing risk and ensuring consistent security enforcement.

E R #54

An engineer deploys a new branch connected to Prisma Access. From the customer premises equipment (CPE) device at the
branch, Phase 1 on the tunnel is established, but Phase 2-encrypted packets are not coming back from Prisma Access.
Which Strata Logging Service log facility should the engineer review to determine why Phase 2-encrypted traffic is not being
received?

A. Decrypt logs
B. Traffic logs
C. System logs
D. Tunnel logs

IEfE: D
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SincePhase 1 of the [PSec tunnel is establishedbutPhase 2 traffic is not being received, theTunnel logsin Strata Logging
Serviceshould be reviewed. Tunnel logsprovide visibility into IPSec tunnel establishment, Phase 2 negotiation, and any errors or
dropped packets related to encrypted traffic. This will help identify whetherESP (Encapsulating Security Payload) traffic is being
blocked, mismatched security associations (SAs) exist, or if there are other issues with Prisma Access responding to Phase 2-
encrypted packets.

H #55

A customrer using Prisma Access (Managed by Panorama) wants to monitor traffic patterns across all remote networks and use
Strata Logging Service to gather insights on network usage. An engineer notices that some network data is missing from the
Application Command Center (ACC).

‘What should the engineer do to ensure conplete data visibility?

¢ A. Reconfigure the Prisma Access remote networks to log directly to Panorama instead of using Strata Logging Service.

¢ B. Verify that the Panorama web interface has been configured to aggregate logs from both the Panorama data and RN-
SPNs.

¢ C. Enable the Use Data for Pre-Defined Reports' setting in the Logging and Reporting configuration on Panorama.

¢ D. Ensure that log forwarding profiles are applied to all Prisma Access policies and directed to Strata Logging Service.

IEf#: D

TR

For complete data visibility inPrisma Access (Managed by Panorama),log forwarding profilesmust be applied toall security policiesto
ensure that traffic logs are correctly sent toStrata Logging Service. If log forwarding is missing or misconfigured, some traffic data
may not appear in theApplication Command Center (ACC), leading to incomplete insights. Verifying and correctly assigning log
forwarding ensures that all relevant network activity is captured and available for analysis.

HM #56
‘Which two actions can a company with Prisma Access deployed take to use the Egress IP API to automate policy rule updates

when the IP addresses used by Prisma Access change? (Choose two.)

A. Copy the Egress IP API Key in the service infrastructure settings.
B. Enable the Egress IP API endpoint in Prisma Access.

C. Configure a webhook to receive notifications of IP address changes.
D. Download a client certificate to authenticate to the Egress IP APL



IE%: C\ D

fEE N -

Configuring a webhook allows the company to receive real-time notifications when Prisma Access changes its egress IP addresses,
ensuring that policy rules are updated automatically. Downloading a client certificate is necessary for authentication to the Egress IP
API, allowing secure API access for retrieving updated IP addresses. These actions ensure that security policies remain effective
without manual intervention.

B #57

A user connected to Prisma Access reports that traffic intermittently is denied after matching a Catch- All Deny rule at the bottom
and bypassing HIP-based policies. Refreshing VPN connection restores the access.

What are two reasons for this behavior? (Choose two.)

A. User mapping is learned from sources other than gateway authentication.
B. Firewall loses user mapping due to missed HIP report checks.

C. HIP-enforced policy is scheduled for certain hours of the day.

D. "Collect HIP data' needs to be enabled in the configuration.

iEﬁ: A\ B

R -

User mapping learned from sources other thangateway authenticationcan cause intermittent access issues if it conflicts with the
expected user identity used in HIP-based policies. If the firewall is associatingthe user with an outdated or incorrect mapping, traffic
may not match the intended security policies, leading todenials by the Catch-All Deny rule.

Ifthefirewall loses user mapping due to missed HIP report checks, the user may temporarily lose access to policies that require a
validHost Information Profile (HIP)match. When the VPN connection is refreshed, the HIP check is re-mitiated, restoring access
until the issue repeats.

B #58
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