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Amazon AWS Certified Security - Specialty Sample Questions (Q32-Q37):

NEW QUESTION # 32

A company is planning to deploy a new log analysis environment. The company needs to analyze logs from multiple AWS services in
near real time. The solution must provide the ability to search the logs and must send alerts to an existing Amazon Simple Notification
Service (Amazon SNS) topic when specific logs match detection rules.

Which solution will meet these requirements?

e A. Analyze the logs by using Amazon QuickSight. Search the logs by listing the query results in a dashboard. Run queries to
match logs with detection rules and to send alerts to the SNS topic.

e B. Analyze the logs by using Amazon OpenSearch Service. Search the logs firom the OpenSearch API.
Use OpenSearch Service Security Analytics to match logs with detection rules and to send alerts to the SNS topic.

e (. Analyze the logs by using Amazon CloudWatch Logs. Use a subscription filter to match logs with detection rules and to
send alerts to the SN'S topic. Search the logs manually by using CloudWatch Logs Insights.

e D. Analyze the logs by using AWS Security Hub. Search the logs from the Findings page in Security Hub.
Create customactions to match logs with detection rules and to send alerts to the SNS topic.
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Answer: B

Explanation:

Amazon OpenSearch Service is designed for near real-time log ingestion, indexing, and search across large volumes of data.
According to the AWS Certified Security - Specialty Study Guide, OpenSearch supports advanced log analytics use cases and
integrates with OpenSearch Security Analytics, which provides prebuilt and custom detection rules.

Security Analytics can continuously evaluate incoming logs from muitiple AWS services and generate alerts when detection rules are
matched. These alerts can be forwarded to Amazon SNS with minimal configuration.

OpenSearch also provides powerful search and query capabilities through APIs and dashboards.

Option C supports detection but lacks advanced correlation and scalable search capabilities. Option B is not a log analytics service.
Option D is a visualization service and does not support real-time detection.

AWS guidance recommends OpenSearch Service for centralized, near real-time log analysis and alerting.

Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

Amazon OpenSearch Service Security Analytics

AWS Logging and Monitoring Architecture

NEW QUESTION # 33

A company runs an application on a fleet of Amazon EC2 instances. The application is accessible to users around the world. The
company associates an AWS WAF web ACL with an Application Load Balancer (ALB) that routes traffic to the EC2 instances.

A security engineer is investigating a sudden increase in traffic to the application. The security engineer discovers a significant amount
of potentially malicious requests coming from hundreds of TP addresses in two countries. The security engineer wants to quickly limit
the potentially malicious requests. The security engineer does not want to prevent legitimate users from accessing the application.
‘Which solution will meet these requirements?

A. Use AWS WAF to implement a rate-based rule for all incoming requests.

B. Edit the ALB security group to include a geographical match rule to block all incoming traffic from the two countries.
C. Add deny rules to the ALB security group that prohibit incoming requests from the IP addresses.

D. Use AWS WAF to implement a geographical match rule to block all incoming traffic from the two countries.

Answer: A

Explanation:

A rate-based rule in AWS WAF is designed to quickly mitigate spikes and potential layer 7 floods bytracking request rates per
originating [Pand temporarily blocking (or counting/challenging, depending on configuration) IPs that exceed a defined threshold
within a 5-minute rolling window. In this scenario, the malicious traffic is distributed acrosshundreds of IPsin two countries, and the
application still needs to remain available globally for legitimate users. A rate-based rule provides fast, targeted throttling that reduces
abusive request patterns without permanently blocking entire geographies. This aligns with "quickly limit" while minimizing collateral
impact.

Blocking both countries with a geo match rule (Option B) would likely block legitimate users located in those countries, which
violates the requirement. Security groups (Options C and D) cannot natively enforcegeographicfiltering, and they are not well suited
for large, rapidly changing sets of public source IPs at the application layer. Additionally, WAF operates at layer 7 with richer
matching (rate limiting, URI/header patterns, bot controls), which is the appropriate control point when the ALB already has a web
ACL associated. Therefore, implementing an AWS WAFrate-basedrule is the most effective and least disruptive immediate
mitigation.

NEW QUESTION # 34
A company must immediately disable compromised IAM users across all AWS accounts and collect all actions performed by the
user in the last 7 days. Which solution will meet these requirements?

A. Remove permission sets and query logs using CloudWatch Logs Insights.

B. Remove IAM policies and query logs in Security Hub.

C. Disable the IAM user and query CloudTrail logs in Amazon S3 using Athena.

D. Disable the user in IJAM Identity Center and query the organizational event data store.

Answer: D

Explanation:
AWS TAM Identity Center centrally manages user access across an AWS Organization. Disabling the user in Identity Center



immediately revokes access to all AWS accounts. According to AWS Certified Security - Specialty documentation, organizational
CloudTrail event data stores provide centralized, queryable access to all events across accounts.

Using CloudTrail Lake enables direct querying of activity without exporting logs. Disabling the user at the Identity Center level
ensures full containment.

NEW QUESTION # 35

A company has a multi-account strategy that uses an organization in AWS Organizations with all features enabled. The company has
enabled trusted access for AWS Account Management. New accounts are provisioned through AWS Control Tower Account
Factory.

The company must ensure that all new accounts in the organization become AWS Security Hub member accounts.

‘Which solution will meet these requirements with the LEAST development effort?

¢ A Use the organization's management account to designate a Security Hub delegated administrator account. In the delegated
administrator account, create a configuration policy to enable Security Hub. Associate the configuration policy with the
organization root.

¢ B. Enable Security Hub in the organization's management account. Create an AWS Step Functions workflow. Create an
Amazon EventBridge rule to invoke the workflow when a CreateAccount event occurs.

¢ C. Enable Security Hub in the organization's management account. Create an AWS Lambda finction to enable Security Hub
for new accounts. Invoke the Lambda function by using an AWS Control Tower lifecycle event that occurs when a new
account is provisioned.

¢ D. Enable Security Hub in the organization's management account. Wait for all new accounts to complete automatic
onboarding,

Answer: A

NEW QUESTION # 36

An application is running on an Amazon EC2 instance that has an IAM role attached. The IAM role provides access to an AWS
Key Management Service (AWS KMS) customer managed key and an Anmazon S3 bucket.

The key is used to access 2 TB of sensitive data that is stored in the S3 bucket. A security engineer discovers a potential
vulnerability on the EC2 instance that could result in the compromise of the sensitive data. Due to other critical operations, the
security engineer cannot immediately shut down the EC2 instance for vulnerability patching,

What is the FASTEST way to prevent the sensitive data from being exposed?

¢ A Block access to the public range of S3 endpoint IP addresses by using a host-based firewall. Ensure that mternet-bound
traffic from the affected EC2 nstance is routed through the host-based firewall.

¢ B. Download the data from the existing S3 bucket to a new EC2 instance. Then delete the data fromthe S3 bucket. Re-
encrypt the data with a client-based key. Upload the data to a new S3 bucket.

e C. Revoke the IAM role's active session permissions. Update the S3 bucket policy to deny access to the [AM role. Remove
the ITAM role from the EC2 instance profile.

¢ D. Disable the current key. Create a new KMS key that the IAM role does not have access to, and re- encrypt all the data
with the new key. Schedule the compromised key for deletion.

Answer: C

Explanation:

AWS incident response best practices emphasize rapid containment to prevent further data exposure.

According to the AWS Certified Security - Specialty Study Guide, the fastest and least disruptive containment method for
compromised compute resources is to immediately revoke credentials and permissions rather than modifying data or infrastructure.
Revoking the IAM role's active sessions prevents the EC2 mnstance from continuing to access AWS services.

Updating the S3 bucket policy to explicitly deny access to the JAM role ensures immediate enforcement, even if temporary
credentials remain cached. Removing the IAM role from the instance profile flrther prevents new credentials from being issued.
Option A and D involve large-scale data movement or re-encryption, which is time-consuming and operationally expensive. Option
B relies on network-level controls that do not prevent access through private AWS endpoints.

AWS guidance explicitly recommends credential revocation and policy-based denial as the fastest containment step during active
incidents.

Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

AWS Incident Response Best Practices

AWS TAM Role Session Management



NEW QUESTION # 37
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