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A. Create an Amazon CloudWatch Logs log group. Specify the log group as a destination for the flow log.
B. Create a log group subscription filter. Use EventBridge as the destination.
C. Create an Amazon EventBridge rule that reacts to EC2 Instance State-change Notification events.
D. Create a flow log in VPC Flow Logs.
E. Create an Amazon CloudWatch Logs log group. Specify the log group as a target for the EventBridge rule.
F. Create a log group metric filter.

Answer: A,D,F

NEW QUESTION # 55 
A company deploys an application to Amazon EC2 instances. The application runs Amazon Linux 2 and uses AWS CodeDeploy.
The application has the following file structure for its code repository:

The appspec.yml file has the following contents in the files section:

What will the result be for the deployment of the config.txt file?

A. The config txt file will be deployed to /usr/local/src/config.txt and to /var/www/html/application/web/config txt
B. The config.txt file will be deployed to only /var/www/html/config/config txt
C. The config.txt file will be deployed to only /usr/local/src/config txt
D. The config.txt file will be deployed to /usr/local/src/config.txt and to /var/www/html/config/config txt.

Answer: C

Explanation:
Deployment of config.txt file based on the appspec.yml:
The appspec.yml file specifies that config/config.txt should be copied to /usr/local/src/config.txt.
The source: / directive in the appspec.yml indicates that the entire directory structure starting from the root of the application source
should be copied to the specified destination, which is /var/www/html.
Result of the Deployment:
The config.txt file will be specifically deployed to /usr/local/src/config.txt as per the explicit file mapping.
The entire directory structure including application/web will be copied to /var/www/html, but this does not include config/config.txt
since it has a specific destination defined.
Thus, the config.txt file will be deployed only to /usr/local/src/config.txt.
Therefore, the correct answer is:
C . The config.txt file will be deployed to only /usr/local/src/config.txt.
Reference:
AWS CodeDeploy AppSpec File Reference
AWS CodeDeploy Deployment Process

NEW QUESTION # 56 
The security team depends on AWS CloudTrail to detect sensitive security issues in the company's AWS account. The DevOps
engineer needs a solution to auto-remediate CloudTrail being turned off in an AWS account.
What solution ensures the LEAST amount of downtime for the CloudTrail log deliveries?

A. Deploy the AWS-managed CloudTrail-enabled AWS Config rule set with a periodic interval to 1 hour.
Create an Amazon EventBridge rule tor AWS Config rules compliancechange. Create an AWS Lambda function that uses
the AWS SDK to call StartLogging on the ARN of the resource in which StopLoggmg was called. Add the Lambda function
ARN as a target to the EventBridge rule.
B. Create an Amazon EventBridge rule for a scheduled event every 5 minutes. Create an AWS Lambda function that uses the
AWS SDK to call StartLogging on a CloudTrail trail in the AWS account. Add the Lambda function ARN as a target to the



EventBridge rule.
C. Launch a t2 nano instance with a script running every 5 minutes that uses the AWS SDK to query CloudTrail in the current
account. If the CloudTrail trail is disabled have the script re-enable the trail.
D. Create an Amazon EventBridge rule for the CloudTrail StopLogging event. Create an AWS Lambda (unction that uses the
AWS SDK to call StartLogging on the ARN of the resource in which StopLogging was called. Add the Lambda function
ARN as a target to the EventBridge rule.

Answer: D

Explanation:
https://aws.amazon.com/blogs/mt/monitor-changes-and-auto-enable-logging-in-aws-cloudtrail/

NEW QUESTION # 57 
A company manages multiple AWS accounts by using AWS Organizations with OUS for the different business divisions, The
company is updating their corporate network to use new IP address ranges. The company has 10 Amazon S3 buckets in different
AWS accounts. The S3 buckets store reports for the different divisions. The S3 bucket configurations allow only private corporate
network IP addresses to access the S3 buckets.
A DevOps engineer needs to change the range of IP addresses that have permission to access the contents of the S3 buckets The
DevOps engineer also needs to revoke the permissions of two OUS in the company Which solution will meet these requirements?

A. Create a new SCP that has a statement that allows only the new range of IP addresses to access the S3 buckets. Create
another SCP that denies access to the S3 buckets. Attach the second SCP to the two OUS
B. On all the S3 buckets, configure resource-based policies that allow only the new range of IP addresses to access the S3
buckets. Create a new SCP that denies access to the S3 buckets. Attach the SCP to the two OUs.
C. Create a new SCP that has two statements, one that allows access to the new range of IP addresses for all the S3 buckets
and one that demes access to the old range of IP addresses for all the S3 buckets. Set a permissions boundary for the
OrganzauonAccountAccessRole role In the two OUS to deny access to the S3 buckets.
D. On all the S3 buckets, configure resource-based policies that allow only the new range of IP addresses to access the S3
buckets. Set a permissions boundary for the OrganizationAccountAccessRole role in the two OUS to deny access to the S3
buckets.

Answer: B

Explanation:
The correct answer is C.
A comprehensive and detailed explanation is:
Option A is incorrect because creating a new SCP that has two statements, one that allows access to the new range of IP addresses
for all the S3 buckets and one that denies access to the old range of IP addresses for all the S3 buckets, is not a valid solution.
SCPs are not resource-based policies, and they cannot specify the S3 buckets or the IP addresses as resources or conditions.
SCPs can only control the actions that can be performed by the principals in the organization, not the access to specific resources.
Moreover, setting a permissions boundary for the OrganizationAccountAccessRole role in the two OUs to deny access to the S3
buckets is not sufficient to revoke the permissions of the two OUs, as there might be other roles or users in those OUs that can still
access the S3 buckets.
Option B is incorrect because creating a new SCP that has a statement that allows only the new range of IP addresses to access the
S3 buckets is not a valid solution, for the same reason as option A) SCPs are not resource-based policies, and they cannot specify
the S3 buckets or the IP addresses as resources or conditions. Creating another SCP that denies access to the S3 buckets and
attaching it to the two OUs is also not a valid solution, as SCPs cannot specify the S3 buckets as resources either.
Option C is correct because it meets both requirements of changing the range of IP addresses that have permission to access the
contents of the S3 buckets and revoking the permissions of two OUs in the company. On all the S3 buckets, configuring resource-
based policies that allow only the new range of IP addresses to access the S3 buckets is a valid way to update the IP address
ranges, as resource-based policies can specify both resources and conditions. Creating a new SCP that denies access to the S3
buckets and attaching it to the two OUs is also a valid way to revoke the permissions of those OUs, as SCPs can deny actions such
as s3:PutObject or s3:GetObject on any resource.
Option D is incorrect because setting a permissions boundary for the OrganizationAccountAccessRole role in the two OUs to deny
access to the S3 buckets is not sufficient to revoke the permissions of the two OUs, as there might be other roles or users in those
OUs that can still access the S3 buckets. A permissions boundary is a policy that defines the maximum permissions that an IAM
entity can have. However, it does not revoke any existing permissions that are granted by other policies.
References:
AWS Organizations
S3 Bucket Policies



Service Control Policies
Permissions Boundaries

NEW QUESTION # 58 
A rapidly growing company wants to scale for developer demand for AWS development environments. Development environments
are created manually in the AWS Management Console. The networking team uses AWS CloudFormation to manage the
networking infrastructure, exporting stack output values for the Amazon VPC and all subnets. The development environments have
common standards, such as Application Load Balancers, Amazon EC2 Auto Scaling groups, security groups, and Amazon
DynamoDB tables.
To keep up with demand, the DevOps engineer wants to automate the creation of development environments. Because the
infrastructure required to support the application is expected to grow, there must be a way to easily update the deployed
infrastructure. CloudFormation will be used to create a template for the development environments.
Which approach will meet these requirements and quickly provide consistent AWS environments for developers?

A. Use nested stacks to define common infrastructure components. To access the exported values, use TemplateURL to
reference the networking team's template. To retrieve Virtual Private Cloud (VPC) and subnet values, use Fn::ImportValue
intrinsic functions in the Parameters section of the root template. Use the CreateChangeSet and ExecuteChangeSet
commands to update existing development environments.
B. Use Fn::ImportValue intrinsic functions in the Parameters section of the root template to retrieve Virtual Private Cloud
(VPC) and subnet values. Define the development resources in the order they need to be created in the CloudFormation
nested stacks. Use the CreateChangeSet. and ExecuteChangeSet commands to update existing development environments.
C. Use Fn::ImportValue intrinsic functions in the Resources section of the template to retrieve Virtual Private Cloud (VPC)
and subnet values. Use CloudFormation StackSets for the development environments, using the Count input parameter to
indicate the number of environments needed. Use the UpdateStackSet command to update existing development
environments.
D. Use nested stacks to define common infrastructure components. Use Fn::ImportValue intrinsic functions with the resources
of the nested stack to retrieve Virtual Private Cloud (VPC) and subnet values. Use the CreateChangeSet and
ExecuteChangeSet commands to update existing development environments.

Answer: D

NEW QUESTION # 59
......

It is necessary to strictly plan the reasonable allocation of DOP-C02 test time in advance. Many students did not pay attention to the
strict control of time during normal practice, which led to panic during the process of examination, and even some of them are not
able to finish all the questions. If you purchased DOP-C02 learning dumps, each of your mock exams is timed automatically by the
system. DOP-C02 learning dumps provide you with an exam environment that is exactly the same as the actual exam. It forces you
to learn how to allocate exam time so that the best level can be achieved in the examination room. At the same time, DOP-C02 Test
Question will also generate a report based on your practice performance to make you aware of the deficiencies in your learning
process and help you develop a follow-up study plan so that you can use the limited energy where you need it most. So with DOP-
C02 study tool you can easily pass the exam.
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