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GIAC GWAPT Exam Syllabus Topics:

Section Weight Objectives
- Discovery and enumeration techniques
Reconnaissance and Mapping 15% - Service and configuration identification

- Spidering and application mapping
- Command and code injection
- Insecure deserialization

o 5
Injection Attacks 20% XML External Entity (XXE) injection

- SQL injection

- Session hjjacking and fixation
Web Application Session Management 15% - SSIJTLS and secure communication issues

- Session token generation and handling

- Web technologies and protocols (HTTP, HTTPS, AJAX)
Web Application Overview 10% - Web application architecture and components

- Core security principles and vulnerabilities

- Cross-Site Request Forgery (CSRF)
Cross-Site Attacks and Client-Side Vulnerabilities 15% - Cross-Site Scripting (XSS)

- Client-side njection and manipulation

- Weak authentication mechanisims
Web Application Authentication Attacks 15% - Multi-factor authentication flaws

- User enumeration and bypass techniques

- Access control and authorization flaws

Web Application Configuration Testing 10% - Server and application misconfigurations
- Error handling and information disclosure
Web Application Testing Tools ) Itesting and analysis tools

- Proxies, scanners and exploitation frameworks
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(Q113-Q118):

HM #113
‘What happens if an application uses predictable password reset tokens?

A. XML External Entity injection
B. Directory traversal

C. Privilege escalation

D. Account takeover
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H #114
Which HTTP header is MOST effective at mitigating clickjacking attacks?

A. X-Frame-Options

B. Strict-Transport-Security
C. Content-Type

D. Set-Cookie
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R #115
What information can be gathered using the WHOIS lookup service?

A. Passwords of the web server administrator

B. Encrypted session tokens

C. DNS records and email addresses of domain administrators
D. Details of the application database schema

IEf#: C

g #116
What is the primary goal of reconnaissance in web application penetration testing?

A. Execute denial-of-service attacks

B. Identify system misconfigurations

C. Gather information about the target application to plan further attacks
D. Exploit vulnerabilities in the application

Ef: C

HA #117
A penetration test reveals that session cookies do not have the HttpOnly attribute set. What is the recommended mitigation?

A. Add the HttpOnly attribute to all session cookies
B. Set long expiration times for session cookies

C. Add the HttpOnly attribute to all session cookies
D. Store session data in local storage instead
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