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NEW QUESTION # 34

An administrator applied a block-all IPS profile for client and server targets to secure the server, but the database teamreported the
application stopped working immediately after.

How can an administrator apply IPS in a way that ensures it does not disrupt existing applications in the network?
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A. Use an IPS profile with all signatures in monitor mode and verify patterns before blocking.

B. Select flow mode in the IPS profile to accurately analyze application patterns.

C. Limit the IPS profile to server targets only to avoid blocking connections from the server to clients.
D. Set the IPS profile signature action to default to discard all possible false positives.

Answer: A

Explanation:

Applying an aggressive IPS profile without prior testing can disrupt legitimate applications by incorrectly identifying normal traffic as
malicious. To prevent disruptions while still monitoring for threats:

# Enable IPS in "Monitor Mode" first:

# This allows FortiGate to log and analyze potential threats without actively blocking traffic.

# Administrators can review logs and fine-tune IPS signatures to minimize false positives before switching to blocking mode.

# Verify and adjust signature patterns:

# Some signatures might trigger unnecessary blocks for legitimate application traffic.

# By analyzing logs, administrators can disable or modify specific rules causing false positives.

NEW QUESTION # 35

An administrator is setting up an ADVPN configuration and wants to ensure that peer IDs are not exposed during VPN
establishment.

‘Which protocol can the administrator use to enhance security?

A. Choose IKEv! aggressive mode because it simplifies peer identification.
B. Stick with IKEvl main mode because it offers better performance.

C. Use IKEv2, which encrypts peer IDs and prevents exposure.

D. Opt for SSL VPN web mode because it does not use peer IDs at all

Answer: C

Explanation:

In ADVPN (Auto-Discovery VPN) configurations, security concerns include protecting peer IDs during VPN establishment. Peer
IDs are exchanged in the IKE (Internet Key Exchange) negotiation phase, and their exposure could lead to privacy risks or targeted
attacks.

# IKEv2 encrypts peer IDs, making it more secure compared to IKEv1, where peer IDs can be exposed in plaintext in aggressive
mode.

# IKEvV2 also provides better performance and flexibility while supporting dynamic tunnel establishment in ADVPN.

NEW QUESTION # 36

An admmnistrator received a FortiAnalyzer alert that a 1 ## disk filled up in a day. Upon investigation, they found thousands of
unusual DNSS log requests, such as JHCMQK .website.com, with no answers. They later discovered that DNS exfiltration was
occurring through both UDP and TLS.

How can the administrator prevent this data theft technique?

A. Create an inline-CASB to protect against DNS exfiltration.
B. Enable DNS Filter to protect against DNS exfiltration.

C. Configure a File Filter profile to prevent DNS exfiltration.
D. Use an IPS profile and DNS exfiltration-related signatures.

Answer: D

Explanation:

The excessive DNS log requests with random subdomains suggest a DNS exfiltration attack, where attackers encode and transmit
data via DNS queries. Since this technique can use both UDP and TLS (DoH - DNS over HTTPS), a comprehensive security
approach is needed.

Using an IPS profile with DNS exfiltration-specific signatures allows FortiGate to:

# Detect and block abnormal DNS query patterns often used in exfiltration.

# Inspect encrypted DNS (DoH, DoT) traffic if SSL inspection is enabled.

# Identify known exfiltration domains and techniques based on FortiGuard threat intelligence.



NEW QUESTION # 37
Refer to the exhibit, which shows an ADVPN network.

Hub

Overlay 1

F HTInET Dynamic tunnel

\ e

Spoke 1 Spoke 2

The client behind Spoke-1 generates traffic to the device located behind Spoke-2.
What is the first message that the hub sends to Spoke-1 to bring up the dynamic tunnel?

Hrao

e A Shortcut reply
e B. Shortcut query
e C. Shortcut offer
e D. Shortcut forward

Answer: C

Explanation:
In an ADVPN (Auto-Discovery VPN) network, a dynamic VPN tunnel is established on-demand between spokes to optimize
traffic flow and reduce latency.

Process:

1. Traffic Initiation:

A client behind Spoke- 1 sends traffic to a device behind Spoke-2.

E=RTINFT
The traffic mitially flows through the hub, following the pre-established overlay tunnel.




E:=RTINET

2. Hub Detection:
The hub detects that Spoke-1 is communicating with Spoke-2 and determines that a direct shortcut tunnel between the spokes can
optimize the connection.

E:=RTINET

3. Shortcut Offer:
The hub sends a "Shortcut Offer" message to Spoke-1, informing it that a direct dynamic tunnel to Spoke-
2 is possible.

E:=RTINET

4. Tunnel Establishment:
Spoke- 1 and Spoke-2 then negotiate and establish a direct IPsec tunnel for communication.



ERTINET

NEW QUESTION # 38
Refer to the exhibit, which shows the ADVPN network topology and partial BGP configuration.

ADVPN network topology

ESRTINET -0 0.0024

Fartial BGF configuration

Hub $ config router bgp
set as 65100
set router-id 172.16.1.1
config neighbor-group
edit "advpn”
set remotevalyy 65100

end

config neighbor-range
edit 1
end

config network

end
F::=RTINET

Which two parameters must an administrator configure in the config neighbor range for spokes shown in the exhibit? (Choose two.)

A. set max-neighbor-num 2

B. set prefix 172.16.1.0 255.255.255.0
C. set neighbor-group advpn

D. set route-reflector-client enable

Answer: B,C



Explanation:

In the given ADVPN (Auto-Discovery VPN) topology, BGP is being used to dynamically establish routes between spokes. The
neighbor-range configuration is crucial for simplifying BGP peer setup by automatically assigning neighbors based on their IP range.
set neighbor-group advpn

# The neighbor-group parameter is used to apply pre-defined settings (such as AS number) to dynamically discovered BGP
neighbors.

# The advpn neighbor-group is already defined in the configuration, and assigning it to the neighbor-range ensures consistent BGP
settings for all spoke neighbors.

set prefix 172.16.1.0 255.255.255.0

# This command allows dynamic BGP peer discovery by defining a range of potential neighbor IPs (172.16.1.1 - 172.16.1.255).
# Since each spoke has a unique /32 IP within this subnet, this ensures that any spoke within the 172.16.1.0

/24 range can automatically establish a BGP session with the hub.
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