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An erganization does not allew servers o be upgrsded,
The scenario BEST describes which of the following?

« A, Mutable infrastructurs

= B, Data integrity

« C. Data security

= I immutable infrastructiurs

AsHD

g ez

Ther Ogernn Wied Application Secusily Project @ (OWASP) is o nonprofit and open commuanity mat
supports the goals of DevBecOps thit provides many rescurces 10 the community.

Which of the following BEST represents a key resource that they make available to the community?

* A Secursty and &
= B. Open-source test

= . Tratning and cortification courses
= . A maturity model for assessment

A5HA

A 930
Which of the fallowing BEST describes an example of an insider threat?

= A, (Mber competilons
« B. Non-maliclous attackers
« C. The general puehblic

= Ir, Disgruntled employess

A0

AE#3L

Visual tactile, and awditory are modalities of formal bearning

Which of the following is BEST described as the fourth major modality of formal learning?
« A, Story based
« . Ghearvo live

s . Kinesthotic
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¢ Detection Engneering: This section of the exam measures the skills of Detection Engineers and focuses on
developing and fine-tuning detection mechanisms for risk identification. It involves designing and
mplementing detection rules, assigning risk values, and leveraging tools like Google SecOps Risk Analytics

FH1 and SCC for posture management. Candidates learn to utilize threat intelligence for alert scoring, reduce

false positives, and improve rule accuracy by integrating contextual and entity-based data, ensuring strong

coverage against potential threats.
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¢ Incident Response: This section of the exam measures the skills of Incident Response Managers and
assesses expertise in containing, investigating, and resolving security incidents. It includes evidence
collection, forensic analysis, collaboration across engineering tearrs, and isolation of affected systemns.
FH 2 Candidates are evaluated on their ability to design and execute automated playbooks, prioritize response
steps, integrate orchestration tools, and manage case lifecycles efficiently to streamline escalation and
resolution processes.

¢ Monitoring and Reporting: This section of the exam measures the skills of Security Operations Center
(SOC) Analysts and covers building dashboards, generating reports, and maintaining health monitoring
systemns. It focuses on identifying key performance indicators (KPIs), visualizing telemetry data, and

FH 3 configuring alerts using tools like Google SecOps, Cloud Monitoring, and Looker Studio. Candidates are

assessed on their ability to centralize metrics, detect anomalies, and maintain continuous Visibility of system

health and operational performance.

¢ Data Management: This section of the exam measures the skills of Security Analysts and focuses on
effective data ingestion, log management, and context enrichment for threat detection and response. It
evaluates candidates on setting up ingestion pipelines, configuring parsers, managing data normalization,
A 4 and handling costs associated with large-scale logging, Additionally, candidates demonstrate their ability to
establish baselines for user, asset, and entity behavior by correlating event data and integrating relevant
threat intelligence for more accurate monitoring.
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AE #102

Your company requires PCI DSS v4.0 compliance for its cardholder data environment (CDE) in Google Cloud. You use a Security
Command Center (SCC) security posture deployment based on the PCI DSS v4.0 template to monitor for configuration drift. This
posture generates a finding indicating that a Compute Engine VM within the CDE scope has been configured with an external IP
address. You need to take an immediate action to remediate the compliance drift identified by this specific SCC posture finding.
‘What should you do?

¢ A. Reconfigure the network interface settings for the VM to explicitly remove the assigned external IP address.

¢ B. Enable and enforce the constraints/compute. vmExternallpAccess organization policy constraint at the project level for the
project where the VM resides.

¢ C. Navigate to the underlying Security Health Analytics (SHA) finding for PUBLIC IP_ ADDRESSon the VM, and mark this
finding as fixed.

¢ D. Remove the CDE-specific tag fromthe VM to exclude the tag from this particular PCI DSS posture evaluation scan.

HE: A

Y.

To immediately remediate the compliance drift, you should reconfigure the network interface of the VM to remove the external [P
address. This directly addresses the issue identified by the SCC PCI DSS v4.0 posture finding, ensuring the VM no longer violates
the standard, rather than just suppressing or marking the finding,
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EE #103

Your organization requires the SOC director to be notified by email of escalated incidents and their results before a case is closed.
You need to create a process that automatically sends the email when an escalated case is closed. You need to ensure the email is
reliably sent for the appropriate cases. What process should you use?

¢ A Navigate to the Alert Overview tab to close the Alert. Run a manual action to gather the case details. If the case was
escalated, email the notes to the director. Use the Close Case action in the Ul to close the case.

¢ B. Use the Close Case button in the UI to close the case. Ifthe case is marked as an incident, export the case from the Ul
and emnil it to the director.

e C. Write a job to check closed cases for incident escalation status, pull the case status details if a case has been escalated,
and send an emil to the director.

¢ D. Create a playbook block that includes a condition to identify cases that have been escalated. The two resulting branches
either close the alert and email the notes to the director, or close the alert without sending an email.

HE: D

HEE #104

You are using Google Security Operations (SecOps) to investigate suspicious activity linked to a specific user. You want to identify
all assets the user has interacted with over the past seven days to assess potential impact. You need to understand the user's
relationships to endpoints, service accounts, and cloud resources.

How should you identify user-to-asset relationships in Google SecOps?

A. Query for hostnames in UDM Search and filter the results by user.

B. Use the Raw Log Scan view to group events by asset ID.

C. Run a retrohunt to find rule matches triggered by the user.

D. Generate an ingestion report to identify sources where the user appeared in the last seven days.

HE. A

MH.
The primary nvestigation tool for exploring relationships and historical activity in Google Security Operations is the UDM (Universal
Data Model) search. The platform's curated views, such as the "User View," are built on top of'this search capability.

To find all assets a user has interacted with, an analyst would performa UDM search for the specific user (e.

g, principal.user.userid ="

suspicious_user") over the specified time range. The search results will include all UDM events associated
with that user. Within these events, the analyst can examine all populated asset fields, such as principal.asset.hostname, principal.ip,
target.resource.name, and target.user.userid (for interactions with service accounts).

This UDM search allows the analyst to pivot from the user entity to all related asset entities, directly answering the question of "what
assets the user has interacted with." While the wording of Option A is slightly backward (it's more efficient to query for the user and
find the hostnames), it is the only option that correctly identifies the UDM search as the tool used to find user-to-asset (hostname)
relationships. Options B (Retrohunt), C (Raw Log Scan), and D (Ingestion Report) are incorrect tools for this investigative task.
(Reference: Google Cloud documentation, "Google SecOps UM Search overview"; "Investigate a user”; " Universal Data Model
noun list")

EEZ #105

Your company uses Google Security Operations (SecOps) Enterprise and is ingesting various logs. You need to proactively identify
potentially compromised user accounts. Specifically, you need to detect when a user account downloads an unusually large volume
of data compared to the user's established baseline activity.

You want to detect this anomalous data access behavior using minimal effort. What should you do?

e A. Develop a custom YARA-L detection rule in Google SecOps that counts download bytes per user per hour and triggers
an alert if a threshold is exceeded.

e B. Inspect Security Command Center (SCC) default findings for data exfiltration in Google SecOps.

e C. Create a log-based metric in Cloud Monitoring, and configure an alert to trigger if the data downloaded per user exceeds a
predefined limit. Identify users who exceed the predefined limit in Google SecOps.

e D. Enable curated detection rules for User and Endpoint Behavioral Analytics (UEBA), and use the Risk Analytics dashboard
in Google SecOps to identify metrics associated with the anomalous activity.

He: D



Y.

The requirement to detect activity that is *unusual* compared to a *user's established baseline* is the precise definition of **User
and Endpoint Behavioral Analytics (UEBA)**. This is a core capability of Google Security Operations Enterprise designed to solve
this exact problem with **minimal effort™**.

Instead of requiring analysts to write and tune custom rules with static thresholds (like in Option A) or configure external metrics
(Option B), the UEBA engine automatically models the behavior of every user and entity. By simply **enabling the curated UEBA
detection rulesets**, the platform begins building these dynamic baselines from historical log data.

When a user's activity, such as data download volume, significantly deviates from their *own® normal, established baseline, a UEBA
detection (e.g., " Anomalous Data Download") is automatically generated. These anomalous findings and other risky behaviors are
aggregated into a risk score for the user. Analysts can then use the **Risk Analytics dashboard** to proactively identify the highest-
risk users and investigate the specific anomalous activities that contributed to their risk score. This built-in, automated approach is far
superior and requires less effort than maintaining static, noisy thresholds.

*(Reference: Google Cloud documentation, "User and Endpoint Behavioral Analytics (UEBA) overview";

"UEBA curated detections list"; "Using the Risk Analytics dashboard")*

EE #106

You received an IOC from your threat intelligence feed that is identified as a suspicious domain used for command and control (C2).
You want to use Google Security Operations (SecOps) to investigate whether this domain appeared in your environment. You want
to search for this IOC using the most efficient approach.

‘What should you do?

A. Run a raw log search to search for the domain string,

B. Enter the IOC into the IOC Search feature, and wait for detections with this domain to appear in the Case view.
C. Configure a UDM search that queries the DNS section of the network noun.

D. Enable Group by Field in scan view to cluster events by hostname.

e C

MH.

Comprehensive and Detailed 150 to 250 words of Explanation From Exact Extract Google Security Operations Engineer
docurments:

The most efficient and reliable method to proactively search for a specific indicator (like a domain) in Google Security Operations is
to performa Universal Data Model (UDM) search. All ingested telemetry, including DN'S logs and proxy logs, is parsed and
normalized into the UDM. This allows an analyst to run a single, high- performance query against a specific, indexed field.

To search for a domain, an analyst would query a field such as network.dns.question.name or network. http.

hostname. Option B correctly identifies this as querying the "DNS section of the network noun." This approach is vastly superior to a
raw log search (Option C), which is slow, inefficient, and does not leverage the normalized UDM data.

Option D (IOC Search/Matches) is a passive feature that shows automatic matches between your logs and Google's integrated
threat intelligence. While it's a good place to check, a UDM search is the active, analyst- driven process for hunting for a new loC
that may have come from an external feed. Option A is a Ul feature for grouping search results and is not the search method itself.
(Reference: Google Cloud documentation, "Google SecOps UDM Search overview"; "Universal Data Model noun list - Network")
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