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CrowdStrike Falcon Administrator Sample Questions (Q245-Q250):
NEW QUESTION # 245 
You are tasked with creating a group for hosts running Windows 10.
What kind of group should you create to make sure all applicable hosts are included in your environment?

A. Create a static group with the assignment rule criteria set to OS Type Workstation
B. Create a dynamic group with the assignment rule criteria set to OS Type Workstation
C. Create a dynamic group with the assignment rule criteria for OS Version set to Windows 10
D. Create a static group with the assignment rule criteria for OS Version set to Windows 10

Answer: C

NEW QUESTION # 246 
On which page of the Falcon console can one locate the Customer ID (CID)?

A. Sensor Dashboard
B. Sensor Downloads
C. API Clients and Keys
D. Hosts Management

Answer: C

Explanation:
The page of the Falcon console where one can locate the Customer ID (CID) is API Clients and Keys. The API Clients and Keys
page allows you to create and manage API clients and keys for accessing the Falcon platform programmatically. The Customer ID
(CID) is a unique identifier for your organization that is required for authenticating your API requests. You can find your CID at the
top of the API Clients and Keys page.

NEW QUESTION # 247 
Which option allows you to exclude behavioral detections from the detections page?

A. Machine Learning Exclusion
B. IOA Exclusion
C. Sensor Visibility Exclusion
D. IOC Exclusion

Answer: B

Explanation:
IOA Exclusion says - Stop all behavioral detections and preventions for an IOA that's based on a CrowdStrike-generated
detection.

NEW QUESTION # 248 
Why is it important to know your company's event data retention limits in the Falcon platform?

A. You will not be able to search event data into the past beyond your retention period
B. Your query will require you to specify the data pool associated with the date you wish to search
C. Data such as process records are kept for a shorter time than event data
D. This is not necessary; you simply select "All Time" in your query to search all data

Answer: A

Explanation:
It is important to know your company's event data retention limits in the Falcon platform because you will not be able to search
event data into the past beyond your retention period. The retention period is the amount of time that event data is stored in the
Falcon Cloud, and it may vary depending on your subscription plan and settings. The other options are either incorrect or not related
to knowing your retention limits.



NEW QUESTION # 249 
You have created a Sensor Update Policy for the Mac platform. Which other operating system(s) will this policy manage?

A. Windows
B. Both Windows and *nix
C. *nix
D. Only Mac

Answer: D

Explanation:
A Sensor Update Policy for the Mac platform will only manage Mac operating systems. Sensor Update Policies are platform-
specific, meaning that they only apply to hosts that have the same operating system as the policy. For example, a Sensor Update
Policy for Windows will only manage Windows hosts, and a Sensor Update Policy for Linux will only manage Linux hosts. You
cannot create a Sensor Update Policy that manages multiple operating systems at once.

NEW QUESTION # 250
......
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