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Microsoft SC-100 certification exam is an essential credential for cybersecurity professionals who wish to demonstrate their skills
and knowledge in designing and implementing secure solutions. Microsoft Cybersecurity Architect certification is globally recognized
and can lead to increased job opportunities, higher salaries, and greater job security. If you are interested in pursuing a career in
cybersecurity architecture, the Microsoft SC-100 certification is an excellent place to start.

Microsoft SC-100 certification examis a globally recognized certification that is highly valued by employers. Holding this certification
demonstrates that you have the knowledge and skills required to design and implement effective cybersecurity solutions. Microsoft
Cybersecurity Architect certification can open up new career opportunities and increase your earning potential. By passing the
Microsoft SC-100 Certification Exam, you can demonstrate your commitiment to your profession and your dedication to staying up-
to-date with the latest cybersecurity trends and technologies.

Microsoft Cybersecurity Architect Sample Questions (Q95-Q100):

NEW QUESTION # 95

You have an Azure subscription named Sub1 that is linked to a Microsoft Entra tenant named contoso.com. Subl contains 20
virtual networks named Sub1_VNetl through Subl VNet20.

You have an Azure subscription named Sub2 that is linked to a Microsoft Entra tenant named fabrikam.com. Sub2 contains 20
virtual networks named Sub2_VNetl through Sub2 VNet20.

Youneed to deploy an Azure Virtual Network Manager solution that meets the following requirements:

- Blocks SSH traffic on Subl_VNet20 and Sub2_VNet20 by using network

security groups (NSGs)

- Blocks SSH traffic on Subl_VNetl through Subl VNet19 and Sub2 VNetl

through Sub2 VNet19

- Allows SSH traffic on Subl_VNet20 and Sub2 VNet20

- Blocks FTP traffic on all the virtual networks

- Minimizes administrative effort

‘What is minimum number of components required for the deployment?

e A. -1 Virtual Network Manager instance
- 2 rule collections
- 2 NSGs
¢ B. - 1 Virtual Network Manager instance
- 1 rule collection
- 2NSGs
e C. - 2 Virtual Network Manager instances that each contains:
- INSG
- 1 rule collection
e D. - 2 Virtual Network Manager instances that each contains:
- 2NSGs
- 2 rule collections

Answer: A

NEW QUESTION # 96

You are planning the security requirements for Azure Cosmos DB Core (SQL) API accounts. You need to recommend a solution to
audit all users that access the data in the Azire Cosmos DB accounts. Which two configurations should you include in the
recommendation? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Enable Microsoft Defender for Identity.

B. Send the Azure Active Directory (Azure AD) sign-in logs to a Log Analytics workspace.
C. Disable local authentication for Azre Cosmos DB.

D. Enable Microsoft Defender for Cosmos DB.

E. Send the Azare Cosmos DB logs to a Log Analytics workspace.

Answer: A,D
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NEW QUESTION # 97

Your company has a Microsoft 365 subscription and uses Microsoft Defender for Identity.

You are informed about incidents that relate to compromised identities.

You need to recommend a solution to expose several accounts for attackers to exploit. When the attackers attempt to exploit the
accounts, an alert must be triggered. Which Defender for Identity feature should you include in the recommendation?

A. honeytoken entity tags
B. customuser tags

C. sensttivity labels

D. standalone sensors

Answer: A

Explanation:

httpsz/docs.microsoft.conven-us/advanced-threat-analytics/suspicious-activity- guide#honeytoken-activity The Sensitive tag is used
to identify high value assets.(user / devices / groups)Honeytoken entities are used as traps for malicious actors. Any authentication
associated with these honeytoken entities triggers an alert. and Defender for Identity considers Exchange servers as high-value assets

and automatically tags them as Sensitive

NEW QUESTION # 98

You need to recommend a solution to meet the requirements for connections to ClainsDB.
‘What should you recommend using for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
AMNSWET Arca

ClaimsDB must be accessible only from Azure virtugl
networks:

The app services permission for ClaimsApp must be
assigned to ClaimsDB:

Answer:
Explanation:

ClaimsDB must be accessible only from Azure virtual
networks:

The app services permission for ClaimsApp must be
assigned to ClaimsDB:

NEW QUESTION # 99

A NAT gateway
A network security group
A private endpoint
A service endpoint

A custom role-based access control (RBAC) role
A managed identity

An access package
Azure AD Privileged Identity Management (PIM)

A NAT gateway
A network security group
private endpoint . |
A service endpaint

A custom role-based access control (RBAC) role
A managed identity |

An access package
Azure AD Privileged Identity Management (PIM)

Youneed to recommend a solution to meet the requirements for connections to ClaimsDB.
What should you recommend using for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



ClaimsDB must be accessible only from Azure virtugl
networks:

A NAT gateway
A network security group
A private endpoint
A service endpoint

The app services permission for ClaimsApp muist be
assigned to ClaimsDB: |A custom role-based access control (RBAC) role

A managed identity

An access package

Azure AD Privileged Identity Management (PIM)

Answer:

Explanation:

ClaimsDB must be accessible only from Azure virtual
networks: [A NAT gateway

A network security group
A service endpoint
A custom role-based access control (RBAC) role

A managed identity I
access package

Azure AD Privileged Identity Management (PIM)

5 The app sgn/ices permission for ClaimsApp must be
ICroSsoO assigried to ClaimsDB:

NEW QUESTION # 100
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