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Topic Details

¢ SASE Deployment: This domain covers FortiSASE administration settings, user onboarding methods, and
Topic 1 integration with SD-WAN infrastructure.

¢ Decentralized SD-WAN: This domain covers basic SD-WAN implementation including configuring
Topic 2 members, zones, and performance SLAs to monitor network quality.
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¢ Secure Internet Access (SIA) and Secure SaaS Access (SSA): This section focuses on implementing
Topic 4 security profiles for content inspection and deploying compliance rules to managed endpoints.

¢ Analytics: This domain covers analyzing SD-WAN and FortiSASE logs to monitor traffic behavior, identify
Topic 5 security threats, and generate reports.
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NEW QUESTION # 51
‘Which authentication method overrides any other previously configured user authentication on FortiSASE?

A. SSO
B. Local
C. MFA
D. RADIUS

Answer: A

Explanation:
In FortiSASE, SSO authentication takes precedence over all other configured authentication methods. When SSO is enabled, it
overrides local, RADIUS, and MFA user authentication settings.

NEW QUESTION # 52
Which three reports are valid report types in FortiSASE? (Choose three.)

A. Shadow IT Report

B. Cyber Threat Assessment

C. Endpoint Conpliance Deviation Report
D. Vulnerability Assessment Report

E. Web Usage Summary Report

Answer: A,D,E

NEW QUESTION # 53
Which two methods are available for provisioning FortiClient on endpoints using FortiSASE?
(Choose two.)

e A FortiClient can be provisioned using installers with an invitation code from the FortiSASE portal, SCCM or GPO, or
mobile device management (MDM) software.

¢ B. FortiClient can be provisioned by distributing the installer to end users for manual installation.

¢ C. FortiClient can be provisioned only by distributing installers to end users through the FortiSASE portal without an invitation
code.

¢ D. FortiClient can be provisioned using SCCM or GPO, but only through an external portal, not the FortiSASE portal.

¢ E. FortiClient provisioning is limited to using mobile device management MDM software or manual installation without
requiring an invitation code.

Answer: A,B

Explanation:

Administrators can distribute the FortiClient installer for manual installation on endpoints.

FortiClient can also be provisioned using installers embedded with an invitation code, distributed through SCCM, GPO, or MDM
solutions via the FortiSASE portal.

NEW QUESTION # 54

Refer to the exhibit. An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl_fgt generates traffic to
the 10.0.0.0/8 network.

The admmistrator expects the traffic to match SD-WAN rule ID 1 and be routed over HUB1- VPN1.

However, the traffic is routed over HUB1-VPN3.
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Based on the output shown in the exhibit, which two reasons, individually or together, could explain the observed behavior? (Choose

two.)

Diagnose output

fgt_a # diagnose sys sdwan serviced

Service(l): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut

Tie break: cfg

Shortcut priority: 2

Gen(8), TOS(0x0/0x0), Protocol(0): src(l->65535), Mode(sla), sla-compare-order

Members (3) :
1: Seq_num(4 HUB1-VPN1 HUB1), alive, sla(Oxl), gid(0), cfg_order(0), local cost(0), selected
2: Seq_num(6é HUB1-VPN3 HUB1), alive, sla(Oxl), gid(0), cfg_order(l), local cost(0), selected
3: Seq num(5 HUB1-VPN2 HUB1), alive, sla(0xl), gid(0), cfg_order(2), local cost(0), selected

Src address(1):
10.0.1.0-10.0.1.255

fgt_A # diagnose sys sdwan member | grep HUBL
Member (4) : transport-group: 0, interface: ‘HUBL1-WEN1, .flags=0xd may_child atewﬁy:
192.168.1.29, source 192.168.¥.1, priority: 48 1024, weight: 0 F

192.168.1.61, source 192.168.1.33, priority: 10 1024, weight: 0
Member (6) : transport-group: 0, interface: HUB1-VPN3, flags=0Oxd may child, gateway: 172.16.1.5, peer:
192.168.1.93, source 192.168.1.65, priority: 1 1024, weight: 0

fgt_A # get router info routing-table all | grep HUB1
5 10.0.0.0/8 [10/0] wvia HUB1-VPN3 tunnel 172.16.1.5, [1/0]

[1/0])
[200/0] wvia 192.168.1.34 [3] (recursive is directly connected, HUB1-VPN2), 04:11

[1/0]

B 10.1.0.0/24 [200/0] wvia 192.168.1.29 (recursive via HUB1-VPN1 tunnel 100.64.1.1), 04:11:42.
[200/0) wia 192.168.1.61 (recursive via HUB1-VPN2 tunnel 100,64.1.9), 04:11:42.
[200/0]) wia 192.168.1.93 (recursive via HUB1-VPN3 tunnel 172.16.1.5), 04:11:42.

100.64.1.1 eer:
= lE::l l ' IEE:
- .
Member (5) : transport-group: ,0,.interface: HUBL-VPN2, flags=0xd may chil ga 0.84 4.5 Bee

B 10.0.3.0/24 [200/0] wia 192.168.1.2 [3] (recursive is directly connected, HUB1-VEN1), 04:11:41,

141,

[(1/0]
[1/0]
[1/0]

A. HUBI-VPN3 has a higher member configuration priority than HUB1-VPN1.

B. HUBI-VPNI1 does not have a valid route to the destination.

C. The traffic matches a regular policy route configured with HUB1-VPN3 as the outgoing device.
D. HUB1-VPN3 has a lower route priority value (higher priority) than HUB1-VPNI1.

Answer: B,C
Explanation:

Key Routing Principles

1. SD-WAN rules are policy routes
2. Regular policy routes have precedence over SD-WAN rules

3. Route lookup is done for new and dirty sessions
+ For original and reply traffic
* Includes policy route lookup

4. SD-WAN rules are skipped if:
+ Best route to destination isn't an SD-WAN member
+ None of the members have a valid route to deslination
« If the preferred member doesn’t have a valid route to destination, the next member in the rule is checked
5. Implicit SD-WAN rule equals standard forwarding information base (FIB) lookup
+ If lookup matches ECMP routes, traffic is load balanced using the configured algorithm
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NEW QUESTION # 55
How is the Geofencing feature used in FortiSASE? (Choose one answer)

A. To encrypt data at rest on mobile devices in specific countries.

B. To restrict access to applications based on the time of day in specific countries.

C. To allow or block remote user connections to FortiSASE POPs from specific countries.

D. To monitor user behavior on websites and block non-work-related content from specific countries

Answer: C

Explanation:

According to theFortiSASE 7.6 Administration Guideand theFCP - FortiSASE 24/25 Administratorstudy materials,
theGeofencingfeature is a security measure implemented at the edge of the FortiSASE cloud to control ingress connectivity based on
the physical location of the user.

* Access Control by Location (Option A): Geofencing allows administrators toallow or block remote user connectionsto the
FortiSASE Points of Presence (PoPs) based on the source country, region, or specific network infrastructure (e.g,, AWS, Azure,
GCP).

* Scope of Application: This feature is universal across all SASE connectivity methods. It applies to Agent-based
users(FortiClient), Agentless users(SWG/PAC file), andEdge devices(FortiExtender

/FortiAP). If a user attempts to connect froma blacklisted country, the connection is dropped at the PoP level before the user can
even attempt to authenticate.

* Use Case Exanple: An organization operating exclusively in North America might configure geofencing toblock all connections
originating from outside the US and Canada. This significantly reduces the attack surface by preventing brute-force or unauthorized
access attempts from high-risk regions or countries where the organization has no legitimate employees.

* Configuration Path: In the FortiSASE portal, this is managed underConfiguration > Geofencing,

From there, administrators can create an "Allow" or "Deny" list and select the relevant countries from a standardized global
database.

Why other options are incorrect:

* Option B: While FortiSASE supportsTime-based schedulesfor firewall policies, geofencing is specifically an IP-to-Geography
mapping tool for connection admission, not a time-of-day restriction tool.

* Option C: Encryption of data at rest on mobile devices is a function of anMDM (Mobile Device Management)solution or local OS
features (like FileVault or BitLocker), not a SASE network geofencing feature.

* Option D: Monttoring web behavior and blocking non-work content is the role of theWeb Filterand Application Controlprofiles,
which operate on the trafficafterthe connection is allowed by geofencing,

NEW QUESTION # 56
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