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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q212-Q217):
NEW QUESTION # 212 
While reviewing a cyber-risk assessment, an analyst notes there are concerns related to FPGA usage. Which of the following
statements would BEST convince the analyst's supervisor to use additional controls?

A. FPGAs are expensive to produce. Anti-counterierting safeguards are needed.
B. FPGAs are expensive and can only be programmed once. Code deployment safeguards are needed.
C. FPGAs have an inflexible architecture. Additional training for developers is needed
D. FPGAs are vulnerable to malware installation and require additional protections for their codebase.

Answer: A

Explanation:
Ethernet switches are mass-produced and offered at discounts on not so widely-used chips with massive economies of scale. While

https://drive.google.com/open?id=1XAMOR7HEfN7UF1jF-rY1T9EeP27-_vkC
https://www.prepawayete.com/CompTIA/CS0-002-latest-exam-dumps.html
https://www.practicevce.com/CompTIA/CS0-002-practice-exam-dumps.html
https://www.crampdf.com/CS0-002-exam-prep-dumps.html
https://www.prep4sures.top/CS0-002-exam-dumps-torrent.html


in case of FPGAs,they are used as Ethernet switches and hence cost more since the expense of development and infrastructure are
distributed among fewer clients.

NEW QUESTION # 213 
During the forensic analysis of a compromised machine, a security analyst discovers some binaries that are exhibiting abnormal
behaviors. After extracting the strings, the analyst finds unexpected content. Which of the following is the next step the analyst should
take?

A. Validate the binaries' hashes from a trusted source.
B. Only allow binaries on the approve list to execute.
C. Use file integrity monitoring to validate the digital signature
D. Run an antivirus against the binaries to check for malware.

Answer: A

Explanation:
Validating the binaries' hashes from a trusted source is the next step the analyst should take after discovering some binaries that are
exhibiting abnormal behaviors and finding unexpected content in their strings. A hash is a fixed-length value that uniquely represents
the contents of a file or message. By comparing the hashes of the binaries on the compromised machine with the hashes of the
original or legitimate binaries from a trusted source, such as the software vendor or repository, the analyst can determine whether the
binaries have been modified or replaced by malicious code. If the hashes do not match, it indicates that the binaries have been
tampered with and may contain malware.

NEW QUESTION # 214 
A company's application development has been outsourced to a third-party development team. Based on the SLA. The
development team must follow industry best practices for secure coding. Which of the following is the BEST way to verify this
agreement?

A. Stress testing
B. Application fuzzing
C. Input validation
D. User acceptance testing
E. Security regression testing

Answer: B

Explanation:
Explanation
Fuzzing or fuzz testing is a dynamic application security testing technique for negative testing. Fuzzing aims to detect known,
unknown, and zero-day vulnerabilities
https://brightsec.com/blog/fuzzing/

NEW QUESTION # 215 
A security analyst received a SIEM alert regarding high levels of memory consumption for a critical system.
After several attempts to remediate the issue, the system went down. A root cause analysis revealed a bad actor forced the
application to not reclaim memory. This caused the system to be depleted of resources.
Which of the following BEST describes this attack?

A. Array attack
B. Denial of service
C. Injection attack
D. Memory corruption

Answer: D

NEW QUESTION # 216 



A cybersecurity analyst is currently auditing a new Active Directory server for compliance. The analyst uses Nessus to do the initial
scan, and Nessus reports the following:
Which of the following critical vulnerabilities has the analyst discovered?

A. Zero-day
B. User enumeration
C. Path disclosure
D. Known backdoor

Answer: D

NEW QUESTION # 217
......
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