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RS #184

Your customer has an on-premises Public Key Infrastructure (PKI) with a certificate authority (CA). You need to issue certificates
for many HTTP load balancer frontends. The on-premises PKI should be mmnimally affected due to many manual processes, and the
solution needs to scale.

What should you do?

e A. Use Certificate Manager to issue Google managed public certificates and configure it at HTTP the load balancers in your
infrastructure as code (laC).

e B. Use Certificate Manager to import certificates issued from on-premises PKI and for the frontends.
Leverage the gcloud tool for importing

e (. Use the web applications with PKCS12 certificates issued from subordinate CA based on OpenSSL on- premises Use
the geloud tool for importing. Use the External TCP/UDP Network load balancer instead of an external HTTP Load
Balancer.

e D. Use a subordinate CA in the Google Certificate Authority Service from the on-premises PKI system to issue certificates
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for the load balancers.
ZX: D

e

This approach allows you to leverage your existing on-premises PKI infrastructure while mmnimizing its impact and manual processes.
By creating a subordinate CA in Google's Certificate Authority Service, you can automate the process of issuing certificates for your
HTTP load balancer frontends. This solution scales well as the number of load balancers increases.

FIRE #185

An administrative application is running on a virtual machine (VM) in a managed group at port

5601 inside a Virtual Private Cloud (VPC) instance without access to the internet currently. You want to expose the web interface at
port 5601 to users and enforce authentication and authorization Google credentials.

‘What should you do?

e A. Configure Secure Shell Access (SSH) bastion host in a public network, and allow only the bastion host to connect to the
application on port 5601. Use a bastion host as a jump host to connect to the application.

e B. Configure an HITP Load Balancing instance that points to the managed group with Identity- Aware Proxy (IAP)
protection with Google credentials. Modify the VPC firewall to allow access from IAP network range.

e C. Configure the bastion host with OS Login enabled and allow connection to port 5601 at VPC firewall. Log in to the
bastion host from the Google Cloud console by using SSH-in-browser and then to the web application.

e D. Modify the VPC routing with the default route point to the default internet gateway. Modify the VPC Firewall rule to allow
access from the internet 0.0.0.0/0 to port 5601 on the application instance.

Z%: B
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Your organization hosts a financial services application running on Compute Engine instances for a third-party company. The third-
party company's servers that will consume the application also run on Compute Engine in a separate Google Cloud organization.
You need to configure a secure network connection between the Compute Engine instances. You have the following requirements:
The network connection must be encrypted.

The communication between servers must be over private [P addresses.
‘What should you do?

¢ A. Configure a VPC peering connection between your organization's VPC network and the third party's that is controlled by
VPC firewall rules.

¢ B. Configure an Apigee proxy that exposes your Compute Engine-hosted application as an API, and is encrypted with TLS
which allows access only to the third party.

e C. Configure a Cloud VPN connection between your organization's VPC network and the third party's that is controlled by
VPC firewall rules.

¢ D. Configure a VPC Service Controls perimeter around your Compute Engine instances, and provide access to the third
party via an access level

ER: C

F =8 #187
A customer wants to deploy a large number of 3-tier web applications on Compute Engine.
How should the customer ensure authenticated network separation between the different tiers of the application?

A. Run each tier in its own Project, and segregate using Project labels.

B. Run each tier with a different Service Account (SA), and use SA-based firewall rules.
C. Run each tier with its own VM tags, and use tag-based firewall rules.

D. Run each tier in its own subnet, and use subnet-based firewall rules.

ZX: B

fE AR A«
"Isolate VM using service accounts when possible

"nin

'even though it is possible to uses tags for target filtering in this manner, we



recommend that you use service accounts where possible. Target tags are not access-controlled and can be changed by someone
with the instanceAdmin role while VM are in service. Service accounts are access-controlled, meaning that a specific user must be
explicitly authorized to use a service account. There can only be one service account per instance, whereas there can be multiple
tags. Also, service accounts assigned to a VM can only be changed when the VM is stopped.”

https/cloud. google.comysolutions/best-practices-vpc-desigi#isolate- virs-service-accounts

i =8 #188

You will create a new Service Account that should be able to list the Compute Engine instances in the project.
You want to follow Google-recommended practices.

‘What should you do?

A. Create a customrole with the permission compute.instances. list and grant the Service Account this role.

B. Give the Service Account the role of Project Viewer, and use the new Service Account for all instances.

C. Give the Service Account the role of Compute Viewer, and use the new Service Account for all instances.

D. Create an Instance Template, and allow the Service Account Read Only access for the Compute Engine Access Scope.

ER: A
fRRER A

Explanation
https/cloud.google.com/compute/docs/access/iam
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