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NEW QUESTION # 86
What is the primary objective of implementing lateral protection using the vDefend Distributed Firewall?
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Response:

A. To prevent data loss during VM snapshot operations

B. To restrict access to NSX-T Manager via VPN

C. To enforce bandwidth throttling policies

D. To control and restrict east-west traffic between workloads

Answer: D

NEW QUESTION # 87
Which statement best describes the vDefend firewall's distributed architecture?
Response:

A. Tt enables consistent policy enforcement by applying rules at each VM's vNIC level
B. It relies on dedicated hardware firewalls to offload inspection tasks

C. Policies are enforced at the physical network core to minimize processing load

D. Security rules are applied only to north-south traffic from external clients

Answer: A

NEW QUESTION # 88

Which two practices are recommended when designing lateral protection strategies for segmented workloads?
(Choose two)

Response:

A. Leverage security groups and dynamic membership
B. Allow all intra-cluster traffic for performance

C. Disable DFW logging for compliance

D. Define granular security policies per application tier
E. Use DNS names m all firewall rules

Answer: A,D

NEW QUESTION # 89

Which three actions can NDR automation take in response to detected threats?
(Choose three)

Response:

A. Reallocate memory to the affected VM
B. Delete the VM snapshot to free up space
C. Update firewall rules dynamically

D. Generate alerts and forward to SIEM

E. Quarantine the affected workload

Answer: C,D,E

NEW QUESTION # 90
Which feature differentiates the Gateway Firewall from the Distributed Firewall?
Response:

A. It applies policies at the VM kernel level

B. It enforces policies at the data center edge or routing layer
C. It controls intra- VM traffic only

D. It has no support for NAT or VPN functions

Answer: B
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