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E M #358
A Developer wants to enable AWS X-Ray for a secure application that runs in an Amazon ECS environment.
‘What combination of steps will enable X-Ray? (Select THREE.)

A. Create a Docker image that runs the X-Ray daemon.

B. Configure and use an IAM role for tasks.

C. Add instrumentation to the application code for X-Ray.
D. Install the X-Ray daemon on the underlying EC2 instance.
E. Register the application with X-Ray.

F. Configure and use an IAM EC2 mnstance role.

EfE: A. B. C

A -
https7/docs.aws.amazon.convxray/latest/devguide/xray-daemon-ecs.html
X-ray SDK needs to integrate with the application and X-Ray will need a role to write out data.

R #359

An application stores images in an S3 bucket. Amazon S3 event notifications are used to trigger a Lambda function that resizes the
images. Processing each image takes less than a second.

How will AWS Lambda handle the additional traffic?

A. Lambda will handle the requests sequentially in the order received.

B. Lambda will scale out to execute the requests concurrently.

C. Lambda will add more compute to each execution to reduce processing time.
D. Lambda will process muiltiple images in a single execution.

IEf#: B

TR
Explanation/Reference: https://docs.aws.amazon.com/lambda/latest/dg/scaling html

M #360

A developer is creating a service that uses an Amazon S3 bucket for image uploads. The service will use an AWS Lambda function
to create a thumbnail of each image Each time an image is uploaded the service needs to send an email notification and create the
thumbnail The developer needs to configure the image processing and email notifications setup.

‘Which solution will meet these requirements?

e A Create an Amazon Sinple Notification Service (Amazon SNS) topic. Configure S3 event notifications with a destiation of
the SNS topic. Subscribe the Lambda fimction to the SNS topic. Create an Amazon Simple Queue Service (Amazon SQS)
queue Subscribe the SQS queue to the SNS topic Create an email notification subscription to the SQS queue.

¢ B. Create an Amazon Simple Queue Service (Amazon SQS) queue. Send S3 event notifications to Amazon EventBridge.
Create an EventBndge rule that runs the Lambda function when images are uploaded to the S3 bucket Create an EventBridge
rule that sends notifications to the SQS queue Create an email notification subscription to the SQS queue

e C. Create an Amazon Simple Queue Service (Amazon SQS) queue Configure S3 event notifications with a destination of the
SQS queue Subscribe the Lambda function to the SQS queue Create an email notification subscription to the SQS queue.
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¢ D. Create an Amazon Simple Notification Service (Amazon SNS) topic Configure S3 event notifications with a destination of
the SN topic Subscribe the Lambda finction to the SNS topic Create an email notification subscription to the SN topic

IEf#: D

BN -

* SNS as a Fan-out Mechanism: SNS is perfect for triggering multiple actions from a single event (here, the image upload).

* Workflow:

* SNS Topic: Create an SNS topic that will be the central notification point.

* S3 Event Notification: Configure the S3 bucket to send 'Object Created' event notifications to the SN'S topic.

* Lambda Subscription: Subscribe your thumbnail-creating Lambda finction to the SNS topic.

* Email Subscription: Subscribe an email address to the SN topic to trigger notifications.

References:

S3 Event Notifications: https:/docs.aws.amazon.cony AmazonS3/latest/userguide/EventNotifications.html SNS Subscriptions:
https:/docs.aws.amazon.convsns/latest/dg/SNSMobilePush. html

M #3061
A user is creating multiple [AM users. What advice should be given to him to enhance the security?

A. Grant more privileges to the user, but least privileges to the group
B. Grant least privileges to the individual user

C. Grant less privileges for user, but higher privileges for the group
D. Grant all higher privileges to the group

fERL:

It is a recommended rule that the root user should grant the least privileges to the JAM user or the group. The higher the privileges,
the more problens it can create.

http://docs.aws.amazon.conVl AM/latest/UserGuide/l AMBestPractices. html

HM #362

A company uses Amazon API Gateway to expose a set of APIs to customers. The APIs have caching enabled in API Gateway.
Customers need a way to invalidate the cache for each API when they test the APL

What should a developer do to give customers the ability to mvalidate the API cache?

e A. Attach an InvalidateCache policy to the IAM execution role that the customers use to invoke the API.
Ask the customers to send a request that contains the HTTP header when they make an API call.

e B. Attach an InvalidateCache policy to the IAM execution role that the customers use to nvoke the API.Ask the customers
to add the INVALIDATE CACHE query string parameter when they make an API call.

e C. Ask the customers to use the AWS SDK API Gateway class to invoke the InvalidateCache API operation.

e D. Ask the customers to use AWS credentials to call the InvalidateCache API operation.

IEf#: B
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